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Texas Department of Motor Vehicles 
Finance  and Administrative Services Division, 
Purchasing Section 
4000 Jackson Avenue 
Austin, Texas 78731 
TxDMV Purchaser: Lilia VanderWal, CTCM, CTPM 
Phone: 512-465-5808 
Fax: 512-465-5641  
Email: Lilia.VanderWal@TxDMV.gov 
 

 
 

Request for Offer (RFO) 
 

For 
 

Software Maintenance, Support and Hosting 
for   

Texas Permitting and Routing Optimization System 
(TxPROS)  

 
 

RFO Number: 608-16-2141 
RFO Closing Date: 03-15-2016 

RFO Closing Time: 3:00 PM 
 

Class-Item: 
915-51, 915-96   

920-64 
 

NOTE TO RESPONDENT 
 

“The issuing office believes that the requested items in this request for offer may be 
proprietary to one vendor under Government Code, §2155.067; however, the issuing 
office strongly encourages offers from all qualified respondents who may be able to 
provide the requesting items.” 

 
When responding to this solicitation you must respond with all information/documents 
pertaining to the award of the product and/or services to include:  any exceptions to 
TxDMV’s Standard Terms and Conditions (TxDMV excludes any of respondent’s exceptions 
to the standard terms and conditions and any additional terms and conditions provided by 
respondent in its response unless expressly agreed otherwise in the award), Statements of 
Work and/or any agreements.  
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All documentation (license, maintenance agreements, etc.) that are needed for TxDMV signature 
must be sent with vendor response. 
 
Any information/documents/exceptions received after the response/closing date will not be 
considered. 
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Section 1 Objective and Background 
1.1 OBJECTIVE 
The Texas Department of Motor Vehicles (TxDMV) seeks to contract with a vendor to provide software 
maintenance, support and hosting for the existing Texas Permitting and Routing Optimization System 
(TxPROS) solution and its associated suite of tools.  This will also incorporate an existing contract for 
facsimile services, which expires May 31, 2016.   
   
1.2 BACKGROUND 
In 2007, The Texas Department of Transportation (TxDOT) entered a contract with ProMiles Software 
Development Corporation, LLC (PSDC) to develop, implement, maintain and host this system as a 
replacement for their existing Central Permit System (CPS). Since system implementation in August 
2011, PSDC has provided maintenance and hosting services for the software, updates and 
enhancements, and system support services on an ongoing basis per the direction of TxDOT/TxDMV 
staff.  
 
TxPROS is a business critical software system, runs in a very high availability network, has achieved 
uptime of more than 99.65 percent since launch and has a hot backup site.  It was designed to reduce the 
time it takes to issue oversize/overweight (OS/OW) permits, allow the TxDMV to meet increasing demand 
for services, increase the safety of the traveling public, improve tracking of structures that affect OS/OW 
routing, and provide the ability to track the transport of OS/OW loads on Texas’ roadways. 
 
The system runs on hardware and infrastructure located at a production hosting site in Las Cruces, New 
Mexico.  The disaster recovery hosting site is located in Dallas, Texas.  TxPROS is exempt from the 
Texas Department of Information Resources (DIR) Data Center Services (DCS) contract. Via waiver 
dated November 21, 2008, DIR directed TxDOT to host the system externally.  Prior to implementation of 
a hosting contract, TxDOT researched several hosting services including that offered by PSDC.  TxDOT 
declared the hosting proposal provided by PSDC to be best value.   
 
Software License Agreement from Original Contract: 
TxDOT (TxDMV) owns all intellectual property rights, including and not limited to copyrights and 
trademarks, associated with the TxPROS application that is developed under this purchase order and as 
described within its assembled documents.  In exchange for valuable consideration, TxDOT (TxDMV) 
hereby grants PSDC a non-exclusive and non-transferable license for use of the TxPROS application and 
its user documentation (collectively known as “Products”), to use, modify, upgrade, improve, and sell to 
third parties.  Any improvements or upgrades made to the application pursuant to this license shall be 
provided to TxDOT (TxDMV) by PSDC at no additional cost.  TxDOT (TxDMV) reserves all other rights 
relating to the intellectual property of the Products that is not expressly granted in the Agreements.  The 
terms of this paragraph survive the termination of this purchase order.” 
 
Negotiated with this license agreement, and considered ‘valuable consideration’, were a set number of 
hours of software development services bundled with the yearly software maintenance contract at no 
additional cost. 
 
For a complete explanation of the TxPROS software, see Attachment A, TxPROS Overview.  
 
Briefly, TxPROS consists of the following components, but is not limited to these: 

a) Permitting and Routing web site and components 
b) Restriction Manager desktop software 
c) FixMap desktop software 
d) SuperMap desktop software 
e) Carried Bridge update component 
f) Business reporting component 
g) GIS reporting component 
h) Restriction violator component 
i) Dual database component 
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1.3 LOCATION 
All work is to be performed remotely from TxDMV Headquarters in Austin, unless agreed otherwise by 
both parties.  
 
1.4 Term of Service   
This contract shall begin from date of award and end on August 31, 2018.  Should both parties agree, 
this Agreement may be renewed, in whole or in part, for up to three (3), two (2) year terms. 
 
Section 2 Offer Submission Requirements 
2.1 SCHEDULE OF EVENTS 
TxDMV reserves the right to adjust the schedule by addenda. 
 
Issue RFO     3-1-2016       
Questions due     3-8-2016, 3:00 pm     
Questions & answers posted   3-10-2016, 5:00 pm   
Closing Date     3-15-2016, 3:00 pm     
Award      TBD    
 
2.2 RESPONSE SUBMISSION REQUIREMENTS 
Offer must comply with the following standards: 
 
Deliver on or before the date and time designated, to the address in Section 2.3 below.  
 
2.3 DELIVERY REQUIREMENTS 
When mailing or hand delivering your response, please place a label in the lower left-hand corner of the 
sealed mailing envelope or box; If response requires more than one envelope or box, place a label on 
each sealed envelope or box. Below is the example of the format: 
 

Mail or Ship To:       
Texas Department of Motor Vehicles    
Financial Services Division, Purchasing Section   
Attention: Lilia VanderWal     
4000 Jackson Avenue      
Austin, Texas 78731      
RFO# 608-16-2141       
RFO Closing Date: 3-15-2016     

 
Respondent must comply with the following standards:  

2.4 Number of Copies/Format 
2.4.1 Respondent must submit one (1) signed original and six (6) additional copies of 

its response. Signed originals must be clearly labeled “Original” on the front 
covers.  

2.4.2. Respondent must submit one (1) electronic copy of its Offer on CD-ROM. 
Electronic copies must be formatted using MS Word 2000, or higher, and MS 
Excel 2000, or higher, software. 

2.4.3 Respondent’s offer must also include two (2) electronic copies of its complete 
offer as follows: 
2.4.3.1 One (1) CD, containing a complete copy of the Respondent’s Offer in 
searchable pdf format. A complete copy of the Offer includes all documents 
contained in the Offer submitted in response to this RFP including those 
documents with Respondent’s signature.  The CD should be titled: “Complete 
copy of [Name of Respondent]’s Offer: TxPROS RFO# 608-16-2141.” 
2.4.3.2 One (1) CD, containing a copy of Respondent’s Offer, in searchable pdf 
format, which has excised, blacked out, or otherwise redacted information from 
its Offer that Respondent reasonably considers to be confidential and exempt 
from public disclosure under the Texas Public Information Act, Chapter 552 of 
the Texas Government Code (this should be a de minimis portion, if any, of 
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Respondent’s Offer, such as social security numbers or e-mail addresses). The 
CD shall also contain an appendix for Respondent’s Offer which provides a cross 
reference for the location of each piece of material redacted by Respondent and 
a general description of the redacted information.  This CD should be titled “For 
Public Release: Redacted Version of [Name of Respondent]’s Offer: 
TxPROS RFO# 608-16-2141.” 

2.4.4 All packages and boxes MUST clearly reference the RFO name and number.  
2.4.5. The Technical and Cost Offers must be bound separately. For the purposes of 

this RFO, the Technical Offer is defined as the entire Offer in response to this 
RFO, excluding the Cost Offer.  

 Each Offer component should be typewritten in black ink, Arial, font 12 and 
submitted on paper that is 8.5 X 11”, and bound. Pages shall be numbered 
consecutively and reflect the total number of pages in the Offer. All Offers must 
include a Table of Contents and tabs for the different sections.  

 The separate and sealed Cost Offer should be labeled as follows:  
“Sealed Cost Offer” 
“TxPROS” 
“RFO# 608-16-2141” 
“Name and Address of Respondent” 

 2.4.6 Delivery  
Deliver on or before the date and time noted above, to the address listed below. 
Offers received after the time and date specified will not be considered and will 
be returned unopened to Respondent.  
 
All Offers delivered shall be in a package plainly marked as “RFO # 608-16-
2141. Offers may be hand carried or delivered by overnight service or U.S. Mail. 
All deliveries will be formally received and logged.  
 
If a delivery service is used that prohibits such markings on the outside of the 
package, this information must be placed in plain view on the outside of an 
interior envelope or package.    

 
    
2.5 INQUIRIES 
Written questions concerning this RFO will be answered by subsequent addenda. Updates and addenda 
to this RFO will be posted on the Electronic State Business Daily (ESBD) Marketplace 
http://esbd.cpa.state.tx.us/. 
 
Questions concerning this RFO must be submitted in writing on or before the date and time noted above 
to the TxDMV Purchaser as stated on the front page of this RFO. 
 
Questions will not be answered if received after the date and time noted above. If a vendor discovers any 
ambiguity, conflict, discrepancy, exclusionary specifications, omission, or other error in this RFO, the 
Vendor shall immediately provide written notification to the TxDMV Purchaser.  If a Vendor fails to notify 
the TxDMV Purchaser of any error, ambiguity, conflict, discrepancy, exclusionary specification, or 
omission, the vendor shall submit an offer at its own risk and under such conditions.  If the vendor is 
awarded a contract, then they will not be entitled to additional compensation, relief, or time by reason of 
the error or its later correction. 
 
Official responses to questions will be available on the ESBD http://esbd.cpa.state.tx.us/ as soon as 
practical, but no later than the date and time noted above.  
 
2.6 OFFER BINDING FOR 90 DAYS 
Respondent’s entire offer is binding for 90 days from offer closing date. 
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2.7 REVISIONS 
Offer cannot be altered or amended after opening time.  Alterations made prior to opening time should be 
initialed by Respondent or their authorized agent.  No offer may be withdrawn after submission time 
without approval by TxDMV. 
 
 
2.8 AWARD AND CANCELLATION OF RFO 
TxDMV reserves the right to accept or reject all or any part of an offer, waive minor technicalities and 
award the offer to best serve the interest of the State.  TxDMV also reserves the right to cancel this RFO 
or any portion of this RFO at any time.    
 
2.9 NEGOTIATIONS 
Once TxDMV determines if an offer is valid, TxDMV may meet with respondents in the order of ranking to 
negotiate. TxDMV reserves the right to negotiate any term or condition set forth by the offer that TxDMV 
considers to be unfavorable to the state and to make modifications to the requirements set forth in this 
vendor specification document, provided such modifications do not constitute a substantial change. If 
TxDMV is unable to negotiate a satisfactory agreement with a specific respondent, negotiations with that 
respondent will be terminated and TxDMV may undertake negotiations with the next respondent.  
Negotiations may continue in this fashion until an agreement is achieved or all respondents are rejected.  
All negotiations must be initiated and completed prior to award. 
 
Section 3 Offer Administrative Information 
3.1 TxDMV Point of Contact 
 TxDMV Purchaser 

Contact: Lilia VanderWal  
Phone: 512-465-5808  
Email: Lilia.Vanderwal@TxDMV.gov 
   

Invoicing Contact 
Invoices shall be sent to TxDMV Payment Processing.  Invoices must clearly show the Purchase Order 
(PO) number, itemized costs for the goods / services delivered, and the service period for the delivered 
goods / services. Invoices should be emailed to DMV_FIN-invoices@TxDMV.gov or mailed to the 
address below: 
 
Texas Department of Motor Vehicles 
Attention: Payment Processing 
4000 Jackson Avenue 
Austin, Texas 78731 
 
***IN COMPLIANCE WITH THE PROMPT PAYMENT ACT, YOUR TAXPAYER IDENTIFICATION 
NUMBER MUST BE ON ALL INVOICES. *** 
 
 
Section 4 Scope of Work  
 
For detailed requirements associated with all items listed here, see Attachment B, Service Level 

Requirements for TxPROS. 
 
 
4.1  TxPROS Hosting Services 

 
 4.1.1 Vendor responsibilities 

 
Submit a Hosting Service Plan to outline how services will be performed to meet service 
level requirements and to address the following: 
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Hosting shall be provided for the TxPROS system including all associated processing and 
processing support functionalities.  This includes provision and maintenance of all hardware, 
server software, database systems and infrastructure necessary to maintain 365x24x7 availability 
of the system.  This shall include existing facsimile services currently under separate contract.  
Hosting shall be agile in order to ensure service level requirements are met, increased permit 
demand and volume is forecasted and appropriately handled and to accommodate all future 
upgrades to the TxPROS system resulting from this RFO. 
 
Maximum Workload Requirements for Hosting: 
 
Workload Type Projected Peak / Next 5 Years Projected Average / Next 5 

Years 
Permits per year 1,150,000 950,000 
Permitted routes per hour 1,150 950 
Routes per hour 4,600 3,800 
Archive data (permits & 
routes) 

4 years of data NA 

 
TxPROS is mission critical business software which requires both production and disaster 
recovery hosting sites.  In November 2008, the DIR issued a waiver exempting TxPROS from 
DCS hosting requirements. 
 
In providing hosting support services, the vendor is responsible for: 
 
a) Providing a Primary (production) data center including hardware, UPS, physical security, on-

site support staff, remote monitoring capabilities, backup services sufficient for production 
operations and accessibility for periodic TxDMV audits. 

b) Providing a Backup (disaster recovery) data center including sufficient hardware, UPS, 
physical security and documented processes for moving to scaled production operations. 

c) Upon activation of the Backup data center for scaled production operations, providing on-site 
support staff, remote monitoring capabilities, backup services sufficient for scaled production 
operations and accessibility for periodic TxDMV audits. 

d) Providing secure, reliable, redundant network connectivity with sufficient bandwidth to 
accommodate traffic and data volumes. 

e) Maintaining immediate (within 15 minutes of production commit) backup of TxPROS 
production database to a database at the disaster recovery site to be used for immediate 
disaster recovery site operations. 

f) Periodically refreshing hardware, infrastructure, software, and other technical options to 
ensure TxPROS functionality remains cutting edge, with competitive response time and 
modern technology that keeps pace with industry standards. 

g) Providing data center processing for TxPROS and all components necessary for production 
operations. 

h) Ensuring system availability is at least 99.4%, 24x7x365. 
i) Ensuring transaction response time for shorter/less complicated routes is at least 95% 

returned in 12 seconds or less. 
j) Ensuring transaction response time for the composite of shorter/less complicated and 

significantly longer/more complex routes is at least 99.8% returned in 30 seconds or less. 
k) Restoring TxPROS to operational status after unplanned system outage in an average of 60 

minutes or less. 
l) Providing help desk initial response for reported system outage within 15 minutes of receipt 

of notification, on average over a month’s period, which includes an assessment of the 
problem cause and an estimate of the time required to return the system to operation. 
System outage is defined in Attachment B, under Hosting Service Level Requirements, 
‘System Availability’.   

m) Providing licensing for all non-TxPROS specific software (operating systems, database 
systems, backup software, code management software, utilities, etc.). 

n) Providing hardware, software, assuming line fees, per minute fees and facsimile service fees 
for facsimile delivery of TxPROS electronic permits. 
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o) Maintaining all operating and system support software licensing never more than two 
versions behind the most current release available from the manufacturer. 

p) Identifying and implementing a business interruption/disaster recovery process, to include 
crisis and event management procedures, used to determine levels of disaster and 
associated disaster recovery actions. 

q) Periodically updating languages used for code development to keep pace with emerging 
technologies to ensure TxPROS remains current with industry standards.   

r) Providing for database tuning services to ensure proper and efficient interactions between 
code and data. 

s) Completing controlled data changes per documented requests submitted by TxDMV. 
t) Providing after-hours hardware and infrastructure support including a list of the vendor’s 

emergency support numbers and email which is updated regularly. 
u) Contacting TxDMV for assistance with the email SMTP solution when it’s determined by the 

vendor that a reported issue with permit email delivery is not caused by the TxPROS 
software or hosting environment. 

v) Working with hosting service providers to maintain required levels of service. 
w) Backups and restores of the operating system, server software and TxPROS software. 
x) Backups and restores of the databases created for/maintained by the system. 
y) Monitoring TxPROS production applications, components, modules and hosting environment 

24x7x365 to assess availability of the ‘system’ and alerting staff when unplanned 
interruptions are detected. 

z) Scheduling system downtime for maintenance prior to maintenance occurring. 
aa) Providing for and ensuring data center physical, environmental, and network security which 

meets or exceeds those standards applicable to vendor responsibilities identified in the 
TxDMV Information Security Manual. See Attachment C, Excerpt from TxDMV ISM v2.   

bb) Providing and maintaining fully equipped test and training environments for software 
development and data migration purposes. 

cc) Following the TxDMV change management process, where applicable to vendor 
responsibilities, when maintenance for hosting services involves coordination with TxDMV’s 
Information Technology staff, See Attachment D, Texas Data Center Services Change 
Management Process and Procedure Document.  

 

4.1.2. TxDMV responsibilities  
 

TxDMV will provide: 
 

a) Access to an email SMTP solution to support email delivery of TxPROS permits and for purposes 
of displaying TxDMV domain email account as return address. 

 
4.2 TxPROS Software Maintenance and Support 

 
4.2.1.   Vendor responsibilities 

 
Submit a Software Maintenance and Support Service Plan, including Software Change 
Management and Software Release Management Plans, to outline how services will be 
performed to meet service level requirements and to address the following: 
 
All code maintenance for TxPROS and related software/tools shall be governed by the original 
requirements for each system and subsystem inasmuch as this promotes efficiency and 
effectiveness of all systems.  It shall also be guided by the existing development infrastructure, 
configuration management, coding languages and database as applicable in the best interest of a 
long-term use application.  
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The vendor shall maintain TxPROS in a manner that complies with all business requirements set 
forth by TxDMV and other applicable Texas statute or rule.  The software system shall be 
maintained to operate optimally in the production and disaster recovery hosting environments as 
agreed by TxDMV during the contract period.   
 
Support shall be provided for all TxPROS and related software/tools developed and implemented 
for TxDMV, including ongoing telephone support, problem determination and resolution.  Support 
shall be provided for any future upgrades to the TxPROS system resulting from this RFO, as well. 
 
In providing maintenance and support services for this software system, the vendor is responsible 
for: 
 

a) Correcting or replacing defective software and fixing programming error within a reasonable 
timeframe agreed upon between TxDMV and the vendor. 

b) Providing software maintenance and updates, including software modifications/fixes and/or 
software/hardware configuration changes to resolve issues that arise with existing system 
functionality and which prevent the TxDMV from conducting normal business. 

c) Implementing improvements provided by PSDC, which were made to the software for other 
states’ oversize/overweight permitting systems, and offered to TxDMV at no cost, pursuant to the 
original license agreement. 

d) Compiling maintenance fixes and updates into logical new system releases and providing them to 
TxDMV for testing, approval  and authorization for move to production on a quarterly basis, or as 
directed by TxDMV.   

e) Performing adequate functionality and integration testing of code and software interface for fixes 
and updates to eliminate critical flaws prior to delivery to TxDMV for business user acceptance 
testing. 

f) Conducting software maintenance and updates as coordinated with TxDMV to include, but not be 
limited to: 

i. Moving code to stage location/s with the proper approvals from TxDMV. 
ii. Moving code to production servers with the proper approvals from TxDMV. 

g) Providing primary and backup application consultants to manage the daily software maintenance 
and enhancements activities and to: 

i. Keep TxDMV informed of software maintenance activities via weekly status reports and 
business team meetings. 

ii. Attend quarterly planning meetings in person at TxDMV offices. 
h) Creating and maintaining user and technical software documentation. 
i) Providing for software escrow that meets current industry standard requirements 
j) Providing after-hours emergency software support including a list of the vendor’s emergency 

support contact numbers and email. 
k) Assisting TxDMV in correcting technical errors created by TxDMV personnel during the day-to-

day operation and administrative processes. 
l) Providing a help desk for managing support requests. 
m) Providing an online ticket system available 24x7x365 for TxDMV staff to submit electronic tickets 

to request issue resolution and to use as a knowledge base for how to solve previously 
addressed support issues.  The content of this knowledge base will be kept online for a period of 
time based upon TxDMV directive.  Providing an online ticket system/repository available 
24x7x365 for TxDMV staff to request and track software enhancements for future software 
releases and browse a database containing previous enhancement requests.  

n) Providing ad hoc reports in response to TxDMV requests and to satisfy administrative and/or 
legislative inquiries.  Turnaround time for these reports will be negotiated on a case by case 
basis, depending upon the urgency of the inquiry. 

o) Providing access to frequently used ad hoc reports for TxDMV self-service purposes. 
p) Performing ad hoc and routine data queries to support the use of the TxPROS system and for 

customer consumption.  
q) Providing informal training to staff in the use of TxPROS and related software and tools. 
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r) Providing assistance via remote software support sessions for users experiencing problems with 
the TxPROS system. 

s) Providing a shared workspace or repository as a means for document exchange and 
collaboration. 

t) Following the TxDMV change management process, where applicable to vendor responsibilities, 
when software maintenance involves coordination with TxDMV’s Information Technology staff, 

 
4.2.2. TxDMV responsibilities  

              
a) Schedule and attend weekly business team meetings.  
b) Manage and document business requirements to guide each software fix or enhancement. 
c) Test fixes/enhancements and report findings to the vendor. 
d) Approve and schedule new software updates 
e) Perform initial software problem analysis to determine if escalation to vendor is necessary 

  
4.3  TxPROS Mapping Data Maintenance 
 

4.3.1  Vendor responsibilities 
 
Submit a Mapping Data Maintenance Plan to outline how services will be performed to 
meet service level requirements and to address the following: 
 
All mapping data maintenance for TxPROS shall be governed by the original requirements for 
mapping and routing inasmuch as this promotes efficiency and effectiveness of the data, 
mapping, routing and turn-by-turn directions.  It shall also be guided by the previously agreed, or 
better, GIS standards for geographic accuracy in the best interest of long-term use for routing 
oversize and overweight loads.  
 
The vendor shall maintain mapping data in a manner that complies with all business requirements 
set forth by TxDMV and other applicable Texas statute or rule.  The data and components used 
for routing and mapping shall be maintained to operate optimally in the production and disaster 
recovery hosting environments as agreed by TxDMV during the contract period.   
 
In providing maintenance for this mapping data, the vendor is responsible for: 
 

a) Management and oversight of at least biannual data migrations to incorporate new line work and 
attributes into the existing production TxPROS mapping and routing components. 

b) Management of small updates, for attribute and road segment changes, to production TxPROS 
mapping and routing data between data migrations.  

c) Procuring and providing GIS base map data from a third party for all roads within the state of 
Texas for quarterly updates to the base map data (which are incorporated into each biannual 
update) required by TxPROS for routing. 

d) Providing view-only access (via tool provided for this purpose) to the third party quarterly GIS 
data to TxDMV ahead of each data migration for use in bench-marking new data against existing 
data. (i.e., the current tool provided is TARP) 

e) During biannual data migration cycles: 
i. Conflating GIS data provided by state agency sources, when necessary, for bridges, 

structures, roads, etc. 
ii. Resolving spatial issues between data sources. 
iii. Drawing GIS data when necessary for updates to the base map data. 
iv. Updating GIS attributes at the direction of TxDMV. 
v. Correcting or replacing defective data within a reasonable timeframe agreed upon 

between TxDMV and the vendor. 
vi. Migrating restriction, road segment and carried bridge data as needed. 

f) Providing migration-ready mapping data to TxDMV, as scheduled, for QA/QC to be conducted 
prior to approval for production data migration. 
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g) Providing completed data migration base files to TxDMV in format that can be imported into 
ESRI’s ArcGIS software, for history and version control, in such a way as to not conflict with third 
party data licensing. 

h) Conflating LIDAR data and images, from state agency sources, to the appropriate TxPROS 
desktop application/s for use in identifying bridge heights and other data. 

i) Management of production TxPROS ‘dual database’ functionality to handle permit routes 
generated on both previous and new versions of GIS data to ease impact to users. 

j) Management of production ArcGIS server and license server to house TxDMV GIS geodatabase 
for access by TxDMV for data management and editing. 
 
4.3.2. TxDMV responsibilities  
 

a) Schedule and attend weekly business team meetings. 
b) Manage and document QA/QC processes to guide each data migration. 
c) Provide GIS data from TxDOT (roadway network, bridges, structures, attributes) and other state 

agencies as required. 
d) Perform QA/QC of each quarterly migration data set and report findings to the vendor for required 

updates and fixes to the data. 
e) During data QA/QC, update mapping data, where functionality and agreement between vendor 

and TxDMV allow, and provide updated data elements and attributes to vendor in acceptable 
data file format. 

f) Identify new construction as it becomes available and provide to vendor. 
g) Edit data, linework, and attributes. 
h) Assist vendor in migration of restrictions, bridges and other data items as agreed. 

 
4.4  TxPROS Service Level Requirements  
 
 See Attachment B, Service Level Requirements for TxPROS, for all service level requirements 

pertaining to the Scope of Work. 
 
4.5  TxPROS Monthly Status Reporting 

 
4.5.1  Vendor responsibilities 
 
To facilitate contract performance reviews, a report reflecting the status of work shall be submitted on 
at least a monthly basis.  The report is to be submitted with the monthly hosting invoice and will 
outline the services provided during the invoice period.   
 
Work Summary: 
At a minimum, the report will contain the following for TxPROS and related software/tools: 
a) Maintenance and support dates covered by the report 
b) Regular maintenance tasks completed  
c) Number of support calls/email/tickets handled 
d) Progress on enhancement items and percent complete 
e) Number of emergency patches made to the code  
f) Number of new releases promoted to production, including 

i. Number of coding errors fixed 
ii. Number of enhancements provided 
iii. Number of significant errors introduced with new code release 
iv. Number of previously implemented improvements removed with new code release 
v. Number of new features introduced without approval with new code release 

g) Major problem areas identified and anticipated solutions 
h) Number of data queries completed 
i) Number, type and length of system outages 
j) Disposition of hosting hardware (servers, load balancer) and environment 
k) Performance tuning efforts,  outcomes, and measures 
l) Highlights on any other work completed during the period 
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Service Level Performance: 
At a minimum, the report will detail level of performance for the following service level categories: 
a) System Availability 
b) Transaction Response Time 
c) Help Desk Initial Response Time 
d) Software Quality 

 
4.5.2  TxDMV responsibilities 

  
 TxDMV will review and provide feedback to the Vendor within 10 business days on the following: 

a) Expected remedies or liquidated damages to be assessed for any Service Level Performance 
deficiencies 

b) Inconsistencies or discrepancies noted in the report 
c) Acceptance or acceptance with revisions of the status report 

 
 
Section 5 Preferences, Evaluation Requirements and Scoring 
Only those offers that are deemed to be in compliance with the submission requirements; 
evaluation requirements; scoring criteria will be evaluated for responsiveness to the state's 
needs.   
 
5.1 PREFERENCES  
See Section 2.38 of the State of Texas Procurement Manual regarding preferences. 
Check one or more items below to claim a preference under 34 TAC Rule 20.38 
 

 Goods produced or offered by a Texas bidder that is owned by a Texas resident service-disabled 
veteran  

 Goods produced in Texas or offered by a Texas bidder that is not owned by a Texas resident 
service-disabled veteran 

 Agricultural products grown in Texas 
 Agricultural products offered by a Texas bidder 
 Services offered by a Texas bidder that is owned by a Texas resident service-disabled veteran 
 Services offered by a Texas bidder that is not owned by a Texas resident service disabled 

veteran 
 Texas Vegetation Native to the Region 
 USA produced supplies, materials or equipment 
 Products of persons with mental or physical disabilities 
 Products made of recycled, remanufactured, or environmentally sensitive materials including 

recycled steel 
 Energy Efficient Products 
 Rubberized asphalt paving material 
 Recycled motor oil and lubricants 
 Products produced at facilities located on formerly contaminated property 
 Products and services from economically depressed or blighted areas 
 Vendors that meet or exceed air quality standards 
 Recycled or Reused Computer Equipment of Other Manufacturers  
 Foods of Higher Nutritional Value 

 
Vendor must provide documentation indicating how they satisfy the following criteria.  
 
 
 
5.2  EVALUATION CRITERIA 
TxDMV will use the best value factors in Sections 2157.003 and 2157.125 of the Texas Government 
Code in making an award of any contract.  "Best value" for purposes of this chapter means the lowest 
overall cost of an automated information system.  In determining the lowest overall cost for a purchase or 
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lease of an automated information system under this chapter, the commission or a state agency shall 
consider factors including: 
 

a) the purchase price;                                                       
b) the compatibility to facilitate the exchange of existing data; 
c) the capacity for expanding and upgrading to more advanced levels of technology; 
d) quantitative reliability factors;                                         
e) the level of training required to bring persons using the system to a stated level of proficiency; 
f) the technical support requirements for the maintenance of data across a network platform 

and the management of the network's hardware and software;  
g) the compliance with applicable Department of Information Resources statewide standards 

validated by criteria adopted by the department by rule; 
h) applicable factors listed in Sections 2155.074 and 2155.075; 
i) past vendor performance; and  
j) Respondent experience or demonstrated capability.          

 
Vendor must provide documentation indicating how they satisfy the following criteria.           
 
Information obtained from the Texas Comptroller’s Office Vendor Performance Tracking System may be 
used in evaluating SOWs to determine the best value for the state. Only those SOWs that are deemed to 
be in administrative compliance will be evaluated for responsiveness to the state's needs.  
 
5.3 VENDOR PERFORMANCE 
Information obtained from the Comptroller of Public Accounts’ (CPA) Vendor Performance Tracking 
System at the following link: http://www.cpa.state.tx.us/procurement/prog/vendor_performance/ and the 
Federal Governments Excluded Parties List System (EPLS) at the following link: https://www.epls.gov/ will 
be used in evaluating responses to solicitations for deliverables to determine the best value for the state. 
 
5.4 TIME IS OF THE ESSENCE 
Time is of the essence for providing the deliverables as set forth in this Offer. 
 
5.5 SERVICE REQUIREMENTS / RESPONSE 
Unrealistic service requirements/response timeline projections may cause the offer to be rejected. 
 
5.6 INSURANCE 
Intentionally left blank. 
 
5.7 WARRANTY 
Intentionally left blank. 
 
5.8 SCORING MATRIX 
 

Ability to meet all required Technical Specifications in Section 4 Pass/Fail 

Price/Cost 100 

TOTAL POINTS 100 

 
 
The TxDMV reserves the right to evaluate the Respondent’s qualifications based on the information 
Respondent provides in its response, as well as on factual information the TxDMV finds by doing 
additional research.  For example, the TxDMV may consider information from the CPA Vendor 
Performance Tracking System (see Section 5.3).    
 
The TxDMV’s determination of the Respondent’s qualifications shall be final.   
 
 
 
Section 6 COST/PRICE FORM 
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THE FOLLOWING IS FOR THE PURCHASE OF SOFTWARE MAINTENANCE & HOSTING 
SERVICES: 
 

Service Price/Cost 

Yearly cost for software/data maintenance and support package $                    /year 
Monthly cost for hosting services $                    /month 
TOTAL  COST OF ALL SERVICES $ 

 
 
Section 7 NON-DISCLOSURE AGREEMENT – Intentionally left blank. 
 
Section 8 HUB SUBCONTRACTING PLAN (HSP)  
The TxDMV has determined that HUB subcontracting opportunities are not probable.  
 
Section 9 Termination 
This contract may be terminated by satisfactory completion of all services and obligations contained in 
this contract, by mutual written agreement, or by either party unilaterally after 30 days’ written notice to 
the other party.  This contract may be terminated if either party becomes subject to a legislative change, 
revocation of statutory authority, lack of appropriated funds, or other conditions that would render 
performance under this contract impossible. 
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Section 10 Offer Execution 
 
YOU MUST COMPLETE THE FOLLOWING: 
 
The Texas ID Number is the taxpayer number assigned and used by the Comptroller of Public 
Accounts (CPA).  
 
(PLEASE PRINT) 
 
   
* TAX NO: ___________________________________________________________________________ 
 
 
* VENDOR NAME: ____________________________________________________________________ 
 
 
* VENDOR ADDRESS: ________________________________________________________________ 
 
 
*VENDOR CITY: _____________________________________*STATE: _______*ZIP: _____________ 
 
 
*VENDOR CONTACT PERSON: ________________________________________________________ 
 
 
____________________________________________________________________________________ 

* (AUTHORIZED SIGNATURE) 
 
 

(FAILURE TO SIGN WILL DISQUALIFY OFFER (AUTHORIZED SIGNATURE) 
 
 
*PHONE NUMBER: ___________________________*FAX NUMBER: __________________________ 
 
 
*E-MAIL: ____________________________________________________________________________ 
 
 
 *“REQUIRED” must be filled out completely 
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STANDARD TERMS AND CONDITIONS: 

ITEMS BELOW APPLY TO AND BECOME PART OF BID.  
ANY EXCEPTIONS THERETO MUST BE IN WRITING. 

 
1. BIDDING REQUIREMENTS: 
1.01. Bidders must comply with all rules, regulations and statutes relating to purchasing in the State of Texas in addition to the 

requirements of this form. 

1.02. Bids should be submitted on this form. Bidders must price per unit shown. Unit prices shall govern in the event of 
extension errors. If a price quotation is submitted as part of the bid, the quotation must be referenced on the bid 
document and signed by the bidder to establish formal linkage to the bid. 

1.03. Bids must be time stamped at Texas Department of Motor Vehicles on or before the hour and date specified for the bid 
opening. 

1.04. Late and/or unsigned bids will not be considered under any circumstances. Person signing bid must have the authority to 
bind the firm in a contract. 

1.05. Quote FOB destination, freight prepaid and allowed unless otherwise stated within the specifications. 

1.06. Bid prices are requested to be firm for TxDMV acceptance for 90 days from bid opening date. "Discount from list" bids 
are not acceptable unless requested. Cash discounts are not considered in determining an award. Cash discounts 
offered will be taken if earned. 

1.07. Bidder should enter Texas Identification Number System (TINS) number, full firm name and address of bidder on the 
face of this form. Enter in the space provided, if not shown. Additionally, firm name should appear on each continuation 
page of a bid, in the block provided in the upper right hand corner. 

1.08. Bid cannot be altered or amended after opening time. Alterations made before opening time should be initialed by bidder 
or his authorized agent. No bid can be withdrawn after opening time without approval by the TxDMV based on an 
acceptable written reason. 

1.09. Purchases made for State use are exempt from the State Sales tax and Federal Excise tax. Do not include tax in bid. 
Excise Tax Exemption Certificates are available upon request. 

1.10. AWARD NOTICE: The State reserves the right to make an award on the basis of low line item bid, low total of line items, 
or in any other combination that will serve the best interest of the State and to reject any and all bid items at the sole 
discretion of the State. The State also reserves the right to accept or reject all or any part of any bid, waive minor 
technicalities and award the bid to best serve the interests of the State. Any contract may also be extended up to three 
months at the sole discretion of the State.  

1.11. Consistent and continued tie bidding could cause rejection of bids by the TxDMV and/or investigation for antitrust 
violations. 

1.12. The telephone number for FAX submission of bids is 1-512-465-5641. This is the only number that will be used for the 
receipt of bids. The State shall not be responsible for failure of electronic equipment or operator error. Late, illegible, 
incomplete, or otherwise non-responsive bids will not be considered.  

1.13. Inquiries pertaining to this solicitation must include the requisition number, class/item codes, and opening date. 

2. SPECIFICATION: 
2.01. Catalogs, brand names or manufacturer's references are descriptive only, and indicate type and quality desired. Bids on 

brands of like nature and quality will be considered unless advertised under §2155.067, Texas Government Code (Gov't 
Code). If bidding on other than references, bid should show manufacturer, brand or trade name, and other description of 
product offered. If other than brand(s) specified is offered, illustrations and complete description of product offered are 
requested to be made part of the bid. Failure to take exception to specifications or reference data will require bidder to 
furnish specified brand names, numbers, etc. 

2.02. Unless otherwise specified, items shall be new and unused and of current production. 

2.03. All electrical items must meet all applicable OSHA standards and regulations, and bear the appropriate listing from UL, 
FMRC or NEMA. 

2.04. Samples, when requested, must be furnished free of expense to the State. If not destroyed in examination, they will be 
returned to the bidder, on request, at bidder's expense. Each sample should be marked with bidder's name and address, 
and requisition number. Do not enclose in or attach bid to sample. 

2.05. The State will not be bound by any oral statement or representation contrary to the written specifications of this 
solicitation. 

2.06. Manufacturer's standard warranty shall apply unless otherwise stated in the solicitation. 

3. TIE BIDS: 
 Awards will be made in accordance with 34 TAC Rules 20.36(b)(3) and 20.38 (Preferences). 

4. DELIVERY: 
4.01. Show number of days required to place material in receiving agency's designated location under normal conditions. 

Delivery days mean calendar days, unless otherwise specified. Failure to state delivery time obligates bidder to deliver in 
14 calendar days. Unrealistic delivery promises may cause bid to be disregarded. 

4.02. If delay is foreseen, bidder shall give written notice to the TxDMV. Bidder must keep the TxDMV advised at all times of 
status of order.  

4.03. Default in promised delivery (without accepted reasons) or failure to meet specifications authorizes the TxDMV to 
purchase the goods or services of this solicitation  elsewhere and charge any increased costs for the goods or services, 
including the cost of rebidding, to the bidder. 

4.04. No substitutions permitted without written approval of TxDMV. 
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4.05. Delivery shall be made during normal working hours only, unless prior approval has been obtained from ordering agency. 

 

 

5. INSPECTION AND TESTS:  
 All goods will be subject to inspection and test by the State. Authorized TxDMV personnel shall have access to supplier's 

place of business for the purpose of inspecting merchandise. Tests shall be performed on samples submitted with the bid 
or on samples taken from regular shipment. All costs shall be borne by the bidder in the event products tested fail to 
meet or exceed all conditions and requirements of the specification. Goods delivered and rejected in whole or in part 
may, at the State's option, be returned to the bidder or held for disposition at bidder's expense. Latent defects may result 
in revocation of acceptance. 

6.   AWARD OF CONTRACT: 
 A response to this solicitation is an offer to contract based upon the terms, conditions, and specifications contained 

herein. Bids do not become contracts until they are accepted through the issuance of a purchase order. The contract 
shall be governed, construed, and interpreted under the laws of the State of Texas. The factors listed in §§2155.074, 
2155.144, 2156.007, and 2157.003, Gov't Code, shall also be considered in making an award when specified. Any legal 
actions must be filed in Travis County, Texas. 

7. PAYMENT: 
 Bidder shall submit an itemized invoice showing State order number and agency requisition number on all copies. The 

State will incur no penalty for late payment if payment is made in 30 or fewer days from receipt of goods or services and 
an uncontested invoice. Payment shall be made in accordance with Chapter 2251, Gov't Code. 

8. PATENTS, TRADEMARKS, OR COPYRIGHTS: 
 Bidder agrees to defend and indemnify the TxDMV and State from claims involving infringement or violation of patents, 

trademarks, copyrights, trade secrets, or other proprietary rights, arising out of the TXDMV's or the State's use of any 
good or service provided by the bidder as a result of this solicitation. 

9. BIDDER ASSIGNMENTS: 
 Bidder hereby assigns to the TxDMV any and all claims for overcharges associated with this contract arising under the 

antitrust laws of the United States 15 U.S.C.A. §1, et seq., and the antitrust laws of the State of Texas, Tex. Bus. & 
Comm. Code §15.01, et seq.  

10. BIDDER AFFIRMATIONS: 
 Signing this bid with a false statement is a material breach of contract and shall void the submitted bid and any resulting 

contracts, and the bidder shall be removed from all bid lists. By signature hereon affixed, the bidder hereby certifies that: 

10.01. The bidder has not given, offered to give, nor intends to give at any time hereafter any economic opportunity, future 
employment, gift, loan, gratuity, special discount, trip, favor, or service to a public servant in connection with the 
submitted bid. 

10.02. Pursuant to 15 U.S.C. §1, et seq. and Tex. Bus. & Comm. Code §15.01, et seq. neither the bidder nor the firm, corporation, 
partnership, or institution represented by the bidder, or anyone acting for such a firm, corporation or institution has violated the 
antitrust laws of this state, federal antitrust laws, nor communicated directly or indirectly the bid made to any competitor or any other 
person engaged in such line of business. 

10.03. Pursuant to §231.006(d), Texas Family Code, regarding child support, the bidder certifies that the individual or business 
entity named in this bid is not ineligible to receive the specified payment and acknowledges that the contract may be 
terminated and payment may be withheld if this certification is inaccurate. Furthermore, any bidder subject to §231.006, 
Gov't Code, must include names and Social Security numbers of each person with at least 25% ownership of the 
business entity submitting the bid. This information must be provided prior to award. Enter the Name & Social Security 
Numbers for each person below: 

Name:  Social Security Number: 

Name:  Social Security Number: 

Name:  Social Security Number: 

10.04. Under §2155.004, Gov't Code, the bidder certifies that the individual or business entity named in this bid or any contract 
resulting from this solicitation is not ineligible to receive the specified contract and acknowledges that the contract may 
be terminated and payment withheld if this certification is inaccurate. §2155.004 prohibits a person or entity from 
receiving a state contract if they received compensation for participating in preparing the solicitation or specifications for 
the contract. 

10.05. As required by §2252.903, Gov't Code, bidder agrees that any payments due under a contract resulting from this 
solicitation shall be directly applied towards eliminating any debt or delinquency including, but not limited to, delinquent 
taxes, delinquent student loan payments, and delinquent child support, until the debt is paid in full. Bidder shall comply 
with rules adopted by TxDMV under §§403.055, 403.0551, 2252.903, Gov't Code and other applicable laws and 
regulations regarding satisfaction of debts or delinquencies to the State of Texas. 

10.06. Pursuant to §669.003, Gov't Code, TxDMV may not enter into a contract with a person who employs a current or former 
executive head of any state agency until four years has passed since that person was the executive head of the state 
agency. By submitting a bid, the bidder certifies that it does not employ any person who was the executive head of any state 
agency in the past four years. If bidder does employ a person who was the executive head of a state agency, provide the 
following information: 

Name of Former Executive: _________________________________________________________________________ 

Name of State Agency: _____________________________________________________________________________  

Date of Separation from State Agency: _________________________________________________________________ 

Position with Bidder: _______________________________________________________________________________ 
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Date of Employment with Bidder: _____________________________________________________________________ 

10.07. In accordance with §2155.4441, Gov't Code, bidder agrees that during the performance of a contract for services it shall 
purchase products and materials produced in Texas when they are available at a price and time comparable to products 
and materials produced outside this state. 

10.08. Bidder certifies that the bidding entity and its principals are eligible to participate in this transaction and have not been 
subjected to suspension, debarment, or similar ineligibility determined by any federal, state or local governmental entity 
and that bidder is in compliance with the State of Texas statutes and rules relating to procurement and that bidder is not 
listed on the federal government's terrorism watch list as described in Executive Order 13224. Entities ineligible for 
federal procurement are listed at http://www.epls.gov. 

10.09. Sections 2155.006 and 2261.053, Gov't Code, prohibit state agencies from awarding contracts to any person who, in the 
past five years, has been convicted of violating a federal law or assessed a penalty in connection with a contract 
involving relief for Hurricane Rita, Hurricane Katrina, or any other disaster, as defined by §418.004, Gov't Code, 
occurring after September 24, 2005. Under §2155.006, Gov't Code, bidder certifies that the individual or business entity 
named in its bid is not ineligible to receive a contract and acknowledges that any contract resulting from this solicitation 
may be terminated and payment withheld if this certification is inaccurate. 

10.10. Bidder represents and warrants that payment to the bidder and the bidder’s receipt of appropriated or other funds under 
any contract resulting from this solicitation are not prohibited by §556.005 or §556.008, Gov't Code, relating to the 
prohibition of using state funds for lobbying activities. 

10.11. Bidder represents and warrants that it has no actual or potential conflicts of interest in providing the requested items to 
TxDMV under the solicitation and any resulting contract, if any, and that bidder’s provision of the requested items under 
the solicitation and any resulting contract, if any, would not reasonably create an appearance of impropriety. 

11. NOTE TO BIDDER: 
If bidder takes any exceptions to any provisions of the solicitation, these exceptions must be specifically and clearly 
identified by section in bidder’s bid in response to the solicitation and bidder’s proposed alternative must also be provided 
in the bid. Bidders cannot take a ‘blanket exception’ to the entire solicitation. If any bidder takes a ‘blanket exception’ to 
the entire solicitation or does not provide proposed alternative language, the bidder’s bid may be disqualified from further 
consideration. 

12. PROTEST PROCEDURES: 
Any actual or prospective bidder who is aggrieved in connection with this solicitation, evaluation, or award of any contract 
resulting from this solicitation may formally protest as provided in TxDMV’s rules at 43 TAC Rule 210.2.  

13. DISPUTE RESOLUTION: 
The dispute resolution process provided for in Chapter 2260, Gov't Code must be used by the bidder to attempt to 
resolve any dispute arising under any contract resulting from this solicitation. 

14. NON-APPROPRIATION OF FUNDS: 
Any contract resulting from this solicitation is subject to termination or cancellation, without penalty to TxDMV, either in 
whole or in part, subject to the availability of state funds. TxDMV is a state agency whose authority and appropriations 
are subject to actions of the Texas Legislature. If TxDMV becomes subject to a legislative change, revocation of statutory 
authority, or lack of appropriated funds which would render TxDMV’s or bidder’s delivery or performance under the 
contract impossible or unnecessary, the contract will be terminated or cancelled and be deemed null and void. In the 
event of a termination or cancellation under this Section, TxDMV will not be liable to bidder for any damages, which are 
caused or associated with such termination, or cancellation and TxDMV will not be required to give prior notice.  

15. TEXAS PUBLIC INFORMATION ACT: 
Notwithstanding any provisions of this solicitation to the contrary, bidder understands that TxDMV will comply with the 
Texas Public Information Act (Chapter 552, Gov't Code) as interpreted by judicial opinions and opinions of the Attorney 
General of the State of Texas. Information, documentation, and other material in connection with this solicitation or any 
resulting contract may be subject to public disclosure pursuant to the Texas Public Information Act. Within three (3) days 
of receipt, bidder will refer to TxDMV any third party requests, received directly by bidder, for information to which bidder 
has access as a result of or in the course of performance under any contract resulting from this solicitation. Any part of 
the solicitation response that is of a confidential or proprietary nature must be clearly and prominently marked as such by 
the bidder. 

16. CONFLICT OF INTEREST:  
Under §2155.003, Gov't Code, a TxDMV employee may not have an interest in, or in any manner be connected with a 
contract or bid for a purchase of goods or services by an agency of the state; or in any manner, including by rebate or 
gift, accept or receive from a person to whom a contract may be awarded, directly or indirectly, anything of value or a 
promise, obligation, or contract for future reward or compensation. Any individual who interacts with public purchasers in 
any capacity is required to adhere to the guidelines established in Section 1.2 of the State of Texas Procurement 
Manual, which outlines the ethical standards required of public purchasers, employees, and bidders who interact with 
public purchasers in the conduct of state business, and with any opinions of or rules adopted by the Texas Ethics 
Commission. Entities who are interested in seeking business opportunities with the State must be mindful of these 
restrictions when interacting with public purchasers of TxDMV or purchasers of other state agencies.  

17. FORCE MAJEURE:  
Neither bidder nor TxDMV shall be liable to the other for any delay in, or failure of performance, of any requirement 
included in any contract resulting from this solicitation caused by force majeure. The existence of such causes of delay or 
failure shall extend the period of performance until after the causes of delay or failure have been removed provided the 
non-performing party exercises all reasonable due diligence to perform. Force majeure is defined as acts of God, war, 
fires, explosions, hurricanes, floods, failure of transportation, or other causes that are beyond the reasonable control of 
either party and that by exercise of due foresight such party could not reasonably have been expected to avoid, and 
which, by the exercise of all reasonable due diligence, such party is unable to overcome. Each party must inform the 
other in writing, with proof of receipt, within three (3) business days of the existence of such force majeure, or otherwise 
waive this right as a defense.  
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18. INDEPENDENT CONTRACTOR: 
Bidder is and shall remain an independent contractor in relationship to the TxDMV. The TxDMV shall not be responsible for 
withholding taxes from payments made under any contract resulting from this solicitation. Bidder shall have no claim against the 
TxDMV for vacation pay, sick leave, retirement benefits, social security, worker's compensation, health or disability benefits, 
unemployment insurance benefits, or employee benefits of any kind. 

19. INDEMNIFICATION: 
Bidder shall defend, indemnify, and hold harmless the State of Texas, its officers, and employees, and TxDMV, its 
officers, and employees and contractors, from and against all claims, actions, suits, demands, proceedings, costs, 
damages, and liabilities, including without limitation attorneys’ fees and court costs, arising out of, connected with, or 
resulting from any acts or omissions of bidder or any agent, employee, subcontractor, or supplier of bidder in the 
execution or performance of any contract with bidder resulting from this solicitation.  Bidder shall coordinate its defense 
with the Texas Attorney General as requested by TxDMV.  This section is not intended to and shall not be construed to 
require bidder to indemnify or hold harmless the State or TxDMV for any claims or liabilities resulting from the negligent 
acts or omissions of TxDMV or its employees.   

20. RIGHT TO AUDIT: 
In addition to and without limitation on the other audit provisions of this solicitation, pursuant to §2262.003, Texas 
Government Code, the state auditor may conduct an audit or investigation of the bidder or any other entity or person 
receiving funds from the state directly under this contract or indirectly through a subcontract under this contract. The 
acceptance of funds by the bidder or any other entity or person directly under this contract or indirectly through a 
subcontract under this contract acts as acceptance of the authority of the state auditor, under the direction of the 
legislative audit committee, to conduct an audit or investigation in connection with those funds. Under the direction of the 
legislative audit committee, the bidder or other entity that is the subject of an audit or investigation by the state auditor 
must provide the state auditor with access to any information the state auditor considers relevant to the investigation or 
audit. This solicitation or any contract resulting from this solicitation may be amended unilaterally by TxDMV to comply 
with any rules and procedures of the state auditor in the implementation and enforcement of §2262.003, Texas 
Government Code. Bidder will ensure that this clause concerning the authority to audit funds received indirectly by 
subcontractors through the bidder and the requirement to cooperate is included in any subcontract it awards. 

21. NEWS RELEASES, ADVERTISEMENTS AND PUBLICITY: 
Bidder must not make any news releases, public announcements, or public disclosures, nor will it have any conversations 
with representatives of the news media, pertaining to this contract, without the express, prior written approval of TxDMV, 
and then only in accordance with explicit written instructions from TxDMV. Bidder must not use the name of the State of 
Texas or TxDMV in any advertisement, promotion or otherwise for any purpose regarding this contract without the express 
prior written consent of TxDMV.  TxDMV is not authorized to provide endorsements.  

22. CRIMINAL HISTORY BACKGROUND  
Awarded vendor must have its project personnel submit to a criminal history background check, if required by TxDMV.  If 
TxDMV requires a fingerprint-based criminal history background check, awarded vendor must not allow personnel to work 
on the project who have not successfully completed a criminal history background check and who do not otherwise 
maintain a TxDMV security clearance.  In addition, TxDMV has the right to prevent the Awarded vendor’s personnel from 
gaining access to the TxDMV building(s) and computer systems if TxDMV determines that such personnel do not pass the 
background check or fail to otherwise maintain a TxDMV security clearance.   

23. ACCESSIBILITY  
ELECTRONIC AND INFORMATION RESOURCES ACCESSIBILITY STANDARDS, As Required by 1 TAC Chapter 213 
(Applicable to State Agency and Institution of Higher Education Purchases Only) 

1) Effective September 1, 2006 state agencies and institutions of higher education shall procure products which comply 
with the State of Texas Accessibility requirements for Electronic and Information Resources specified in 1 TAC Chapter 
213 when such products are available in the commercial marketplace or when such products are developed in 
response to a procurement solicitation.  
2) Respondent shall provide TxDMV with the URL to its Voluntary Product Accessibility Template (VPAT) for reviewing 
compliance with the State of Texas Accessibility requirements (based on the federal standards established under 
Section 508 of the Rehabilitation Act), or indicate that the product/service accessibility information is available from the 
General Services Administration “Buy Accessible Wizard” (http://www.buyaccessible.gov). Respondents not listed with 
the “Buy Accessible Wizard” or supplying a URL to the VPAT must provide TxDMV with a report that addresses the 
same accessibility criteria in substantively the same format. Additional information regarding the “Buy Accessible 
Wizard” or obtaining a copy of the VPAT is located at http://www.section508.gov/. 

24. VULNERABILITY TESTING  
Texas Administrative Code, Title 1, Part 10, Chapter 217, Subchapter B, Rule §217.12  
(a) Effective December 1, 2010, a contract for the purchase or lease of network hardware or network software entered 

into by a state agency, after compliance with Chapter 212 of this title (relating to Purchases of Commodity Items), is 
required to contain the following certification to be completed by vendors, including manufacturers and resellers:  
Vendor hereby certifies that the network hardware or software, as applicable, procured or leased under this 
contract, has undergone independent certification testing for known and relevant vulnerabilities in 
accordance with §2059.060, Texas Government Code.  

(b) The required independent certification testing of network hardware or software for vulnerabilities must be conducted 
against established standards under maximum load conditions in accordance with published performance claims of a 
hardware or software manufacturer, as applicable. Testable performance claims are quantifiable metrics provided by the 
manufacturer that include, but are not limited to, maximum bandwidth, maximum processing speed, average response 
times, or number of simultaneous connections.  
(c) At its discretion, a state agency may request supporting information from a vendor related to the independent 
certification testing for known and relevant vulnerabilities.  
(d) A contract for the purchase or lease of network hardware or network software is exempt from the certification 
requirement in subsection (a) of this section if one of the following circumstances exists:  

  (1) No independent certification testing standards have been established for applicable network hardware or 
network software;  
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  (2) An independent testing laboratory that is able to perform independent certification testing of applicable network 
hardware or software for vulnerabilities does not exist;  

  (3) The contract is the result of an emergency procurement as defined in §2155.137, Texas Government Code;  
   (4) A state agency head, or his or her designated representative(s), who determines that it is in the best interests 

of the state agency to proceed with a purchase or lease of network hardware or software, grants an exemption to 
the certification requirement in subsection (a) of this section. Each exemption must provide a justification for the 
exemption, including relevant cost avoidance, reduction of undue burden, the intended usage or risk assessment of 
potential vulnerabilities. 

25. STATUTORY REPORTING REQUIREMENTS 
 Pursuant to Government Code 322.020 state agencies must report certain major contracts and their contents to the 

Legislative Budget Board (LBB). The LBB posts major contracts and their contents onto a public database. Submission of 
contract materials, regardless of confidentiality indications in the contract materials, will be considered the Contractor’s 
recognition of the stated statute and the Contractor’s consent to the Department’s submission to LBB for publication. 

26. REDACTED DOCUMENTS 
Awarded Vendor is required to include electronically, a redacted copy of the Awarded Vendor’s offer with specified private 
information removed, plus an overview of the nature of the information removed.  

27. U.S. Department of Homeland Security’s E-Verify System 
By entering into this Contract, the Contractor certifies that it utilizes and will continue to utilize, for the term of this Contract, 
the U.S. Department of Homeland Security’s E-Verify system to determine the eligibility of: 

1. All persons employed to perform duties within Texas, during the term of the Contract; and  
2. All persons (including subcontractors) assigned by the Respondent to perform work pursuant to the Contract, within the 
United States of America.  

The Contractor shall provide, upon request of the Texas Department of Motor Vehicles, an electronic or hardcopy 
screenshot of the confirmation or tentative non-confirmation screen containing the E-Verify case verification number for 
attachment to the Form I-9 for the three most recent hires that match the criteria above, by the Contractor, and Contractor’s 
subcontractors, as proof that this provision is being followed. Contractor shall include the requirements of this paragraph in 
all contracts executed with Contractor’s subcontractors, when such contracts are executed or renewed after the date of this 
Contract. 
If this certification is falsely made, the Contract may be immediately terminated, at the discretion of the state and at 
no fault to the state, with no prior notification. The Contractor shall also be responsible for the costs of any re-
solicitation that the state must undertake to replace the terminated Contract.  

28.     Certification of Interested Parties  
For contracts entered into on or after January 1, 2016 of at least $1 million or that require an action or vote by the board 
before being signed, a   business entity (defined in bill) must disclose interested parties (defined in bill) to TxDMV at time 
entity submits the signed contract to TxDMV. The Ethics Commission Form 1295 must be submitted by Awarded Vendor to 
TxDMV.   
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Attachment A 
 

TxPROS Overview 
 

TxPROS Overview 
 
Introduction and Background 
 
The Texas Permitting and Routing Optimization System, or TxPROS, is a web-based software system 
that allows trucking companies in Texas to apply for an oversize/overweight (OS/OW) permit, pay fees, 
and route trucks on the best roads for the load’s size and weight.  Along with the permit, the system 
analyzes and generates a custom GIS-based route with turn-by-turn driving directions. 
 
Trucks transporting cargo that is taller, longer, wider or heavier than legal limits must get a permit and 
route from Texas Department of Motor Vehicles (TxDMV) Motor Carrier Division (MCD).  Typical 
permitted loads include construction and oil field equipment, bridge beams, generators and transformers, 
buildings, wind tower components, and other high value products.  Safe routing is critical to reduce risks 
and avoid weak pavements and bridges, low underpasses and obstructions, such as construction.  This 
keeps loads and motorists safe, and prevents highway, bridge and overpass damage. 
 
Safe and timely transport of high value cargo is crucial to the nation’s infrastructure and economy.  All 50 
states permit and route such traffic.  The first fiscal year TxPROS was online, MCD issued 741,080 
permits, a 25.4% increase for that year.  TxPROS modernized the process of issuing permits, allowing 
online, 24x7 permit application and approval with custom routes generated with turn-by-turn directions.  
From inception customers self-issued more than half of all permits through the new system.   
 
TxPROS is the first system in the nation to use real-time restriction management and true automated 
routing.  A restriction module allows daily real-time management of approximately 9,000 temporary and 
permanent restrictions for weight, width, height of overhead obstructions, turning radius, construction 
zones and other conditions statewide.   
 
Before TxPROS, a truck loaded and ready to go in the middle of the night might have waited hours for a 
permit and route.  Now, in many instances, a carrier can pay, print and go.  The equipment and driver 
don’t sit idle, the cargo moves quicker for shippers and receivers, and everyone benefits from the 
savings. 
 
Texas issues more OS/OW permits than any other state.  To meet the demand, TxPROS provides 
beginning-to-end permit processing, tracking, financials and workflow/performance management 
capabilities for both customers and the state.  Several states are now operating on software developed on 
the TxPROS model. 
 
Technical Details 
 
TxPROS, implemented in August 2011, is a .NET application written mostly in C# programming language 
which uses an Oracle database.  Routing is provided to the web site using web services calls.  Routing 
analysis, generation and mapping software is a C++ program component that accesses GIS data in 
optimized binary files.  This component is incorporated into routing engines and tile servers that runs as 
services.  Map display is provided using a modern map tile delivery system.  Map tiles are archived within 
the system for fast delivery.  Routing and mapping is based on a complete Texas street routing database 
licensed from TomTom NV and augmented by TxDOT data.  TxDMV staff use associated desktop 
software tools to maintain roughly 9,000 restrictions real time using a GIS-based restriction management 
program.  TxPROS provides turn-by-turn driving directions customized to meet very specific safety needs 
for routing.  GIS data is updated regularly with input from TxDOT, creating the most up-to-date and 
accurate map available.  Many functions are table-driven, allowing designated staff to make changes as 
needed per policy and process changes.  All functionality is available using only a modern browser.  The 
system uses no plug-ins or components. 
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TxPROS was mandated to interface with the Texas.gov payment system for processing credit card 
payments.  It processes state revenue funds in the format required by the state’s Comptroller of Public 
Accounts for back-end distribution of funds through Texas’ state Uniform Statewide Accounting System 
(USAS). 
 
TxPROS is a critical state software system, runs in a very high availability network, has achieved uptime 
of more than 99.65 percent since launch and has a hot backup site.  It was designed to reduce the time it 
takes to issue OS/OW permits, allow the TxDMV to meet increasing demand for services, increase the 
safety of the traveling public, improve tracking of structures that affect OS/OW routing and provide the 
ability to track the transport of OS/OW loads on Texas’ roadways. 
 
The existing solution is web-based and is supported with a suite of desktop software tools used for route 
and restriction data management.  Permits are delivered via web download, email and fax.  It was written 
and is hosted by ProMiles Software Development Corporation, LLC (PSDC).  It is hosted externally from 
the Department of Information Resources (DIR) data centers per waiver from DIR, dated November 21, 
2008.  Production and disaster recovery hosting sites are in New Mexico and Texas. 
 
Permitting and Routing Web Site 
 
Provides both customer and TxDMV interfaces for creation of permit application, which includes entering 
truck, load and route information and also customer account and payment information.  Permits are 
issued by TxDMV staff and can be issued by customers within particular load dimensions, or started by 
customers and then sent to a queue for completion by TxDMV staff.  This interface includes reporting, 
customer account management, bid route, escrow account management, permit query and review, permit 
workflow management, financial reporting and management, cash payment queue/processing, queueing 
and sorting of mailed permits, tables and settings management, bond processing, and mass 
communication with customers. 
 
Restriction Manager 
 
Provides an interface for real-time creation, editing and management of restrictions or maneuvers used to 
limit travel on or under road segments.  The interface allows multiple users to maintain restriction 
attributes/directives and identify the road segments associated to the restriction or maneuver.  
Restrictions are maintained in the production database in real-time and TxPROS then immediately uses 
the restrictions to automatically and legally route a vehicle between locations on the state roadway 
infrastructure.  The software includes a routing feature which simulates routing based on new restrictions.  
Reporting features are also included.  
 
FixMap 
 
Provides an interface for editing the road segment data, and that data’s attributes, used by TxPROS 
applications.  The edited data is exported for introduction to a master data migration staging database 
and later mass distributed to all applications.  Road segment data attributes include road name, grade, 
road type, ACC level, etc. that describes each segment of roadway.  This road segment data is, in turn, 
used by TxPROS for routing OS/OW vehicles and Restriction Manager for applying restrictions and 
maneuvers. 
 
SuperMap 
 
Provides an interface for importing TxPROS permit routes for modification, when necessary, per the 
specific needs of ‘Super Heavy’ loads.  This includes routing the load against the direction of traffic for 
particular road segments, routing over medians, and other specific routing needs.  A list of bridges over 
which the load will be routed can be extracted from this software.  This list is used by third party bridge 
engineers for route and bridge analysis and approval.  SuperMap interfaces with the TxPROS databases. 
 
Carried Bridge Update 
 
Provides an interface through which the attributes of all carried bridges are maintained.  Feature-carried, 
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feature-crossed attributes for road segments and bridge numbers are managed and posted for use by 
TxPROS routing modules and Restriction Manager and FixMap. 
 
Restriction Violation Notification 
 
Identifies active permits which have a route that violates a newly created or modified restriction.  This tool 
runs daily, after the bulk of new/updated restrictions have been activated, to compare active routes with 
new/modified restrictions.  It produces a list of permits and the restrictions violated.  This information 
generates an email to the customer to notify them of the need to contact the TxDMV for a route 
amendment. 
 
Dual Database System for Data Migration 
 
Provides the ability to compensate routing for a particular permit type to amend/complete a route that was 
started on the ‘old’ routing data.  At the same time, new permits are routed using the ‘new’ routing data 
(thus the two or dual database scenario).  This transitional system is used only for a short period of time 
following each GIS data migration to the production TxPROS system. 
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        Attachment B 

 
Service Level Requirements For 

Texas Permit and Routing Optimization System (TxPROS) 
  

TxPROS Application Hosting 

The following services shall be provided for hosting the complete processing of the TxPROS software 
application: 

Data Center Facilities 

Respondent shall provide both primary and backup data center facilities that meet the following 
requirements: 

1. Primary Data Center 
Provide a primary data center that includes the following: 
a) Computer hardware and infrastructure, at a minimum, to ensure that service levels are continually 

satisfied throughout the life of the contract. 
b) Industry standard uninterruptible power supply system (UPS) with sufficient backup generator 

power to ensure continued operation through extended commercial electrical outages.  The 
system will monitor power input and automatically switch to generator power in sufficient time to 
ensure continuous operation of TxPROS. 

c) Physical security sufficient to ensure that access to the data center is controlled and restricted to 
authorized personnel. 

d) On-site support staff physically available to provide immediate attention to data center 
hardware/environmental issues on a 24-hours-a-day, 7-days-a-week (7x24), 365-days-a-year 
basis with the exceptions of scheduled downtime as approved by TxDMV for upgrades or routine 
system maintenance.  Crisis and event management procedures will be in place to ensure quick 
determination of issue impact and appropriate escalation in accordance with the requirements 
identified in the section titled “Business Interruption/Disaster Recovery”, page 4. 

e) Operations to ensure that all of TxDMV’s TxPROS production data is backed up via real-time 
data streaming (within 15 minutes of production commit) from the production site to the backup 
site in preparation for immediate use by the Backup Data Center during disaster recovery 
operations. 

f) During disaster operations at the Backup Data Center, efforts will be initiated to make the Primary 
Data Center sufficiently operational to accept real-time data streaming from the backup site. 

g) Operations to test and verify, on a yearly basis, that the procedure for cutover to the Backup Data 
Center for production operations is successful. 

h) Accessibility for periodic TxDMV on-site audits to ensure that all Data Center requirements are 
met.  Any deficiencies identified during such audits will be documented and appropriate action 
taken to resolve, to TxDMV’s satisfaction, all discrepancies within 30 days of notice, in writing, of 
audit findings. 

2. Backup Data Center  
Provide a backup data center that includes the following: 

a) Computer hardware and infrastructure, at a minimum, to ensure that service levels are continually 
satisfied throughout the life of the contract. 

b) Industry standard uninterruptible power supply system (UPS) with sufficient backup generator 
power to ensure continued operation through extended commercial electrical outages.  The 
system will monitor power input and automatically switch to generator power in sufficient time to 
ensure continuous operation of TxPROS. 

c) Physical security sufficient to ensure that access to the data center is controlled and restricted to 
authorized personnel. 

d) Process for disaster declaration in accordance with crisis and event management procedures to 
cause the backup data center to be placed in production operation satisfying disaster recovery 
service levels, as defined in the section titled “Business Interruption/Disaster Recovery”, page 4, 
within 24 hours of the formal declaration.  The backup data center’s resources shall be brought 
up to the level required for production service levels within 7 days of the formal declaration of the 
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disaster.  Connectivity is excepted from these requirements as re-establishing connection service 
depends on response time of the communications provider.  However, all available means shall 
be used to expedite connection service through the associated communications provider.  Once a 
formal disaster declaration has been made and the backup center activated as the production 
environment for TxPROS (being the new Primary Data Center) the following requirements apply: 
i) On-site support staff physically available to provide immediate attention to data center 

hardware/environmental issues on a 24-hours-a-day, 7-days-a-week (7x24), 365-days-a-year 
basis with the exceptions of scheduled downtime as approved by TxDMV for upgrades or 
routine system maintenance.  Crisis and event management procedures will be in place to 
ensure quick determination of issue impact and appropriate escalation in accordance with the 
requirements identified in the section titled “Business Interruption/Disaster Recovery”, page 4. 

ii) Operations to ensure that all of TxDMV’s TxPROS data is backed up by an agreed method at 
agreed intervals as defined in the requirements listed in the section titled “Primary Data 
Center”. 

e) Accessibility for periodic TxDMV on-site audits of capabilities/readiness and, in the event of a 
declared disaster, operations, to ensure that all Backup Data Center requirements are met.  Any 
deficiencies identified during such audits will be documented and appropriate action taken to 
resolve, to TxDMV’s satisfaction, all discrepancies within 30 days of notice, in writing, of audit 
findings.   

f) Data streamed to the backup site in preparation for immediate use shall be backed up to 
removable media no less than daily and secured at an off-site location. 

g) During disaster operations at the Backup Data Center, the vendor will provide data streaming 
from the backup site to a database server at the Primary Data Center, as soon as that site is 
sufficiently operational to accept it.  

 

Data Center Operations 

Production application software currently hosted at the Primary Data Center is comprised of the following: 

 

Production Environment: 

1) Web Servers – TxPROS front-end web servers containing: 
a) User Interface w/ 

i) Administrative Controls 
ii) Mapping Interface Controls 
iii) Permit Application Processing and Permit Generation 
iv) Report(s) Generation 

b) Routing Engine Component for routing 
i) All Routed Permits  
ii) Bid Routes (capability to estimate a route for bidding purposes)  
iii) Time Permits (customer responsible for providing route) 

c) Tile Server 
i) Used to generate and serve up GIS mapping tiles for routing map displays 

2) Database Servers – Provide software access to: 
a) GIS Data 
b) Restrictions Management Data 
c) Permits Rules and Data 
d) User/Customer Information  
e) Application Administrative Data/Controls 
f) Historical Permit Data 

3) Load Balancer – distribute demand to servers for optimal service provision and response time. 
a) Equally and optimally load each active server with users/customers, 
b) Dynamically re-assign a user/customer after log off and log =in to the system, and 
c) Actively monitor servers and disable those not running optimally from accepting new connections. 

4) E-mail Functionality – Delivery of electronic documents (processed permits, alerts, notifications, 
etc.) via e-mail to customers accomplished using TxDMV email SMTP solution.   
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5) Facsimile Functionality – Delivery of electronic documents (processed permits, alerts, notifications, 
etc.) via facsimile to customers provided as a service which incorporates: 
a) Monthly line fees 
b) Per minute fees 
c) Facsimile service fees 

6) Real-Time Backup Services – Streaming all data necessary for production operations to the backup 
database located at the Backup Data Center.  Production data must be replicated at the remote site 
within 15 minutes of commit to the production database. 

 
ArcGIS Geodatabase Environment 
Provide ArcGIS geodatabase environment to allow TxDMV to access and edit the geodatabase 
containing all routing map data.  This includes: 
1) All software licensing and management 
2) Geodatabase creation and maintenance 

 
Data Repository Environment 

An FTP site/s must be maintained for the purposes of data provision, acquisition and as a data repository 
for: 

1) Posting revenue log files generated by the TxPROS system. 
2) Posting permit and route data for customer consumption. 
3) Receiving data from other state agencies. 
 
Testing and Training Environments 
Environments must be maintained to facilitate the testing and training activities related to the ongoing 
management of the production TxPROS software and related tools. 
 
Testing Server – at least one test server will be maintained for: 

a) Validation of newly coded modules prior to production implementation 
b) Validation of new GIS data prior to data migration with and without imposed restrictions 
c) Access to test database instance(s) as needed 
d) Validation of dual database operation for data migrations 

Environment – setup according to test requirements usually: 
a) With latest software release under development 
b) Configured for access to appropriate test databases for software testing or data migration 

Training Server – one training server will be maintained for: 
a) Demonstrations, presentations and training for internal and external users 
b) Validation of new GIS data prior to data migration 
c) Access to test database instance(s) as needed 

Environment – setup according to test requirements: 
a) With latest software release in production 
b) Configured for access to appropriate test databases for training or data migration 

Test Database Data 
Test databases must be maintained to facilitate testing activities related to ongoing management of the 
production TxPROS software and related tools.  These include, but are not limited to: 

a) Restrictions (ORCL1, ORCL2) 
b) Bridges 
c) GIS data (current and new versions) 
d) Permit data 

 
System Monitoring 
Monitor production system/s to assess availability and performance on a continuous basis.  This includes 
proactively monitoring all services and infrastructure to immediately correct a significant fault or error 
before it affects production operations and, if the detected fault or error cannot be immediately corrected, 
sending automated alerts to appropriate personnel to warn of an unplanned interruption to production 
processing.  Satisfactory system availability and performance for a reporting period must adhere to 
requirements defined in the section titled “Hosting Performance Measures”. 
Management of Subcontractors 
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Vendor is responsible for the provision of services including the management of services secured through 
subcontractors.  This responsibility includes managing the performance of third parties and employing 
appropriate due diligence and contingency plans to ensure subcontracted resources meet the same 
reliability, integrity and performance standards as that required of the vendor. 
Data Security 
Provide operations, procedures, hardware and software security measures sufficient to safeguard 
TxPROS data that is deemed ‘sensitive’.  This includes measures to prevent loss, misuse, unauthorized 
modification or access to data of a sensitive nature. Examples of TxPROS sensitive data includes 
financial records, customer account information, TxDOT bridge data, and any other data that TxDMV may 
deem sensitive. 
Payment Card Industry Data Security Standard (PCI DSS) Compliance 
The TxPROS system processes payment for permits via Texas.gov common checkout.  This involves the 
processing of major branded credit cards like Visa, Mastercard and American Express.  As part of 
TxDMV’s agreement with the Texas.gov processing site, on a yearly basis, vendor must complete and 
provide PCI DSS documentation showing attestation of compliance for merchants (Self-Assessment 
Questionnaire D for Merchants) to TxDMV.  Additionally, quarterly scans of the TxPROS environment 
must be conducted and results provided with each yearly certification to TxDMV.  For quarterly scans, any 
failures must be addressed immediately and appropriate actions taken and documented with a follow up 
scan showing the failure was addressed.  
Performance Tuning 
Tuning to establish the highest level of performance between the TxPROS system, database/s and 
hardware/infrastructure will be accomplished at least yearly, and on as-needed basis, given the overall 
health and daily performance of the system.  Where possible, all tuning will be performed first on test 
components that mirror the production environment, before proceeding with production tuning.  Vendor 
will provide a report to keep TxDMV appraised of the status and success of yearly tuning efforts.  All 
tuning to the production environment will be approved by TxDMV before it occurs. 
Software Licensing 
Licensing for all non-TxPROS specific software (operating systems, database systems, system utilities, 
etc.) will be established and kept current by the vendor. Licensing will be appropriately maintained and 
subject to periodic TxDMV audit.   
Software Release Levels  

All operating and system support software (i.e. database software, utilities, backup software tools, etc.) 
must be maintained at version levels that are never more than two versions behind the most current 
release by software manufacturers unless TxDMV gives written approval to use an older version.  The 
target status is to be one major release behind the current release level with a migration plan, approved 
by TxDMV, to transition to the current release.  This migration plan will be developed by vendor and 
jointly approved with TxDMV within 6 months of the date any new major software release becomes 
available.  The migration plan may, with the concurrence of TxDMV, delay actual migration for some 
period of time to allow for industry feedback on the new release.  Unless specifically approved by TxDMV, 
vendor shall not allow operating and system software to become “unsupported” by the manufacturer due 
to its release level.  

Hardware Refresh Intervals 

All hardware (i.e. production/testing/training servers, database servers, load balancers, FTP sites, etc.) 
must be maintained consistently at levels that ensure performance and efficiency that meets business 
operations demand.  The target is to upgrade or replace hardware at a rate that prevents any noticeable 
performance issues and any time that additional hardware is warranted due to software enhancements or 
security concerns. 
Data Backup Procedures 
Ensure that all application data backup and restore procedures, including techniques and software tools 
are fully documented and meet TxDMV’s requirements.  Documentation will be updated regularly to 
incorporate any/all changes to both the operating environment and the system software.  
Controlled Data Changes 
Complete controlled data changes as follows: 

a) For permits awaiting issue – within 4 hours following TxDMV request. 
b) For other data updates – within 24 hours following TxDMV request. 

Business Interruption/Disaster Recovery 
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A “hot site” Disaster Recovery location shall be maintained as identified in the “Data Center Facilities, 
Backup Data Center” section.  Crisis and event management procedures, which identify the process by 
which a determination is made to activate the disaster recovery site and how the switch over is made from 
Primary to Backup Data Centers, will be developed and maintained by vendor, agreed and approved by 
TXDMV, and kept readily available at both data centers.  When a system outage occurs, the original 
assessment of the outage and estimated time to return to operation will dictate the disaster recovery 
action to be taken, namely: 

1) Outages initially estimated at < 4 hours to return to operation will not require any specific action. 
2) Outages estimated at more than 4 hours but less than 24 hours to return to operation require alert 

notification to the backup data center site personnel for initial preparation for possible switch over. 
3) For any estimate initially greater than 24 hours to return to operation or that , during the ongoing 

evaluation process, reaches a cumulative estimate of more than 24 hours, TxDMV may make the 
determination to declare a disaster and initiate the switch-over process to the backup site.  At its 
discretion, TxDMV may decide to delay that decision pending further assessments.   

4) When a disaster has been declared by TxDMV, the vendor shall have a maximum of 24 hours from 
the declaration to have the backup site fully operational, all data restored and ready for processing, 
and capable of meeting the backup site permit issuing service levels of no less than 33% of the 
throughput level of the Primary Data Center.   If the disaster requires an extended operation of the 
Backup Data Center, the vendor shall have sufficient hardware/software resources operational at the 
backup center within 7 days of the disaster declaration to meet the processing service levels for the 
Primary Data Center defined in this document.   

 
TxPROS Software Maintenance and Support 

Provide software maintenance and support for all TxPROS and related software/tools developed and 
implemented for TxDMV per the following requirements: 
 
1) Corrective Maintenance – Ensure quick determination of software issue impact and appropriate 

escalation to achieve a remedy in accordance with service level requirements. The activities 
associated with these corrective procedures will include bug-fix isolation and resolution as well as 
root-cause analysis and may include both short-term and long-term fixes.  These are further defined 
as: 
a) Bug Fixes – The emergency repair of any system operation that does not comply with the current 

approved system specification.  This includes system errors, "hung" or halted screens/processes, 
or unexpected results within the system that render it unusable for the purpose for which it was 
designed.  Temporary fixes or work-arounds may be employed to minimize interruption to 
business operations while a permanent solution, based on the result identified by root-cause 
analysis, is developed. 

b) Root-cause Analysis – A complete and thorough analysis of the underlying or root cause(s) of a 
problem.  Problems will be reviewed to determine their root cause(s) and appropriate measures 
will be taken to correct the source(s) of the problems resulting in a permanent resolution that 
brings the system operation back to approved specifications.  An online ticket system will be used 
to document the problem (trouble ticket) as well as the intermediate and final status of the 
resolution.  Status will be prepared and reviewed at weekly status meetings with TxDMV.   

2) Software Maintenance and Enhancements – Per the original software license agreement with 
PSDC, any enhancements developed by them for other states’ oversize/overweight permit systems 
will be offered to TxDMV at no cost.  Vendor shall implement these enhancements into the existing 
TxPROS system.  Application enhancements moved to production servers become part of the base 
package and will be supported as such. 

3) Transition from Test to Production – Software changes, whether due to corrective maintenance or 
enhancements, will be tested and will receive appropriate approvals from TxDMV prior to promotion 
from the test to the production environment.  Production implementation will occur after normal 
TxDMV Oversize/Overweight Permits business hours at the direction of TxDMV, unless TxDMV 
deems it appropriate to proceed during business hours. 

4) Database Tuning – Includes at least yearly services, and emergency services when necessitated by 
system performance issues, for the review of software and database interactions, provision of 
recommendations and subsequent modifications to improve or ensure performance.  All work must be 
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approved by TxDMV prior to initiation and scheduled to occur after normal TxDMV business hours 
unless otherwise agreed. 

5) TxPROS Software Backup - All production level software components of the TxPROS system will be 
duplicated at the Disaster Recovery site and capable of immediate operation according to 
requirements listed in the section titled “Business Interruption/Disaster Recovery”.  Vendor shall 
maintain a separate copy of the complete TxPROS software on removable media at a location off-site 
from the production operating site, to be used in the event of a disaster at either the Primary or 
Backup Data Centers that results in only one of the centers being functional. 

6) TxPROS Software Escrow – the most current versions (new or updated components) of all software 
developed for TxDMV will be provided as escrow to TxDMV within 10 days of acceptance/promotion 
to production to include the following: 

a) Provision for TxDMV to have escrow account access to, and receive the source code and 
data for, all products which comprise the TxPROS system.  

b) Delivery of all custom and reuse software, if used, as machine readable source files, linkable 
or executable modules, and printed source listings, in addition to installed and operating 
copies of the programs (baseline software or hardware configuration shall not be created 
such that only vendor could change). 

c) Identification of the tools required for the modification and compilation of the software 
programs. 

d) Delivery of source codes for all custom and reuse software programs developed under this 
contract with all support resources needed to edit, compile and install these programs on 
servers including but not limited to: Computer-aided software engineering (CASE) tools, 
compilers, editors, and function libraries used in the development of the programs. 

e) Delivery of all documentation concerning protocol for all custom and reuse software, source 
code, commented listings, descriptions of software structure, database utilization and 
instructions necessary to convert the source code into an operational system. 

f) Delivery of all custom and reuse software in a standard design and format that can be 
modified by other developers. 

g) Using only reuse software that is in the public domain. 
h) Refraining from placing a legend on the custom or reuse software which restricts TxDMV 

rights in such software unless the restrictions are set forth in a license agreement approved 
and executed by TxDMV. 

i) Transferring to or purchasing for TxDMV all licenses to software acquired in conjunction with 
this project, including all original media, documentation, warranties, licenses, applications 
software, and developmental software used in developing custom applications. 

j) PSDC retains the right to reuse all TxPROS code they developed under the original contract 
and per the original contract’s software license agreement (see page 3 of this RFO). 

k) Understanding that TxDMV owns all intellectual property rights, including and not limited to 
copyrights and trademarks, associated with the TxPROS application and that which is 
developed as a result of this RFO. TxDMV reserves all other rights relating to the intellectual 
property of the software and its documentation that is not expressly granted in this 
Agreement.   

l) Understanding that TxDMV retains ownership of all production and historical data produced 
by the TxPROS system. 

7) Documentation Updates – All system technical and user documentation will be updated for each 
production upgrade to reflect changes in technical configuration and environment and the way the 
software or tool functions.  Updated documentation will be delivered to TxDMV along with the current 
version of all updated software code (within 10 days of acceptance/promotion to production) for each 
production release. 

8) System Use Assistance – Provide advice about, education and/or informal training on how to use 
TxPROS and related software/tools, including completing transactions, creating users within or for an 
application, and supporting customers who may be using unsupported or nonstandard hardware or 
software resulting in unexpected behavior of an otherwise reliable system.   
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9) Online Ticket System – create, maintain, and monitor an online ticket system for use by TxDMV to 
submit requests for system and software support and maintenance/updates.  Ticket system must: 

a) be continuously available, 
b) allow TxDMV to submit ticket outlining issue or need and indicate a priority level, 
c) display the issue details, status and attempts at resolution for each request, 
d) alert users and vendor via email of new requests or updates to existing requests, 
e) allow updates to request content, 
f) provide reports regarding open (or uncompleted) requests, 
g) record date and time stamps for auditable events, such as ticket submittal and resolution, 
h) provide statistics and metrics regarding response to and completion of requests (for reporting 

performance regarding service level requirements), and 
i) provide ability to review history of all requests and resolutions. 

10) Helpdesk – provide a help desk phone number, email address/es and/or other contact means to 
support TxDMV users experiencing problems.  Helpdesk must: 

a) Operate during TxDMV Oversize/Overweight Permits business hours -  currently Monday – 
Friday 6:00 AM to 6:00 PM and Saturday, 6:00 AM to 2:00 PM, Central Time, excluding 
federal holidays (except Columbus Day, Veterans Day, Martin Luther King Jr. Birthday, and 
President’s Day), but subject to change. 

b) Provide assistance in response to TxDMV inquiries regarding software functions. 
c) Provide system software troubleshooting assistance to TxDMV staff. 
d) Provide information about software modifications made as a result of inquiries and 

troubleshooting. 
11) Data Queries and Data Provision – Vendor will provide services to support data acquisition and 

distribution as follows:  

a) Create and post the following data to published FTP site/s: 

i) Daily revenue log files generated by the TxPROS system. 

ii) Anonymized monthly permit and route data, in format agreed by TxDMV, for customer 
consumption. 

b) Retrieve from FTP site, and process data for: 

i) Daily bridge files (provided from TxDOT bridge applications). 

c) Perform data queries for: 

i) Information to satisfy open records requests - delivered on average within 2 business days 
following TxDMV request. 

ii) Answering legislative questions – delivered within 24 hours following TxDMV request during 
Texas’ legislative sessions. 

iii) GIS data related to issued permit/s – delivered within 4 business days or less following 
TxDMV request. 

iv) Permit data not available through TxPROS’ reporting interface – delivered within 4 business 
days following TxDMV request. 

 

TxPROS Mapping Data Maintenance 

 

Provide data maintenance services for TxPROS mapping data that meet the following requirements: 

1) Biannual GIS Data Updates –a system-related service which requires:  

a) Procuring licensed quarterly updates of GIS data for all roads within the State of Texas from a 
third-party GIS provider to include the complete state-of-Texas road network (off-system, as well 
as, on-system roads). 

b) Updating the data to include, but not be limited to: 

i) Add new road segments not currently in the TxPROS GIS data. 

ii) Deactivate, but don’t delete, road segments in the TxPROS GIS data that have been 
deactivated in the licensed update of GIS data. 
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iii) Update all GIS attributes per the licensed update for all active road segments in the TxPROS 
GIS data. 

iv) Reconcile all differences between the TxPROS GIS data and the licensed update. 

v) Add all road segments as directed by TxDMV for roads not included or not correctly 
implemented in the update. 

vi) Eliminate stacked and missing segments in the road linework. 

vii) Insure all shared nodes on road segments are connected for routing continuity. 

viii) Insure all applicable data and attribute changes made for the previous data migration base 
data are incorporated into the new data. 

ix) Migrate perfected ACC schema to each new data migration data set.  

c) Conflating (matching and selectively blending multiple sources of GIS data) attribute data from 
the most up-to-date state agency data sources to all road segments of the licensed update.  
Where such conflation is not feasible TxDMV will determine which attributes will be used. 

i) Mark the following state agency attribution to all new road segments within the TxPROS 
mapping data: 

(1) On-system 

(2) Primary roadbed name 

(3) Roadbed type 

(4) Frontage road direction 

(5) Loop direction 

d) Providing updated TxPROS mapping data to TxDMV personnel for QA/QC.  Data must meet the 
following accuracy on initial delivery: 

i) 4 of 5 random samples of 500 elements (road segments) has < 11 errors. 

ii) At least 95% accuracy for the data set. 

e) TxDMV will validate or identify discrepancies in the updated mapping data and submit requests to 
resolve discrepancies.  Vendor shall resolve discrepancies until TxDMV validates the mapping 
data at 98% accuracy level. 

f) Building runtime data files as necessary for routing. 

g) Building a list of restrictions to be migrated from road segments in the current production mapping 
data to road segments in the new migration mapping data and provide to TxDMV for 
review/approval. 

h) Manually migrating and reviewing all restrictions for accuracy and assist TxDMV in reviewing the 
migrated restrictions. 

i) Migrating carried bridges as necessary. 

j) Promptly updating all runtime data files for routing during the lock-down period. 

k) Prior to each upcoming data migration start date, providing TxDMV with a preview of the latest 
licensed GIS data update via provider-approved means (e.g., TARP). 

l) Performing data migration activities based on a scheduled time line jointly developed and agreed 
with TxDMV.  The activities will be completed within +/- 5 work days of agreed time line.  Based 
on TxDMV’s business needs and schedule requirements, a migration may be delayed and 
combined with the subsequent migration into one effort. It is understood that each TxPROS data 
migration can be completed only after the licensed GIS data is incorporated. 

m) Following a production data migration, providing the complete mapping data in ArcGIS file format 
to TxDMV for data history and version control purposes. 

n) Conflating bridge LIDAR data and images to mapping data displayed within TxPROS desktop 
software at least biannually to include: 

i) Displaying LIDAR data date stamp within the software  



 

Page 32 of 121 
 
 

ii) Converting PDF images to JPG images for display within the software 

 
 
TxDMV Staff Authorized to Approve TxPROS Vendor Work 
 
DuWayne Murdock 
Lois Johnson 
Elizabeth Mitchell 
James Bunner 
John Arkinson 
Performance Measures and Associated Remedies 

 

TxDMV will monitor the performance of the contract issued under this RFO.  All deliverables under the 
contract must be provided at an acceptable level of quality and in a manner consistent with acceptable 
industry standards, custom, and practice.  Liquidated damages, as set out below, are not intended to be 
punitive and will be enforceable.  Assessment of liquidated damages does not preclude TxDMV from 
pursuing other remedies it may have under the contract. 

 
 
Hosting Performance Measures 

Performance for the specific requirements identified in the section titled “Hosting Service Level 
Requirements” will be measured and reported on a monthly basis.  The vendor will produce and deliver 
reports to TxDMV by the 10th calendar day of the month following the measured month.  If performance 
for a month does not meet the goal for any service level, liquidated damages will be assessed and 
deducted from the monthly hosting payment.  During a calendar quarter, as the report for the last month 
of the quarter is produced, the average for the calendar quarter for each service level will also be 
computed and compared to required service levels.  If the calendar quarter average meets or exceeds the 
goal for the required service level, the monthly hosting payment for the third month of the quarter will 
include reimbursement for any liquidated damages deducted from the monthly hosting payments for the 
two previous months of the quarter.  Liquidated damages will be assessed using the formula below.   

(Base Amount) X (Performance Category Weight) X (Service Level Factor) = Assessed damages, where: 

1) Base Amount is the base contracted amount for hosting services performed (e.g., $20,000.00 
monthly for Host Processing). 

2) Performance Category Weight is the percentage (as defined in “Service Level Requirements”) of 
the total service category that is applied to this service level goal (e.g., 50% for availability). 

3) Performance Factor is the range of performance below the target performance level goals (as 
defined in “Service Level Requirements”) that is reflected in a decimal to be applied in the formula. 

Liquidated Damages Example:  

If the Hosting monthly payment total is $20,000 and the System Availability service level goal represents 
50% of the total Performance Category Weight, and the performance was five percent short of goal so the 
Performance Factor is 0.05 (5%), the calculation for not meeting that service level goal would be: 
20,000*0.50*0.05 or $500.00 in liquidated damages deducted from the monthly payment. 

Application of Liquidated Damages: If performance for a particular service level category does not 
exceed a Performance Factor level of ‘non-performance’, no payment will be made for that service level 
category for the month.  Liquidated damages for a billing period will not exceed the total billing amount for 
that period.  Exercise of any liquidated damages provisions does not prohibit TxDMV from pursuing any 
other remedies at law. 

 
Hosting Service Level Requirements 

 
All service levels are subject to monthly liquidated damages for non-attainment. 
 
Service Level Categories 
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System Availability:  
The system availability metric is used to measure the availability of the “Total Integrated Customer 
Solution” that allows the user to complete any/all transaction types on a 24-hours-per-day, 7-days-a-
week, 365-days-a-year basis.  It requires that the Web Server and components (including Permitting 
Interface, Routing Engine, Map Control, Tile Server) and the Database Server are functioning along with 
e-mail and fax distribution services.  As long as all transaction types, including, but not limited to the 
ability to validate and run a route, can be processed by both TxDMV and industry customers the system 
is considered “available.”  This metric is expressed as a percentage of the actual availability (in time) 
compared to the scheduled availability (total available hours in month – scheduled downtime) in which 
total hours in the month equals 24 hours times the number of calendar days in the month and scheduled 
downtime is mutually agreed upon time, in hours, when the system is scheduled for maintenance, 
upgrades, migrations, etc. 
 
Results from both the vendor’s and TxDMV’s system monitoring will be used to identify potential outages 
and to alert the appropriate personnel.  If an outage is validated, a problem ticket will be initiated via the 
help desk to track the downtime.  The vendor’s initial response to the help ticket must include an 
assessment of the cause of the outage and an estimate of the time required to return the system to 
available status.  This response must be provided within 15 minutes of the submission of the help desk 
ticket. 
 
The help desk ticket will be used to track system downtime.  Any downtime less than 15 minutes will be 
rounded up and recorded as 15 minutes of down time.  Downtime 15 minutes or greater will be recorded 
as the exact number of minutes the system was down.  Help desk ticket documentation will serve to 
identify the total unscheduled downtime for the month.  Every system downtime event is to be recorded in 
the online ticket system. Outages due to force majeure will not be charged as unplanned downtime for 
this performance metric but used to reduce the total available hours for the month.  The calculation of 
system availability is then calculated using: 
 
(Scheduled availability – total downtime)/scheduled availability = system availability 
 

Example: In a 30-day month the system had four, two-hour scheduled outages for routine 
maintenance.  During the month the system experienced one, three-hour unscheduled outage for a 
disk crash and one outage of one-hour for an I/O processor failure.  The calculation for this 
hypothetical month would be (((30*24)-8)-4)/((30*24)-8) or (((calendar days*24 hours per day)-
scheduled downtime)-unscheduled downtime)/ (((calendar days*24 hours per day)-scheduled 
downtime) = .99438 or 99.4% 

 
 

The Performance Category Weight for this metric is 0.50 (50%) and the service level goal is 99.4%.     
 
The Service Level Factors for this metric are: 
 
 

System Availability Service Level 

System Availability is: Performance Factor is: 

< 70.0% ‘non-performance’ 

70.0%  - 79.9% 1.00 

80.0% - 89.9% 0.90 

90.0% - 94.9%       0.75 

95.0% - 96.4% 0.50 

96.5% - 97.4% 0.25 

97.5%  - 98.4% 0.10 

98.5% - 98.9% 0.05 
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99.0% - 99.3% 0.02 
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Transaction Response Time:  
The transaction response time metric represents the amount of time (in seconds) that it takes to return a 
route, complete with driving directions.  All route requests will receive a time stamp when initiated and 
when the route and driving directions are returned.  Transaction response time is the delta between these 
two time stamps.  Transaction response time for all route requests (bid route, time permit route, route 
inspection route and single-trip permit route) will be used in computing the response time metric.  The 
metric will be reported on a monthly basis and will reflect overall average response time and the 
percentage of transactions whose response time falls into the goal areas.  The transaction audit data 
used by the vendor to report the response time metric will be maintained for at least three months 
following the reported month and is subject to review by TxDMV for validation purposes. 
 
Given the variation in the complexity of route requests (total distance, vehicle envelope, restrictions 
involved, etc.), this service level category has two distinct service level goals.   

 
Transaction Response Time I is the percentage of routes computed and returned in 12 seconds 
or less.   These would theoretically represent the shorter, less complicated, routes.  
 

The Performance Category Weight for this metric is 0.15 (15%) and the service level goal is 95% of 
all routes.   
 
The Service Level Factors for this metric are: 

 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Transaction Response Time (continued):  

 
Transaction Response Time II is the percentage of routes computed and returned in 30 seconds 
or less.   These would represent the composite of both the shorter, less complicated, routes and 
the significantly longer, more complex, routes. 
 

The Performance Category Weight for this metric is 0.25 (25%) and the service level goal is 99.8% 
of all routes.   
 
The Service Level Factors for this metric are: 

Transaction Response Time  I  Service Level 

% of routes in < 12.01 seconds is: Performance Factor is: 

< 50.0% ‘non-performance’ 

50.0% - 74.9% 1.00 

75.0% - 84.9% 0.90 

85.0% - 89.9% 0.75 

90.0% - 90.9% 0.50 

91.0% - 91.9% 0.25 

92.0% - 93.4% 0.10 

93.5% - 93.9% 0.05 

94.0% - 94.4% 0.03 

94.5% - 94.9% 0.01 

Transaction Response Time II Service Level 

% of routes in < 30.01 seconds is: Performance Factor is: 

< 70.0% non-performance 

70.0% - 74.9% 1.00 
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Help Desk Initial Response Time:  
The help desk initial response time metric represents the amount of time, on average, required to receive 
a response from the vendor for a reported issue.  The initial response must include an assessment of the 
cause of the issue and an estimate of the time required for resolution.  A problem ticket will be submitted 
for each issue that requires formal resolution.  The details of this ticket will serve to identify the help desk 
initial response time.  The delta from the ticket’s submit time stamp to the time stamp related to the 
vendor response that includes assessment and estimate will be considered the help desk initial response 
time.  The average of these for the month will constitute this metric.  In the event that issues do not occur 
during a particular month, this metric will not be measured. 
 
The Performance Category Weight for this metric is 0.1 (10%) and the service level goal is 120 
minutes.   
 
The Service Level Factors for this metric are: 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
Software Maintenance Performance Measures 
Performance for the specific requirements identified in the section titled “Software Service Level 
Requirements” will be measured and reported on a monthly basis.  The vendor will produce and deliver 
reports to TxDMV by the 10th calendar day of the month following the measured month.   
 
Application of Liquidated Damages: Failure to meet the Software Service Level Requirements will 
cause TxDMV to sustain actual damages in the form of business operations interruption or delay of 
services in an amount that is difficult to quantify.  TxDMV may require vendor to pay liquidated damages 
for failure to comply with the requirements set out below.  Liquidated damages will not be assessed if the 
failure to meet service level requirements is due to TxDMV error or oversight.  Monetary values for 

75.0% - 79.9% 0.90 

80.0% - 83.9% 0.80 

84.0% - 86.9% 0.70 

87.0% - 89.9% 0.60 

90.0% - 91.9% 0.50 

92.0% - 93.9% 0.30 

94.0% - 96.4% 0.20 

96.5% - 97.9% 0.10 

98.0% - 98.9% 0.05 

99.0% - 99.4% 0.03 

99.5% - 99.7% 0.01 

Help Desk Initial Response Time Service Level 

Average time to initial help desk 
response in minutes is: 

Performance Factor is: 

> 240 1.00 

221 to 240 0.90 

201 to 220 0.75 

181 to 200 0.50 

161 to 180 0.25 

141 to 160 0.10 

121 to 140 0.05 

120 0.02 
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liquidated damages will be based on the severity of the issue/s introduced.  Liquidated damages will be 
assessed on a quarterly basis, based on compiled monthly Work Summary Reports submitted by the 
vendor, for the current software maintenance and support year, and deducted from the yearly amount 
paid for software maintenance and support for the upcoming year at invoice time.  In the case where the 
contract ends prior to the upcoming yearly software maintenance and support amount being paid, 
liquidated damages will be re-paid to TxDMV by the vendor.   
 
 
Software Service Level Requirements 
 
All service levels may be subject to liquidated damages for non-attainment. 
 
Service Level Categories 
 
Software Quality: 
Apply solid coding standards to TxPROS and related software/tools to ensure uniformity and harmony 
within the software. Routinely conduct thorough software code reviews to identify defects in the code 
before delivery to TxDMV for user acceptance and regression testing.  Ensure new software releases 
containing maintenance fixes when promoted to the production environment are flawless. 
 
This service level category has two distinct service level goals. 
 

Software Quality I requires providing high quality software code with a minimum number of issues 
that are discovered in User Acceptance Test (UAT) environment.   

 
The service level goal is < 20% of code has issues discovered in UAT.  At each Error Level, 
liquidated damages may be assessed according to the impact to UAT and release time line.  
 
The Service Level Factors for this metric are: 
 
 
 
 
 
 
 
 
 
 
 
Software Quality (continued): 
 

Software Quality II requires promoting high quality software code without significant errors to the 
production environment. 

 
A maintenance software release is considered high quality when a release is promoted without 
introducing significant new errors, removing/eliminating previously implemented fixes, or introducing new 
features without TxDMV approval.  Significant errors are considered those that impact the TxDMV’s ability 
to conduct business by issuing permits either through interruption or delay of services.   
 
 
The service level goal is 0 significant errors implemented in the production environment. 
 
The Service Level Factors for this metric are: 
 
 
 

 
Software Quality I Service Level 

Error  Level Can UAT Continue?: 

1 Cannot continue 

 2 Cannot continue for more than 50% of the fixes 

 3 Cannot continue for more than 80% the fixes 
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Software Quality II Service Level 

# Significant Errors/Release Liquidated Damages Assessed 

3 or more $1,000.00 per error 

 2 $500.00 per error 

 1 $250.00 per error 
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Chapter 2 
Management Security Standards 
Section 2.5- Data Classification 

2.5.2- Purpose 

The purpose of this security policy is to educate the TxDMV employees and business partners 
about the importance of protecting data generated, accessed, transmitted and stored by the 
department. Additionally, the policy identifies procedures that should be in place to protect the 
confidentiality, integrity and availability of data, and aims to comply with local and federal 
regulations regarding privacy and confidentiality of information. 

2.5.3- General Requirements 

a) The Texas Department of Motor Vehicles (TxDMV) classifies data into one of the 
following three categories: 

i. Public 
ii. Sensitive 
iii. Confidential 

b) All data must be adequately protected based on the existing statutory regulations and 
the applicable industry principles  (HIPAA, PCI, FTI,  PII, DPPA and CJIS)  as defined by 
the data and system owners, in concert with TxDMV 

c) Agencies must classify each information technology (IT) system by category according 
to the most confidential data that the IT system stores, processes, or transmits 

d) All data must be retained and destroyed in accordance with the TxDMV Data Retention 
and Data Sanitization Policies 

2.5.4- Sensitive Data 

a) Must be protected to prevent loss, theft, unauthorized access and/or unauthorized 
disclosure 

b) Must be stored in a closed container (i.e. file cabinet, closed office, or department where 
physical controls are in place to prevent disclosure) when not in use 

c) Must not be posted on any public website 
d) Must be destroyed when no longer needed subject to the TxDMV Data Retention Policy. 

Destruction may be accomplished by: 
i. "Hard Copy" materials must be destroyed by shredding or another process that 

destroys the data beyond either recognition or reconstruction. After destruction, 
materials may be disposed of with normal waste 

ii. Electronic storage media shall be sanitized appropriately by overwriting or 
degaussing prior to disposal. Disposal of electronic equipment must be 
performed in accordance with TxDMV Data Sanitization policy 

2.5.5- Confidential Data 

a) When stored in an electronic format, must be protected with strong passwords and 
stored on servers that have protection and encryption measures provided by Department  
of Information Resources in order to protect against loss, theft, unauthorized access and 
unauthorized disclosure 

b) Must not be disclosed to parties without explicit management authorization 
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c) Must be stored only in a locked drawer, room, or an area where access is controlled by a 
guard, cipher lock, and/or card reader; or that otherwise has sufficient physical access 
control measures to afford adequate protection and prevent unauthorized access by 
members of the public, visitors, or other persons without a need-to-know 

d) When sent via fax must be sent only to a previously established and used address or 
one that has been verified as using a secured location 

e) Electronic transmission must be made in a secure manner in accordance with Section 
4.5.6 – Transmission Security 

f) Must not be posted on any public website 
g) Data Owners and the TxDMV ISO shall determine appropriate additional security 

measures to implement to safeguard any confidential data that may need to be placed 
temporarily or permanently in public locations.  

h) Must be destroyed when no longer needed subject to the TxDMV Data Retention Policy. 
Destruction may be accomplished by: 

i. "Hard Copy" materials must be destroyed by shredding or another process that 
destroys the data beyond either recognition or reconstruction. After destruction, 
materials may be disposed of with normal waste 

ii. Electronic storage media shall be sanitized appropriately by overwriting or 
degaussing prior to disposal. Disposal of electronic equipment must be 
performed in accordance with TxDMV Data Sanitization Policy 

2.5.8- Project System Security Plans 

All information resource projects that involve the processing of information classified as 
confidential or sensitive, or result in the development of a critical application, must be 
accompanied by a documented System Security Plan (SSP). The SSP will provide an overview 
of the security requirements for the information system and describe the security controls in 
place or planned for implementation. Updates to the SSP should occur annually or whenever 
significant changes are made to the information system. 
 
Chapter 3 
Operational Security Standards 
Section 3.3- Data Sanitization 

3.3.1- Authority 

Texas Department of Motor Vehicles (TxDMV) users have a need to store confidential or 
sensitive data on TxDMV computers. When it comes time to dispose of or transfer these 
systems to another user, employees are responsible for preventing confidential data from being 
accessible by unauthorized persons. The recommended policy and guideline is that confidential 
data must be permanently removed from a computer, PDA, CD/DVD, printer, copier or USB 
storage device in such a way that the data is deliberately made non-recoverable. 
When sensitive information is stored on the hard drive of a machine that is to be disposed, 
surplused or transferred to another individual or department, it is imperative that extra measures 
be taken to wipe the hard drive clean before the computer leaves the department. Data 
sanitization is the process of deliberately, permanently, irreversibly removing or destroying the 
data stored on a memory device. A device that has been sanitized has no usable residual data 
and even advanced forensic tools should not be able to recover erased data. Sanitization 



 

Page 44 of 121 
 
 

processes include using a software utility that completely erases the data, a separate hardware 
device that connects to the device being sanitized and erases the data, and/or a mechanism 
that physically destroys the device so its data cannot be recovered. 

3.3.2- Purpose 

The purpose of this policy is to establish the minimum technical standards for the sanitization of 
TxDMV data as storage and media devices are decommissioned, re-purposed, or re-allocated. 

3.3.3- General Requirements 

a) All information technology resources must be sanitized before being re-purposed, 
removed, donated, sold, or disposed of. Sanitization must remove or destroy all data and 
information resources in such a manner that the data cannot be retrieved, even partially, 
by conventional means or commercially available processes 

b) Electronic TxDMV records shall be destroyed in accordance with §441.185, Government 
Code. If the record retention period applicable for an electronic state record has not 
expired at the time the record is removed from data process equipment, the TxDMV shall 
retain a hard copy or other electronic copy of the record for the required retention period 

c) Removal and destruction of any (or potential) department data shall be based on 
standards and practices as they are documented in the National Institute of Standards 
and Technology document, NIST 800-88, Guidelines for Media Sanitization and DoD 
5220.22-M on clearing and sanitization of data storage.  

d) A record should be maintained detailing the sanitization procedure applied to information 
technology resources. The record should include the: 

i. Date and time of sanitization 
ii. Description of the item and Serial Number 
iii. Inventory Number 
iv. Process and sanitization tools used to remove the data or method of destruction 
v. Name and address of the organization the equipment was transferred to 

e) Electronic media disposal service companies that contract with the TxDMV should be 
certified by the National Association for Information Destruction, Inc. (NAID certified) 

f) Most computers and mobile devices, including, but not limited to: tablets, cell phones, 
copiers, MP3 players, and digital cameras, contain some form of storage media and 
should be handled accordingly. The department must consider what data the onboard 
storage may contain and destroy that data according to these standards. If the existence 
of internal storage cannot be reasonably ruled out, then the device must be destroyed 

3.3.4- Sanitization Methods 

The appropriate method of data sanitization is determined by the type of physical media 
containing the data. The authorized data owner may take guidance from the NIST 800-88, 
Guidelines for Media Sanitization. Minimum sanitization methods and suggested tools for 
various media types can be found in Appendix A of NIST 800-88. Acceptable methods of data 
sanitization are as follows: 

a) Clearing: also known as overwriting, preserves the media for re-use after the data 
sanitization process 

i. The clearing process must replace written data with random values at all 
addressable locations 
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ii. Media can be effectively cleared by one overwrite using currently available 
sanitization technologies 

iii. Deleting files, re-imaging and formatting are not acceptable methods of clearing 
b) Purging: is defined as a more advanced level of sanitization that renders media 

unreadable even through an advanced laboratory attack.  
i. Executing the firmware secure erase command (for ATA drives only) is an 

acceptable method for purging 
ii. Degaussing is a typical method of purging where the degaussed media is not 

expected to be re-used 
c) Destruction: proper physical destruction protects against laboratory attacks. Acceptable 

methods of destruction are as follows: 
i. Disintegration: pulverization, melting, and incineration. These are designed to 

completely destroy the media and therefore any data it contains. They are 
typically carried out at an outsourced metal destruction or licensed incineration 
facility with the specific capabilities to perform these activities effectively, 
securely, and safely 

ii. Shredding: shred size of the refuse should be small enough to ensure 
reasonable assurance, relative to the data's confidentiality, such that the data 
cannot be reconstructed 

Section 3.7- Physical Security 

3.7.1- Authority 

Technical support staff, security administrators, system administrators, and others may have 
information resource physical facility access requirements as part of their function. The 
granting, controlling, and monitoring of the physical access to information resource facilities is 
extremely important to an overall security program. Preventing the unauthorized physical 
access, damage, and interference to TxDMV resources and assets is vital to everyday 
operations and security. 
Critical or sensitive information processing facilities should be housed in secure areas and 
protected by defined security parameters with appropriate barriers and controls. The level of 
protection of TxDMV assets and resources should be commensurate with the identified risks. 
This policy establishes the foundation for the protection of information resources as well as the 
prevention of unauthorized access to TxDMV facilities. 

3.7.2- Purpose 

The purpose of this policy is to establish a standard for granting, controlling, monitoring, and 
removing physical access to the Texas Department of Motor Vehicles (TxDMV) information 
resources, assets, and facilities. 

3.7.3- Security Perimeters 

Security perimeters should be used to protect areas containing information. Physical protection 
can be achieved by creating one or more barriers around TxDMV premises and information 
resource facilities. Multiple barriers provide additional protection in the event one of the barriers 
is compromised. 
The following requirements apply and should be implemented where appropriate and feasible: 
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a) Security perimeters should be clearly identified and defined; the strength of the perimeter 
should depend on the security requirements of the asset being protected and the results 
of a risk assessment 

b) Perimeters housing information resources and assets should be of sound construction 
and walls should run from floor to ceiling 

c) Doors and windows should be protected against unauthorized access with control 
mechanisms (bars, locks, alarms); windows at ground level should prevent entry in the 
event the glass becomes broken 

d) Manned reception/security desks should be in place to control physical access to 
TxDMV facilities 

e) All physical security systems must comply with all applicable regulations such as, but not 
limited to, building codes and fire prevention codes; fire doors should be alarmed, 
monitored, and tested to establish accordance with local fire code in a failsafe manner 

f) Suitable intrusion detection systems should be in place to cover all external doors and 
windows; unoccupied areas should be alarmed at all times 

g) Signage for restricted access rooms and locations must be practical, yet minimal 
discernible evidence of the importance of the location should be displayed 

h) Access to storage areas, loading docks, and receiving areas should have the same 
restrictions as any other entrance to a computer facility or other restricted area 

3.7.4- Authorized Access 

Secure areas must be protected by appropriate entry controls to ensure that only authorized 
personnel have been granted access to TxDMV facilities. 
The following requirements apply and must be implemented where appropriate and feasible: 

a) Physical access to all information resources facilities must be documented and 
managed; access to information resources facilities must be granted only to TxDMV 
employees and contractors, whose job responsibilities require access to that facility 

b) Access to facilities should record the dates / times for entry / departure; visitors should 
be supervised unless their access has been previously approved 

c) All employees, contractors, and visitors are required to wear a visible form of 
identification; all authorized personnel are obligated to notify security of any individual 
not wearing visible identification 

d) Access to areas containing confidential or sensitive information or systems must be 
controlled and restricted to authorized personnel and authentication controls such as 
electronic access cards should be used to validate access; an audit trail of all access 
must be maintained 

e) Access to facilities shall record the dates and times for entry and departure  
f) Visitors must be supervised/escorted at all times by a TxDMV employee unless their 

independent access has been previously approved 
g) Card access records and visitor logs for information resources facilities must be kept for 

routine review based upon the criticality of the information resources being protected; the 
person responsible for the information resources facility must review card and/or key 
access rights for the facility on a periodic basis and request the removal access for 
individuals that no longer require access 
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h) Piggybacking or Tailgating (following an authorized individual through an access 
controlled door that has been opened with without using their own access card) is strictly 
prohibited. 

3.7.7- External and Environmental Threats 

Physical protection against damage from fire, flood, explosion, civil unrest, and other forms of 
natural or man-made disasters should be considered. 
The following requirements apply and should be implemented where appropriate and feasible: 

a) Hazardous or combustible materials should be stored separately from information 
resources and assets 

b) Firefighting equipment and suppression should be provided and suitably placed 
c) Fallback equipment and backup-media should be stored in a secure area and at a safe 

distance to avoid damage from a disaster affecting the main site 
d) Environmental conditions such as temperature and humidity should be monitored for 

conditions which could adversely affect information resources and assets 

3.7.8- Cabling Security 

Power and telecommunications cabling carrying data or supporting information resources should 
be protected from interception or damage. 
The following requirements apply and should be implemented where appropriate and feasible: 

a) Power and telecommunications lines into facilities should be underground where 
possible or subject to alternative protection measures 

b) Power cables should be segregated from communication cables to prevent interference 
c) Clearly identifiable cable and equipment markings should be used to minimize handling 

errors, such as cable patching 
d) Access controls should be in place for path panels and cabling rooms 
e) Network cabling should be protected from unauthorized interception or damage 

 
Section 3.10- Security Monitoring 

3.10.1- Authority 

The Texas Department of Motor Vehicles (TxDMV) uses security monitoring to confirm that the 
security practices and controls in place are being adhered to and are effective. Monitoring 

consists of activities such as the review of: user account logs, application logs, data backup and 
recovery logs, automated intrusion detection system logs, etc. 
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TxDMV is required to implement automated and continuous monitoring of information systems 
for incidents impacting confidentiality, integrity, and availability. One of the benefits of security 
monitoring is the early identification of unauthorized activities or new security vulnerabilities. 
Identification of these activities and vulnerabilities can aid in blocking the harm that can be done 
to TxDMV information systems or at least, minimize the potential impact. Other benefits include: 
audit compliance, service level monitoring, performance measuring, limiting liability, and 
capacity planning. 

 

 

 

3.10.2- Purpose 

The purpose of this policy is to maintain the integrity and security of the Texas Department of 
Motor Vehicles (TxDMV) and to ensure controls are in place, are effective, and are not being 
bypassed. 

3.10.3- General Requirements 

The Texas Department of Motor Vehicles (TxDMV) requires the implementation and 
documentation of security monitoring and logging practices. Minimum components include: 

a) Designate individuals responsible for the development and implementation of information 
security logging capabilities, as well as detailed procedures for reviewing and 
administering the logs 

b) Enable event logging on all IT systems. Log must at a minimum include: 
i. Event information 
ii. User ID associated with the event 
iii. Time the event occurred 

c) Routinely monitor system event logs, correlate information with other tools, identify 
suspicious activities, and provide alert notifications 

d) Document standards that specify the type of actions to be taken when a suspicious or 
apparent malicious activity occurs 

e) Prohibit the installation or use of unauthorized monitoring devices 
f) Prohibit the use of keystroke logging, except when required for security investigations 

and approved by the Information Security Officer (ISO) 
g) Any security issues discovered should be reported to the Information Security Office in 

accordance with the TxDMV Incident Response Policy for follow-up investigation 

3.10.4- Automated Monitoring 

a) Automated tools will provide real time notification of detected wrongdoing and 
vulnerability exploitation. Where possible, a security baseline will be developed and the 
tools will report exceptions. These tools will be deployed to monitor: 

i. Internet Traffic 
ii. Electronic Mail Traffic 
iii. LAN Traffic, Protocols, and Device Inventory 
iv. Operating System Security Parameters 



 

Page 49 of 121 
 
 

v. Unauthorized Network Devices 
vi. Unauthorized Personal Web Servers 
vii. Unsecured Sharing of Devices 
viii. Unauthorized Modem Use 

 

b) The following files will be checked for signs of wrongdoing and vulnerability exploitation 
at a frequency determined by risk: 

i. Automated Intrusion Detection System Logs 
ii. Firewall Logs 
iii. User Account Logs 
iv. Network Scanning Logs 
v. System Error Logs 
vi. Application Logs 
vii. Data Backup and Recovery Logs 
viii. Help Desk Trouble Tickets 
ix. Telephone Activity- Call Detail Reports 
x. Network Printer and Fax Logs 

c) The following checks will be performed at least annually by assigned individuals: 
i. Password Strength 
ii. Operating System and Software Licenses 

3.10.5- Authorized Personnel 

The Information Security Officer (ISO) and their designated representatives are the only 
individuals authorized to routinely monitor network traffic, system security logs, or other 
computer and network security related information. 

3.10.6- Retention 

Electronic logs that are created as a result of the monitoring of network traffic need only be 
retained until the administrative need for them ends, at which time they should be destroyed. 
Electronic logs will be retained when required as part of a campus investigation or when 
required by as part of law enforcement or legal proceedings. 
Section 3.12- Vendors and Third Parties 

3.12.1- Authority 

Vendors play an important role in the support of hardware, software management, and 
operations for customers. Vendors can: remotely view, copy, and modify data and audit logs, 
correct software and operating systems problems, monitor and fine tune system performance, 
monitor hardware performance and errors, modify environmental systems, and reset alarm 
thresholds. Setting limits and controls on what can be seen, copied, modified, and controlled by 
vendors will eliminate or reduce the risk of loss of revenue, liability, loss of trust, and 
embarrassment to the Texas Department of Motor Vehicles (TxDMV). 

3.12.2- Purpose 

The purpose of this policy is to establish vendor and third party responsibilities for the protection 
of the Texas Department of Motor Vehicles (TxDMV) information resources and assets. 
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3.12.3- General Requirements 

a) Vendors must comply with all applicable TxDMV policies, procedures, and standards 
including, but not limited to: 

i. Safety Policies 
ii. Privacy Policies 
iii. Security Policies 
iv. Auditing Policies 
v. Software Licensing Policies 
vi. Acceptable Use Policies 

b) Vendor and third party access to TxDMV information resources is granted solely for the 
work contracted and for no other purposes 

c) Vendor agreements and contracts must specify: 
i. The TxDMV information the vendor should have access to. If, at the time of 

contract negations this is unknown or ambiguous, mention of this should be 
made in the agreement 

ii. How TxDMV information is to be protected by the vendor. A copy of the vendor’s 
Security and Privacy Policy should be made available to TxDMV where 
appropriate 

iii. Acceptable methods for the return, destruction, or disposal of TxDMV information 
in the vendor’s possession at the end of the contract 

iv. Agreement that the vendor must only use TxDMV information resources and 
assets for the purpose of the business agreement 

v. Any other TxDMV information acquired by the vendor in the course of the 
contract cannot be used for the vendor’s own purposes or divulged to others 

d) TxDMV will provide a technical point of contact for the vendor. The point of contact will 
work with the vendor to ensure the vendor is in compliance with TxDMV policies 

e) The data owner will provide the vendor with a point of contact from within the relevant 
section or division. The internal point of contact is responsible for all relevant change 
management processes 

f) Vendors work activities on TxDMV systems may be monitored and logged for 
comparison to change management system records 

g) Before the commencement of the agreement, methods for: 
i. Monitoring and review of service performance 
ii. Logging activities 
iii. Submission of vendor reports 

h) Roles and responsibilities regarding problem management will be determined by IT in 
consultation with the vendor and the TxDMV data owner 

i) Vendors must provide IT with a list of all employee names working on the contract. The 
list must be updated and provided to IT within 24 hours of staff changes whenever 
possible 

j) Vendor access must be uniquely identifiable and password management must comply 
with the TxDMV Password Management Policy and the Network Access Policy 

k) If appropriate, regular work hours and duties will be defined in the contract. Work outside 
of defined timeframes must be approved by the appropriate TxDMV data owners 
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l) All vendor maintenance equipment on the TxDMV network that connects to the internet 
via any means, and all vendor accounts, will remain disabled except when in use for 
authorized maintenance 

m) Upon departure of a vendor from the contract for any reason, the vendor will ensure that 
all sensitive information is collected and returned to the TxDMV data owner within 24 
hours 

n) Upon termination of contract, or at the request of TxDMV, the vendor will return all 
TxDMV information and provide written certification of that return within 24 hours 

o) Upon termination of contract, or at the request of IT, the vendor must surrender all 
TxDMV access cards, badges, and equipment immediately. Equipment and/or supplies 
to be retained by the vendor must be documented by authorized IT management 

p) Vendors and third parties are required to comply with all regulatory and TxDMV auditing 
requirements, including the auditing of the vendor’s work 

q) All software used by the vendor in providing service to TxDMV must be properly 
inventoried and licensed according to the Authorized Software Policy 

r) Each vendor granted access to any TxDMV information resource must sign the TxDMV 
Information Resources Security Compliance and Confidentiality Agreement which 
stipulates that each individual: 

i. Has read and understands the security policies 
ii. Understands the responsibility to comply 
i. TxDMV risks such as the possibility of the vendor’s business failing completely or 

of them failing to meet agreed service levels 
ii. Security and controls known to be currently employed by TxDMV and/or by the 

vendor 

3.12.5- Contracts and Non-Disclosure Agreements 

a) A formal contract between TxDMV and the vendor shall exist to protect both parties 
b) The contract shall clearly define the types of information exchanged and the purpose for 

so doing 
c) If the information being exchanged is sensitive, a binding confidentiality agreement shall 

be in place between TxDMV and the vendor, whether as part of the outsource contract 
itself or a separate non-disclosure agreement (which may be required before the main 
contract is negotiated) 

d) Any information received by TxDMV from the vendor which is bound by the contract or 
confidentiality agreement shall be protected by appropriate classification and labeling 

e) Upon termination of the contract, the confidentiality arrangements shall be revisited to 
determine whether confidentiality has to be extended beyond the tenure of the contract 

f) All contracts shall be submitted to the legal department for accurate content, language, 
and presentation 

g) The contract shall clearly define each party’s responsibilities toward the other by 
defining: 

i. Parties to the contract 
ii. Effective date 
iii. Functions or services being provided 
iv. Liabilities 
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v. Limitations on use of sub-contractors and other business/legal matters normal to 
any contract 

3.12.6- HR Administration 

a) Vendors, contractors, and third parties working on behalf of TxDMV shall be subjected to 
background checks equivalent to those performed on TxDMV employees 

b) Screening shall take into consideration the level of trust and responsibility associated 
with the position and (where permitted by local laws):  

i. Proof of the person’s identity (e.g. passport) 
ii. Proof of their academic qualifications (e.g. certificates) 
iii. Proof of their work experience (e.g. résumé/CV and references) 
iv. Criminal record check 
v. Credit check 

c) Companies providing contractors/consultants directly to TxDMV or to third party 
outsourcers used by TxDMV shall perform at least the same standard of background 
checks as those indicated above 

d) Suitable information security awareness, training, and education shall be provided to all 
vendors and third parties working on the contract, clarifying their responsibilities relating 
to TxDMV information security policies, standards, procedures and guidelines (e.g., 
privacy policy, acceptable use policy, procedure for reporting information security 
incidents etc.) and all relevant obligations defined in the contract 

3.12.7- Security Audits 

a) If TxDMV has outsourced a business function to a vendor based at a different location, it 
shall audit the vendor’s physical premises periodically for compliance to TxDMV security 
policies, ensuring that it meets the requirements defined in the contract 

b) Audits shall also take into consideration the service levels agreed in the contract, 
determining whether they have been met consistently and reviewing the controls 
necessary to correct any discrepancies 

c) The frequency of audits shall be determined by management on advice from functions 
such as Internal Audit, the Information Security Office, and Legal 

 
Chapter 4 
Technical Security Standards 
Section 4.1- Account Management 

4.1.1- Authority 

Security controls in relation to access to data are an essential component of the effective risk 
management of the Texas Department of Motor Vehicles’ (TxDMV) information resources. 
Access controls protect information by managing access at all entry and exit points, both logical 
and physical. These measures ensure that only authorized users, as determined by the TxDMV, 
have access to specific information, systems, and facilities. 
User accounts offer a way of managing access, providing user accountability, and tracking their 
use of information resources. User accounts can take various forms; from a system login, ID 
swipe cards, USB tokens, to biometrics. Therefore, the application of access controls, the 
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management of user accounts, and the monitoring of their use plays an extremely important part 
in the overall security of information resources. 

4.1.2- Purpose 

The purpose of this policy is to establish a process for the creation, monitoring, control, and 
removal of user accounts in order to ensure an appropriate level of protection for TxDMV 
information resources and assets. 

4.1.3- General Requirements 

a) Access controls will be established for all information systems and facilities based on 
their classification and security risk assessment to ensure that the appropriate level of 
security is implemented 

b) Logical access controls will be implemented in accordance with this policy and the 
Network Access Policy. Physical access controls will be implemented in line with this 
policy and the Physical Security Policy 

c) Access to the network, information systems and servers will be achieved by the use 
individual user accounts (UIDS) that will require an appropriate authentication method as 
outlined in the Password Management Policy 

d) Access to information systems and facilities will be governed by a formally defined 
authorization process covering the creation, modification/maintenance, re-enabling and 
deletion of account 

e) Users will only be granted access to information and information systems and facilities 
on a “need-to-know” basis. Users will only be granted the minimum access and 
privileges required to perform their duties 

f) Procedures will be implemented to ensure that access to data or information is not 
dependent on any one individual. Privileges granted by groups will be implemented in 
order to facilitate this function 

g) Each assigned account will uniquely identify the user and must conform to the TxDMV 
naming standard (making use of the users name/surname) or an appropriate coding 
structure. Accounts must not give any indication of the user’s access rights 

h) Security of systems administration accounts and passwords will be the responsibility of 
the technical owner of that system and must adhere to the TxDMV policies with the 
exception of where this is not technically possible 

i) A notice warning users about accessing information without authorization will be 
displayed before users can gain access to any information system or facility. It should 
not identify any information about the information system or any other internal matters 

j) A review period, determined by the information “owner” in the system security plan, will 
be established to re-assess the access controls implemented for information, information 
systems and facilities. A record of the review must be maintained 

k) User accounts will be reviewed periodically, in accordance with that systems’ security 
plan, to ensure access and account privileges remain applicable to the job function/role 
or employment status of the user. A record of the review must be maintained 

l) All employees have a legal duty to keep all personal data confidential and to comply with 
the data protection provisions contained within the Code of Conduct for employees 
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m) Access to information systems and facilities will be revoked for users who do not need 
access to perform their duties in order to ensure the confidentiality, integrity and 
availability of information to other users 

4.1.4- Account Management 

a) Accounts will only be created and maintained for users that need access to information, 
systems, and facilities to perform their official duties on behalf of the TxDMV 

b) User accounts will only be authorized to the capabilities appropriate to the user’s role 
requirements, responsibilities, or specific needs to carry out a function for which they are 
employed. Users will only be assigned the access privileges needed to carry out their job 
function 

c) All accounts created or modified must have a documented request and the appropriate 
authorization. A record must be maintained of all authorizations including the access 
rights and privileges granted 

d) Procedures will be established to ensure user’s access rights and privileges are adjusted 
in a timely manner whenever there is a change in a user’s status 

e) User accounts will not be activated until the authorization process has been correctly 
completed. Users must not have access to information systems until all activities relating 
to the commencement or resumption of employment have been completed (i.e. 
acknowledgement of Acceptable Use Policy) 

f) Generic or shared accounts will not be permitted. The only exception will apply to email 
accounts required by services were the TxDMV Information Security Office has granted 
approval 

g) Upon notification of termination, transfer, resignation, suspension or retirement from 
employment, received from the relevant authoritative source(s), the user account will be 
disabled or deactivated. Disabled accounts will be deleted 

h) Each user must be uniquely identifiable using the assigned username 
i) All user accounts will force the use of a password and all passwords for accounts must 

be constructed in accordance with the TxDMV Password Management Policy 
j) All default passwords for accounts must be constructed in accordance with the TxDMV 

Password Management Policy and must be immediately changed by the user after 
logging into the system if not prompted automatically to do so 

k) User accounts with system-level privileges granted through group memberships or 
programs must have a unique password from all other accounts held by the user 

l) Account access levels will be reviewed, at a minimum, every twelve (12) months for 
appropriateness. Application and system owners will facilitate this review 

m) Unsuccessful account access attempts must be monitored and accounts locked after no 
more than five (5) failed attempts or less as determined by a documented risk 
assessment.  

n) All access accounts established for contractors, consultants, vendors, and maintenance 
accounts will be created with a maximum of twelve (12) month expiration and must be 
deleted immediately upon termination or completion of the contract period 

o) Any user accounts that have not been accessed within sixty (60) days will be disabled 
p) Accounts that have been disabled due to a user’s termination or inactivity will be deleted 

within thirty (30) days of disabling the account unless documented exceptions exist 
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q) In the event of involuntary termination of users, access must be removed or disabled 
prior to or at the same time the user is notified of the termination 

r) Supervisors of users who will be on extended leave (vacation, FMLA, Military, etc.) for 
more than thirty (30) days must notify IT access management of the start and return date 
of the leave.  The users account will be disabled for the extended leave period unless a 
documented exception exists 

4.1.5- Logging and Monitoring 

a) Auditing will be implemented on all information systems to track access and record 
events in line with the Security Monitoring Policy 

 
 

4.1.6- Exceptions 

Exceptions to this policy will be granted by the Information Security Officer (ISO) only if: 
a) Compliance would adversely affect the ability of the service to accomplish a mission 

critical function 
b) Compliance would have an adverse impact on the service provided or supported by the 

information, system or resource 
c) Compliance cannot be achieved due the incapability of the information system or 

resource 

4.1.7- Responsibilities 

a) System Administrators 
i. The creation, modification and deletion the user accounts relating to their 

information system(s) 
ii. Ensuring processes associated with the creation, modification and deletion of 

accounts are documented in formal procedures 
iii. Periodical review of users accounts for validity 
iv. Monitoring user account activities and reporting unusual activities to 

management 
v. Providing a list of inactive accounts to HR in order that the status of the 

account/account holder can be verified 
vi. Co-operating with authorized TxDMV personnel in the investigation of security 

incidents in line with the Incident Response Policy 
b) Managers 

i. Promptly notifying HR when permanent and temporary employees, contractors, 
and service partner personnel terminate employment or transfer to new 
duties/responsibilities 

ii. Promptly notifying the relevant systems administrators when staff, contractors, 
and service partner personnel terminate employment or transfer to new 
duties/responsibilities 

iii. Providing all temporary employees employed within their service with a copy of 
the Acceptable Use Policy ensuring it is acknowledged/signed for by the 
individual 
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c) Users 
i. Familiarizing themselves with this policy and all other related policies and 

guidelines set herein 
ii. All activity related to accounts they have been allocated 
iii. Reporting any suspected misuse of accounts/passwords to their manager 
iv. Ensuring the security of their own passwords and reporting any potential 

compromise to the security of their user accounts 

 
Section 4.5- Encryption 

4.5.1- Authority 

Encryption is required for all Texas Department of Motor Vehicles (TxDMV) computing devices 
that may be used to store confidential and sensitive information in accordance with applicable 
State and Federal law. TxDMV will provide, install, configure, and support data encryption where 
it is needed. Agency managed information shall not be stored on personally-owned portable 
computing devices without prior authorization and without encryption. 

 

4.5.2- Purpose 

The purpose of this policy is to establish the types of devices and media that need to be 
encrypted and when encryption must be used. These guidelines have been established in order 
to protect the confidentiality of TxDMV confidential and sensitive information on all department-
owned portable computers, electronic devices and media capable of storing electronic data. 

4.5.3- General Requirements 

Based on 1 TAC 202, the Texas Department of Motor Vehicles (TxDMV) uses FIPS-140 
validated (e.g., AES, 3DES (TDEA), Diffie-Hellman, RSA, RC5 and/or IDEA) technologies for 
encrypting confidential and sensitive information, unless documented through the exception 
process. Symmetric cryptosystem key lengths  should be at least 80 bits for confidential data 
and 64 bits for other sensitive information identified by the TxDMV. Asymmetric crypto-system 
keys must be of a length that yields equivalent strength, (e.g., approximate equivalencies of 64 
bit symmetric = 512 bit asymmetric; 80 bit = 1024 bit; 112 bit = 2048 bit; 128 bit = 3072 bit). 

a) All encryption mechanisms implemented to comply with this policy support a minimum of 
the industry standard, AES 128-bit encryption 

b) The use of proprietary encryption algorithms are not allowed for any purpose, unless 
reviewed by qualified experts outside of the vendor in question and approved by the 
TxDMV ISO or approved using the exception process  

c) TxDMV key length requirements will be reviewed annually and upgraded as technology 
allows 

 

4.5.4- Data at Rest 

Hard drives that are not fully encrypted, (e.g., have encrypted partitions, virtual disks, or are 
unencrypted, but connect to encrypted USB devices), may be vulnerable to information spillage 
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from the encrypted region into the unencrypted region. The hard drive’s unencrypted auto- 
recovery folder may retain files that have been saved to the encrypted portion of the disk or 
USB. Full disk encryption avoids this problem. 

a) Confidential and sensitive data at rest on computer systems owned by and located within 
TxDMV controlled spaces and networks should be protected by at least one of the 
following: 

i. Encryption 
ii. Firewalls with strict access controls that authenticate the identity of those 

individuals accessing the specific data 
iii. Sanitizing the data requiring protection during storage to prevent unauthorized 

exposure (e.g., truncating last four digits of a Primary Account Number) 
iv. Other compensating controls including: (e.g., complex passwords, physical 

isolation/access) 
b) Password protection should be used in combination with all controls including 

encryption. Password protection alone is not an acceptable alternative to protecting 
confidential or sensitive information 

c) TxDMV secures its back up or stored data on (file systems, disks, heterogeneous tape 
drives, and virtual tape libraries) in a (Storage Area Network/ Direct-Attached Storage/ 
Network-Attached Storage) environment 

d) Computer hard drives or other storage media that have been encrypted shall be 
sanitized to prevent unauthorized exposure in accordance with TAC §202.28, Removal 
of Data from Data Processing Equipment 

4.5.5- Portable Devices 

Portable devices represent a specific category of devices that contain data-at-rest. Many 
incidents involving unauthorized exposure of confidential or sensitive data are the result of 
stolen or lost portable computing devices. The best way to prevent these exposures is to avoid 
storing confidential data on these devices. As a general practice, confidential and sensitive data 
should not to be copied to or stored on a portable computing device or a non-TxDMV owned 
computing device. However, in situations that require confidential or sensitive data to be stored 
on such devices, encryption reduces the risk of unauthorized disclosure in the event that the 
device becomes lost or stolen. 

a) Each designated information resource owner will identify information that is confidential 
b) The information resource owner and ISO will specify practices to include written 

authorization that verifies a legitimate business need for accessing and storing 
confidential or sensitive information on a portable device and assesses the risk of 
unauthorized access to or loss of the data before granting permission for exceptions to 
this best practice 

c) All users must obtain specific permission from the data owner before storing confidential 
or sensitive data on a portable computing device or a non-TxDMV owned computing 
device 

d) Confidential or sensitive information stored on portable devices including laptops, 
tablets, smartphones and personal digital assistants (PDAs) must be encrypted using 
products and/or methods approved by the TxDMV  Information Security Officer (ISO) 
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e) Portable devices including laptops, tablets, smartphones and personal digital assistants 
(PDAs) should not be used for the long-term storage of any confidential or sensitive 
information 

f) Portable devices including laptops, tablets, smartphones and personal digital assistants 
(PDA) that store or transmit confidential or sensitive information must have the proper 
protection mechanisms installed, including antivirus and firewall software with unneeded 
services and ports turned off and subject to needed applications being properly 
configured 

g) Removable media including CD/DVD-ROMs, floppy disks, backup tapes, memory cards 
and USB memory drives that contain confidential or sensitive information must be 
encrypted and stored in a secure, locked location 

h) Portable or removable media that contain confidential or sensitive data must be in the 
possession of the authorized user at all times (e.g., must not be checked as luggage 
while in transit) 

i) The receiver of the removable media must be identified to ensure the person requesting 
the data is the one claimed 

j) Data owners and users of portable computing devices and non-TxDMV owned 
computing devices containing confidential data must acknowledge how they will ensure 
that data are encrypted and how encrypted data will be accessible by the owner in the 
event that an encryption key becomes lost or forgotten. Methods to meet this 
requirement include: 

i. Maintaining an accessible copy of the data on a server, using procedures 
specified by the TxDMV 

ii. Use of whole-disk encryption technologies that provide an authorized systems 
administrator access to the data in the event of a forgotten key 

iii. Escrowing the encryption key with a trusted party designated by the data owner 
and the TxDMV Information Security Officer (ISO) 

4.5.6- Transmission Security 

Users will follow TxDMV acceptable use policies when transmitting data and must take 
particular care when transmitting or re-transmitting confidential or sensitive data (e.g., citizen 
personal identification information) received from non-state employees. 

a) Confidential or sensitive information transmitted as an email message must be encrypted 
b) Any confidential or sensitive information transmitted through a public network to and 

from vendors, customers, or entities doing business with TxDMV must be encrypted or 
be transmitted through an encrypted tunnel 

c) Transmitting unencrypted confidential or sensitive information through the use of web 
email programs is not allowed 

d) Wireless (Wi-Fi) transmissions that are used to access TxDMV portable computing 
devices or internal networks must be encrypted 

e) Encryption is required when users access TxDMV data remotely from a shared network, 
including connections from a Bluetooth device to a TxDMV PDA or cell phone 

f) TxDMV permits the secure encrypted transfer of documents and data over the Internet 
using file transfer programs such as “secured File Transfer Protocol (FTP)” (FTP over 
Secure Shell (SSH)) and Session Control Protocol (SCP) 



 

Page 59 of 121 
 
 

g) To use the transmitting server securely, each authorized user must have a logon ID and 
password with a designated directory. Users should not have access to shared 
directories unless required for business reasons. Anonymous FTP is not permitted 

h) All accounts and keys must be managed from within the TxDMV network 
i) All transactions and transfers must be logged, and reviewed for prohibited activity 
j) All files contained within an account’s directory must be deleted (7) days after they are 

delivered or made available for retrieval 
k) Plain FTP does not provide encrypted transmission and should not be used on any 

Internet-facing systems or where confidential or sensitive data is being transmitted 

4.5.7- Encryption Key Management 

Effective key management is the crucial element for ensuring the security of any encryption 
system. Key management procedures must ensure that authorized users can access and 
decrypt all encrypted data using controls that meet operational needs and comply with data 
retention requirements. TxDMV key management systems are characterized by the following 
security precautions: 

a) TxDMV uses procedural controls to enforce the concepts of least privilege and 
separation of duties for personnel (per NIST SP800-53 guidelines). These controls apply 
to persons involved in encryption key management or who have access to security-
relevant encryption key facilities and processes, including Certificate Authority (CA) and 
Registration Authority (RA), and/or contractor personnel. The ISO will verify backup 
storage for key passwords, files, and related backup configuration data to avoid single 
point of failure and ensure access to encrypted data 

i. To ensure separation of duties and two person control, TxDMV is responsible for 
encryption key management functions 

ii. No single individual is authorized to generate a new CA key pair 
iii. Regular, monthly, quarterly audit trail reviews are conducted 
iv. ISO will verify the subject’s identity 
v. Background checks and clearance procedures required for the personnel 
vi. Complete regular training on key management requirements and procedures 
vii. Sanctions against personnel for unauthorized actions, unauthorized use of 

authority, and unauthorized use of TxDMV systems 
viii. Written acknowledgement of receipt of this policy from each individual involved in 

key management 
b) Key management should be fully automated such that personnel do not have the 

opportunity to expose a key or influence the key creation 
c) Keys in storage and transit must be encrypted 
d) Private keys must be kept confidential 
e) Keys must be randomly chosen from the entire key space, using hardware-based 

randomization 
f) Key-encrypting keys are separate from data keys. No data ever appears in clear text that 

was encrypted using a key-encrypting key 
g) TxDMV uses short key life or crypto-periods with defined activation and deactivation 

duration limits; for the following key types with maximum crypto-periods for originators 
and recipients as indicated below. Originator Usage Periods (OUP) are differentiated 
from Recipient Usage Periods when applicable (see NIST SP800-57 for recommended 



 

Page 60 of 121 
 
 

crypto-periods for each key type: Symmetric Authentication Key: 2 years, OUP + 3 
years; Private or Public Authentication Keys: 1-2 years) 

h) Keys with a longer life are sparsely used and must be approved by the ISO. The key 
shall be destroyed at the end of its crypto-period 

i) Keys that are transmitted are sent securely to well-authenticated parties 
j) Key-generating equipment is physically and logically secure from construction through 

receipt, installation, operation, and removal from service 
k) TxDMV key management system or vendor will provide written security policies and 

procedures that address encryption key: 
i. Generation processes for different cryptographic systems and different 

applications 
ii. Distribution, access, and activation for authorized users 
iii. Storage, Archiving, and Destruction 
iv. Changes and updates, including procedures on when keys should be changed 

and how this will be done 
v. Compromises or loss of control incidents 
vi. Revocation with specific withdrawal or deactivation procedures 
vii. Recovery when lost or corrupted as part of continuity of operations planning 
viii. Audit logging of management-related activities 
ix. Activation and deactivation dates and usage period limits 

4.5.8- Exceptions 

The data owner should be the person responsible for establishing data encryption policies that 
might include granting exceptions based upon demonstration of a business need and an 
assessment of the risk of unauthorized access to or loss of the data. Under certain 
circumstances, the ISO of TxDMV may grant or issue an exception to the use of encryption on 
portable computing devices and non-TxDMV owned computing devices containing confidential 
or sensitive data. 
Exceptions are of two types: 1) Specific - an exception may be granted to address the specific 
circumstances or business needs relating to an individual program or department (Requests for 
exceptions of this type should be in writing and should be initiated by the data owner) and 2) 
Broader - exceptions may be issued to cover circumstances that span the enterprise as a whole 
(Requests for exceptions of this type may come from any person, or such exceptions may be 
initiated by the ISO). 

a) The ISO or data owner must approve and document all exceptions based on an 
assessment of business requirements weighed against the likelihood of an unauthorized 
exposure and the potential adverse consequences for individuals, other organizations, or 
the TxDMV if an exposure occurs as a result of the exception 

b) As a condition for granting an exception, the ISO may require implementation of 
compensating controls to offset the risk created by the lack of encryption 

c) Exceptions must be documented and must include the following elements: 
i. A statement defining the nature and scope of the exception in terms of the data 

included and/or the class of devices included 
ii. The rationale for granting the exception 
iii. An expiration date for the exception 
iv. A description of any compensating security measures that are to be required 
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Section 4.7- Password Management 

4.7.1- Authority 

Controlling access to TxDMV information resources is vital to the department’s overall security 
posture and relies heavily upon authentication and authorization mechanisms. Password 
management serves as the front line of protection in controlling user account access. A poorly 
constructed password may result in unauthorized access to TxDMV information resources, 
potentially compromising the entire network. Therefore, all users are charged with the 
responsibility for taking the appropriate steps in constructing and securing their passwords as 
defined below. 

 

4.7.2- Purpose 

The purpose of this policy is to establish a standard for the construction of strong passwords, 
the protection of those passwords, and the frequency of change and storing of those passwords. 

4.7.3- General Requirements 

Passwords are the most frequently utilized form of authentication for accessing information 
resources. Due to the use of weak passwords, the proliferation of automated password-cracking 
programs, and the activity of malicious hackers and spammers, they are very often also the 
weakest link in securing data. Password use must therefore adhere to the following general 
requirements: 

a) All system-level passwords (root, enable, administrator accounts, etc.) must be changed 
at least every 90 days  

b) All production system-level passwords must be part of the global password management 
database 

c) All user-level passwords (email, web, workstation login, etc.) must be changed every 180 
days or as required by the business 

d) User accounts that have system-level privileges granted through group memberships or 
programs such as "sudo" must have a unique password from all other accounts held by 
that user 

e) User accounts on production systems and labs within the Data Center (DC) or on the 
department web server must have unique passwords from each other 

f) All passwords are to be treated as sensitive information and should therefore never be 
written down or stored on-line unless adequately secured 

g) Passwords must not be inserted into email messages or other forms of electronic 
communication 

h) All user-level and system-level passwords must conform to the guidelines below 

4.7.4- Password Construction 

All passwords (email, web, desktop computer, etc.) should be strong passwords and follow the 
standards listed below. In general, a password's strength will increase with length, complexity 
and frequency of changes. Central and departmental account managers, data trustees, and 
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security and/or system administrators are expected to set a good example through a consistent 
practice of sound password management. 

a) All users of TxDMV information resources should be aware of how to construct strong 
passwords 

b) All passwords must meet the following minimum standards, except where technically 
infeasible: 

i. Be at least eight alphanumeric characters long 
ii. Contain digits or punctuation characters as well as letters (0-9, ~`!@#$%()_- '{.}) 
iii. Contain both upper and lower case characters (a-z, A-Z) 
iv. Cannot be a word in any dictionary, language, slang, dialect, jargon, etc. 
v. Cannot be solely based on easily guessed personal information, names of family 

members, pets, etc. 

4.7.5- Password Protection 

The following requirements will effectively maximize the security and protection of passwords 
and minimize password misuse or theft: 

a) Keep TxDMV account passwords separate from non-business related accounts 
b) Always use different passwords for various TxDMV access requirements whenever 

possible. For example, select one password for systems that use directory services 
(Lightweight Directory Access Protocol (LDAP), Active Directory, etc.) for authentication 
and another for locally authenticated access 

c) Do not share passwords with anyone, including administrative assistants or secretaries 
d) Passwords should never be written down or stored online without encryption 
e) Do not reveal a password in email, chat, or other electronic communication 
f) Do not speak about a password in front of others 
g) Do not hint at the format of a password 
h) If someone demands a password, refer them to this policy and direct them to contact the 

TxDMV Information Security Office 
i) Always decline the use of the “Remember My Password” feature for applications 
j) If an account or password is suspected of compromise, report the incident to the TxDMV 

Information Security Office 
k) An account lockout feature will be utilized whenever possible and any attempt at 

recovery will adhere to the requirements below (See Password Recovery) 

 

 

4.7.6- Application Development 

Application developers must ensure their programs contain the following security precautions 
with regard to password management: 

a) Support authentication of individual users, not groups 
b) Not store passwords in clear text or in any easily reversible form 
c) Provide for role management, such that the one user can take over the functions of 

another without having to know the other user’s password 
d) Support TACACS, RADIUS, and/or X.509 with LDAP security retrieval wherever possible 
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4.7.7- Password Recovery 

In the event a password becomes lost or an account becomes locked out, the following security 
precautions must be taken: 

a) All users are expected to contact the TxDMV Help Desk to have an account password 
unlocked/reset 

b) The TxDMV Help Desk is expected to verify the identity of the user and document the 
request before processing the unlock/reset 

c) All password recovery tools are prohibited on user workstations without prior 
authorization and approval from the Information Security Office: ZZ - UDG - IT_Security 
Management @ IT_SecurityManagement@txdmv.gov 

 
 
Section 4.8- Platform Hardening 

4.8.1- Authority 

Texas Department of Motor Vehicle (TxDMV) platforms are depended upon to deliver data in a 
secure, reliable fashion. There must be assurance that data integrity, confidentiality, and 
availability are maintained. One of the required steps to attain this assurance is to ensure that 
the TxDMV platforms are installed and maintained in a manner that prevents unauthorized 
access, unauthorized use, and disruptions in service. 

4.8.2- Purpose 

The purpose of this policy is to describe the requirements for installation and operation of a 
server platform in a secure fashion, maintaining the integrity of the server and application 
software. In addition, the policy ensures that information systems equipment continues to 
operate as intended in achieving the TxDMV mission. 

4.8.3- General Requirements 

Before connecting to the TxDMV network, all platforms must be preauthorized by appropriate 
management (i.e., accreditation). At that time, an individual or department will be designated as 
the data owner or custodian of the resource. 

a) All servers will be classified by the owner or the custodian on behalf of the owner, as 
Mission Critical (MC) or Non-Mission Critical (NMC). If ANY information stored or 
processed by the server can be classified as MC, then the Server is MC 

b) All servers, as information resources whether MC or NMC, are subject to the TxDMV 
Acceptable Use and Network Access policies 

c) All servers, whether MC or NMC, are subject to the following requirements: 
i. Only authorized and approved software may be installed 
ii. Servers must be part of the campus domain 
iii. Custodian(s) will install and maintain current Anti-Virus software according to 

policy 
iv. All systems shall display a logon banner with warning statements that include the 

following: 
 Unauthorized use is prohibited 
 Usage may be subject to security monitoring and testing 
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 Misuse is subject to criminal prosecution 
 No expectation of privacy except as otherwise provided by applicable 

privacy laws 
d) Custodian(s) will take necessary steps to ensure that the Operating System (OS) is kept 

secure according to the current standards including, but not limited to: 
i. Resetting of default passwords 
ii. Installation of security patches in a timely manner, or as required in an 

emergency situation 
iii. Deactivation and/or de-installation of unnecessary software or services 
iv. Activation of OS and application software security controls which establish 

protection of the server and data 
v. Anti-virus protection installed 

e) Owners and/or Custodians must maintain an Incident Response, Disaster Recovery and 
Continuity of Operations Plan commensurate with the impact of a failure or loss of the 
server, in accordance with the TxDMV Backup, Disaster Recovery and Continuity of 
Operations policies 

f) Servers classified as Mission Critical (MC) are subject to the following additional 
requirements: 

i. Reside in the data center (a physically secure environment) 
ii. Custodian(s) must implement appropriate access controls and the corresponding 

documented approval procedures which assure the protection of data against 
unauthorized access 

iii. Custodian(s) must maintain auditing and security logs which record and archive 
security events necessary to fulfill the requirements of the Incident Response 
Policy 

iv. Custodian(s) will implement change control procedures which assure the integrity 
of data and applications, in accordance with the TxDMV Change Management 
Policy 

v. Custodian(s) will maintain any additional security controls such as host-based 
Intrusion Detection software, security key management, etc. 

vi. Custodian(s) of Mission Critical servers must have appropriate training and/or 
certification 

g) All servers are required to pass a vulnerability assessment to correct all network and 
operating system vulnerabilities identified as high or medium risk during the vulnerability 
assessment 

Section 4.9- Systems Development 

4.9.1- Authority 

It is important that security requirements are considered, understood, and documented at the 
earliest stages of any project when developing, procuring, upgrading, or revising an existing 
application or system. Studies have shown that information security controls implemented at the 
early stages of development of a system or application are substantially cheaper and more 
effective than retrospectively applying them post-implementation. 
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4.9.2- Purpose 

The purpose of this policy is to define requirements for system development planning and 
management to improve protection of the Texas Department of Motor Vehicles (TxDMV) 
information systems resources and assets. 

4.9.3- General Requirements 

a) All software applications developed will be based on industry best practices, utilizing 
resources such as SANS SWAT checklist, and incorporate information security 
throughout the System’s Development Life Cycle (SDLC) 

b) System security plans and documentation must be prepared for all enterprise information 
systems or other systems under development that require special attention to security 
due to the risk of harm resulting from loss, misuse, or unauthorized access to or 
modification of the information 

c) Plans should provide an overview of the security requirements of the system and 
describe the controls in place or planned for meeting those requirements through all 
stages of the system's life cycle 

d) All system and software configuration changes will follow change control procedures as 
defined by the TxDMV Change Management Policy 

e) Change control procedures will include: the documentation of the impacts, management 
sign-off by appropriate parties, documented testing of operational functionality, and back-
out procedures 

4.9.4- Development, Testing, and Production 

a) System development, testing, and production should be performed in separate 
environments 

b) There will be separation of duties between the development, test, and production 
environments 

c) All patches and system configuration changes will be tested on a test environment prior 
to deployment 

d) TxDMV will ensure that documented procedures are in place governing the transfer of 
software from development to operational status 

e) Testing of information systems should be done with fabricated data that mimics the 
characteristics of the real data, or on copies of real data with any confidential data 
appropriately sanitized 

f) Testing should not be done on live data due to the threat to its confidentiality and/or 
integrity. Testing that requires the use of live data or confidential data must have 
appropriate security controls employed 

g) Access to development tools and system utilities will be restricted to specialist personnel 
h) Test systems will be subject to the same access and security controls as operational 

data. This provides protection for the systems and allows staff an opportunity to practice 
operational procedures 

i) User IDs will be established for use on test systems 
j) All accounts, usernames, and passwords used in the development or testing of 

applications will be removed prior to the production system becoming active 
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4.9.5- Vulnerability Management 

a) An assessment of the system's security controls and a vulnerability assessment that 
seeks to identify weaknesses that may be exploited must be performed on all new 
information systems or ones undergoing significant change before moving them into 
production 

b) Periodic vulnerability assessments must also be performed on production information 
systems and appropriate measures taken to address the risk associated with identified 
vulnerabilities 

c) Custom application code will be reviewed to identify coding vulnerabilities. Code review 
will focus on the detection of common coding vulnerabilities including: invalidated input, 
broken access control, broken authentication and session management, cross-site 
scripting (XSS) attack, buffer overflows, injection flaw, improper error handling, insecure 
storage, denial of service, and insecure configuration management 

d) All web applications will be developed based on secure coding guidelines such as the 
Open Web Application Security Project (OWASP) 

e) All web-facing applications will be protected against known attacks by either having all 
customer application code reviewed or by installing an application layer firewall in front of 
web-facing applications 

f) A process, such as subscriptions to alert services, will be in place to identify newly 
discovered security vulnerabilities. Standards will be updated as necessary to address 
new vulnerability issues 

g) All system components and software will have the latest vendor-supplied software 
version and/or patches installed within one month of release 

h) Documentation will be kept which shows the system components and software have 
been upgraded with the new version/patch 

4.9.6- Vendors 

a) If an information system or component of that system is acquired from an external 
vendor, written documentation must be provided that specifies how the product meets 
the security requirements of this policy and any special security requirements of the 
system 

b) Vendors must allow testing of the system's security controls by TxDMV or an 
independent third party if needed 

 
 
Section 4.10- Virus Protection 

4.10.1- Authority 

The principal concern of this computer virus protection policy is effective and efficient prevention 
of network virus outbreaks and network security attacks involving computers associated with the 
Texas Department of Motor Vehicles (TxDMV). Our goals are to ensure that TxDMV affiliated 
users (employees, contractors, and visitors) are aware of and take responsibility for the proper 
use of the department’s provided and Information Technology supported virus protection 
software. 
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Precautions are required to prevent and detect the introduction of malicious and unauthorized 
code in order to protect the integrity of software and information. Viruses, worms, Trojans, and 
bots are all part of a class of software called malware. Malware or malcode, is short for 
malicious software. It is code or software that is specifically designed to damage, disrupt, steal, 
or in general inflict some other “bad” or illegitimate action on data, hosts, or networks. Users 
should be made aware of the dangers of malicious code. The TxDMV Information Security 
Office has introduced controls to effectively prevent, detect, and remove malicious code. 

4.10.2- Purpose 

The purpose of the Texas Department of Motor Vehicles (TxDMV) Malicious Code and Anti- 
Virus Protection Policy is to describe the requirements for computer malware prevention, 
detection, and removal. 

4.10.3- General Requirements 

a) Each file server attached to the TxDMV network must utilize TxDMV IS approved virus 
protection software and setup to detect and clean viruses that may infect file shares 

b) Each e-mail gateway must utilize TxDMV IS approved e-mail virus protection software 
and must adhere to the IS policies for the setup and use of this software 

c) Each file server attached to the TxDMV network must ensure that the OS is up to date 
and that the most recent patches and fixes recommended by the OS vendor have been 
applied 

d) All workstations whether connected to the TxDMV network, or standalone, must use the 
TxDMV IS approved virus protection software and configuration 

e) All workstations and whether connected to the TxDMV network, or standalone, must 
ensure that the OS is up to date and that the most recent patches and fixes 
recommended by the OS vendor have been applied 

f) The settings for the virus protection software must not be altered in a manner that will 
reduce the effectiveness of the software 

g) The automatic update frequency of the virus protection software must not be altered to 
reduce the frequency of updates 

h) The virus protection software must not be disabled or bypassed 
i) Every virus that is not automatically cleaned by the virus protection software constitutes 

a security incident and must be reported to the Help Desk 

 
 
Chapter 5 
Exceptions and Exemptions 
This chapter contains the following sections: 

 Section 5.1- Exceptions and Exemptions 

Section 5.1- Exceptions and Exemptions 
From time to time exceptions to or exemptions from this manual, its associated standards, 
guidelines, procedures, or any other security policy may be necessary for the continued conduct 
of department business. A request for exemption or exception must: 

a) Be made in writing to the Information Security Officer (ISO) 
b) Articulate the business need and any mitigation or compensating controls in place 
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c) Specify the information security policy, standard, guideline, or procedure the 
exception/exemption is to be from 

d) Specify the timeframe of the exception / exemption 

Exception / exemption requests will be reviewed by the Information Security team for risk, 
impact, mitigation and compensating controls, and compliance with applicable statues and 
regulations. The Information Security Officer (ISO) will make a determination on the exception / 
exemption request and communicate that decision back to the requestor within (7) business 
days.  An appeal to the denial of an exception / exemption request may only be made to the 
Executive Director. 
A “blanket exception” will be made for all existing systems or processes made non-compliant 
upon the adoption of a new information security policy, standard, guideline, or procedure.  This 
“blanket exception” will apply for a period of six (6) months from the initial adoption of a new 
information security policy, standard, guideline, or procedure unless otherwise specified by 
statue or regulation. Additional time may be requested to implement the controls necessary to 
bring a system or process into compliance through the normal exception / exemption procedure. 
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Chapter 6 
 
Violations and Disciplinary Action 
This chapter contains the following sections: 

 Section 6.1- Violations and Disciplinary Action 

 
Section 6.1- Violations and Disciplinary Action 
Any violation of this manual, its associated standards, guidelines, procedures, or any other 
security policy, may result in disciplinary action up to and including termination for employees; 
termination or alteration of employment relations in the case of temporaries, contractors or 
consultants; or dismissal for interns and volunteers.  Additionally, individuals are subject to loss 
of TxDMV information resources access privileges, civil liability, and/or criminal prosecution. 
A violation is any noncompliance with this manual, its associated standards, guidelines or 
procedures including any event that results in theft, loss, unauthorized use, unauthorized 
disclosure, unauthorized modification, unauthorized destruction, or degraded or denied services 
of IR constituting a security incident.  Violations may include, but are not limited to any act that: 

a) Exposes the organization to actual or potential monetary loss through the compromise of 
IR security 

b) Involves the unauthorized disclosure of confidential or sensitive information 
c) Involves the unauthorized use of organization data or resources 
d) Involves the use of IR for personal gain, unethical, harmful or illicit purposes 
e) Results in public embarrassment to the organization 
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Appendix A 
Information Security Incident Categories and Reporting Timeframes 

Category Name Description Timeframe Criteria 

CAT 1 

Unauthorized 
Disclosure of 
Confidential or 
Sensitive Information 

An unauthorized deliberate or 
accidental disclosure of 
information deemed as 
“confidential” or “sensitive” 

Immediately upon 
discovery/detection 

CAT 2 
Unauthorized 
Information Resource 
Access 

An unauthorized logical or 
physical access to information 
resources 

Immediately upon 
discovery/detection 

CAT 3 
Denial of Service 
(DoS) 

An attack that prevents 
legitimately authorized users 
from accessing information 
resources 

Within one hour of 
discovery/detection 
and the attack is still 
ongoing  

CAT 4 Malicious Code 
A virus, worm, Trojan horse, or 
other code-based entity with the 
intent of harming a host 

Immediately upon 
discovery/detection 

CAT 5 
Unauthorized Facility 
Access 

The entry of unauthorized 
personnel into a secured work 
area 

Immediately upon 
discovery/detection 

CAT 6 

Theft or Loss of 
Information 
Resources and 
Assets 

The theft or loss of an 
information resource: data, 
equipment, etc. 

Immediately upon 
discovery/detection 

CAT 7 
Violation of Security 
Policy 

The violation of security policy 
without granted approval for 
exception 

Immediately upon 
discovery/detection 

CAT 8 Inappropriate Usage 
A violation of the Acceptable 
Use policy 

Within 24 hours 

CAT 9 Probes and Scans 

Any activity that seeks to access 
or identify information about a 
specific asset/resource without 
causing harm or compromise 

Weekly; Within one 
hour if information 
resources are 
deemed confidential 
and critical 

CAT 10 Miscellaneous 
Any other incident that cannot 
be categorized but requires 
further investigation 

Requires continuous 
updates throughout 
investigation 

Appendix B 
Supporting Information 
This document is supported by the following information systems security standards: 

 IR Security Controls must not be bypassed or disabled 
 Security awareness of personnel must be continually emphasized, reinforced, updated 

and validated 
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 All personnel are responsible for managing their use of IR and are accountable for their 
actions relating to IR Security. Personnel are also equally responsible for reporting any 
suspected or confirmed violations of this policy to the appropriate management 

 Passphrases, Personal Identification Numbers (PIN), Security Tokens (i.e., Smartcard), 
and other computer systems security procedures and devices shall be protected by the 
individual user from use by, or disclosure to, any other individual or organization. All 
security violations shall be reported to the custodian or owner’s department 
management 

 Access to, change to, and use of IR must be strictly secured. Information access 
authority for each user must be reviewed on a regular basis, as well as each job status 
change such as: a transfer, promotion, demotion, or termination of service 

 The use of IR must be for officially authorized business purposes only. There is no 
guarantee of personal privacy or access to tools such as, but not limited to; email, Web 
browsing, and other electronic discussion tools. The use of these electronic 
communications tools may be monitored to fulfill complaint or investigation requirements. 
Departments responsible for the custody and operation of computers (custodian 
departments) shall be responsible for proper authorization of IR utilization, the 
establishment of effective use, and reporting of performance to management 

 Any data used in an IR system must be kept confidential and secure by the user. The 
fact that the data may be stored electronically does not change the requirement to keep 
the information confidential and secure. Rather, the type of information or the information 
itself is the basis for determining whether the data must be kept confidential and secure. 
Furthermore, if this data is stored in a paper or electronic format, or if the data is copied, 
printed, or electronically transmitted the data must still be protected as confidential and 
secured 

 The department which requests and authorizes a computer application (the owner) must 
take the appropriate steps to ensure the integrity and security of all programs and data 
files created by, or acquired for, computer applications. To ensure a proper segregation 
of duties, owner responsibilities cannot be delegated to the custodian 

 The integrity of general use software, utilities, operating systems, networks, and 
respective data files are the responsibility of the custodian department. Data for test and 
research purposes must be de-personalized prior to release to testers unless each 
individual involved in the testing has authorized access to the data 

 On termination of the relationship with the department, users must surrender all property 
and IR managed by the department. All security policies for IR apply to and remain in 
force in the event of a terminated relationship until such surrender is made. Further, this 
policy survives the terminated relationship 

 All computer software programs, applications, source code, object code, documentation 
and data shall be guarded and protected as if it were state property 

 All computer systems contracts, leases, licenses, consulting arrangements or other 
agreements must be authorized and signed by an authorized TxDMV officer and must 
contain terms approved as to form by the Legal Department, advising vendors of TxDMV 
IR retained proprietary rights and acquired rights with respect to its information systems, 
programs, and data requirements for computer systems security, including data 
maintenance and return 
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 Custodian departments must provide adequate access controls in order to monitor 
systems to protect data and programs from misuse in accordance with the needs 
defined by owner departments. Access must be properly documented, authorized and 
controlled 

 All departments must carefully assess the risk of unauthorized alteration, unauthorized 
disclosure, or loss of the data for which they are responsible and ensure, through the 
use of monitoring systems, that the agency is protected from damage, monetary or 
otherwise. Owner and custodian departments must have appropriate backup and 
contingency plans for disaster recovery based on risk assessment and business 
requirements 

 All commercial software used on computer systems must be supported by a software 
license agreement that specifically describes the usage rights and restrictions of the 
product. Personnel must abide by all license agreements and must not illegally copy 
licensed software. The IRM through IS reserves the right to remove any unlicensed 
software from any computer system 

 The IR network is owned and controlled by IS. Approval must be obtained from IS  
 before connecting a device that does not comply with published guidelines to the 

network. IS reserves the right to remove any network device that does not comply with 
standards or is not considered to be adequately secure 

 The IRM through IS reserves the right to remove any non-business related software or 
files from any system. Examples of non-business related software or files include, but 
are not limited to: games, instant messengers, pop email, music files, image files, 
freeware, and shareware 

 IR computer systems and/or associated equipment used for business that is conducted 
and managed outside of TxDMV control must meet contractual requirements and be 
subject to monitoring 

 All changes or modifications to IR systems, networks, programs or data must be 
approved by the owner department that is responsible for their integrity 

 External access to and from IR must meet appropriate published department security 
guidelines 
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1 Introduction 

1.1 P
urpose 

The primary goal of the Change Management process, according to ITIL standards, is “to ensure that standardized 
methods and procedures are used for efficient and prompt handling of all Changes, in order to minimize the impact 
of any related incidents upon service.”  

Changes to the IT infrastructure may be reactive. Change Management can also proactively seek to improve 
efficiency and effectiveness.   

This document defines the process for managing change tickets from initiation and recording to completion and 
closure. 

1.2 S
cope 

This process pertains to all Changes being managed in accordance with the Change Management Process for 
DIR/DCS Customer. 
Typically it covers any change or possible change (i.e., relating to a proposal) affecting: 

 Hardware 

 System software 

 Application software 

 Communication equipment and software 

 Documentation and procedures regarding the management and maintenance of the supported 

systems 

1.3 P
olicy Statements 

 A change is defined as: 

o Any addition, modification, movement, or deletion that impacts the IT infrastructure or IT 

services. This includes all Configuration Items defined as in scope. 

 
 All Requests for Change (RFC) must be recorded in ITSM. 

 All Changes must be authorized before being implemented. 

 All Changes that impact or modify a configuration item come within the scope of the Change 
Management process to ensure compliance of the CMDB. 

 All RFCs shall be assessed for risk, impact, and urgency. 

 All RFCs entered into the Change Management System, excluding Standard Changes and No Impact 
Changes require successful completion of testing prior to the implementation. In the case where 
there is no test environment, post Implementation testing/validation can be performed. 

 Any RFC, except for Emergency Changes, must be submitted in time for an appropriate pre‐
assessment prior to the authorization and implementation of the Change.   
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 All emergency changes must be submitted for approval no more than 72 hours following the 
associated incident remediation.  These are changes which are related to a P1/P2 incident ticket 
where a break/fix Incident required immediate resolution. The Change Coordinator must submit the 
emergency change request for approval per the normal change management process. 

 Unauthorized changes, which have been executed without approval, will require the Change 
Coordinator to create and complete a proper RFC so that the failed change can be properly 
represented in the ticketing system. 

 Incident tickets may be opened during the change window to engage other Support Groups.  
Incidents that are resolved within the allotted change window and did not impact other DCS 
Customers are considered successful changes. 

 Changes that require customer communication plans as part of the change will require that the 
Change Coordinator execute the plan as part of the change request.  Failure to execute the 
customer communication plan will result in the change being marked as a failed change. 

 Standard Changes are pre‐approved by Change Management. Because Standard Changes are pre‐
approved, they are not reviewed in the weekly DIR/DCS Customer CAB meetings. 

 Standard Changes are low to zero‐risk, transparent to other Agencies, and are usually related to 
routine maintenance in either the Production, Development, or UAT environments. 

 All Standard Changes must meet agreed upon criteria as follows: 

o Is usually initiated by the support organization, 

o Is low risk to DIR/DCS Customer, 

o Is a repeatable documented change , with tasks that are well known, and 

o Is pre‐authorized ‐ authority is given in advance. 

Refer to Appendix E: Standard Change Details and WI-404-15 Create, Classify, and Submit Standard Change 
Template. 
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2 Process Description 

The Change Management lifecycle is designed to prevent unauthorized Changes being promoted into 
the live environment, thereby endangering the service being provided. While there are a number of 
Process stages that a Change must progress through before it is allowed to go live, the process must be 
flexible enough to accommodate all types or Classes of Changes (Refer to Appendix B for types of 
Change Class) 
 
Process stages include: 

 Change Initiation and Recording 

 Change Review and Authorization (Approval to Proceed) 

 Change Planning and Scheduling (Approval to Implement) 

 Change Implementation 

 Change Completion and Closure 

 

This process outlines each of the stages above and includes a continuous improvement stage for the change 
management process. Each stage is broken into a number of activities that are comprised of detailed tasks. 

 

Change Management Process Overview Flowchart 
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3 Procedures 

3.1 C
hange Initiation and Recording 

The purpose of this procedure is to provide details of the activities undertaken to create and log a Request for 
Change (RFC) once a need for change has been identified. It covers the activities needed to complete the initial 
recording, Impact Urgency and Priority Assessment and Classification of the Change. 

 Request  for  change  is  created  by  SCP  Change  Coordinator,  based  on  request  from  DIR/DCS 

Customer via a Service Request.  

 Any change as part of the Incident resolution should follow Change Management process and is 

recorded in the ITSM by the SCP Change Coordinator. 

 SCP  Change  Coordinator  may  also  generate  Change  requests  proactively  or  as  a  result  of 

activities in the Problem Management, Service Level Management or any other processes. 

In order to respond appropriately to an RFC, it is essential that a considered approach is undertaken in respect of the 
assessment of risk and business continuity, impact, resource requirements, and Change approval. This is essential to 
maintain a proper balance between the need for Change and the potential negative impact of the Change. 
Work Instruction titled Create, Classify and Submit RFC provides guidance to create a Change, Classify and 
determine the Impact, Urgency and Risk of the Change. 
	
Overview	

Change Initiation and Recording 
 
Procedural	Steps 
1. Gather Change Information 
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The SCP Change Coordinator gathers the change information and supporting documentation 

required to generate the Request for Change (RFC). This activity can involve consultation with 

DIR/DCS Customer, technical and support teams, or other ITSM records to ensure that all of the 

required information can be sourced. 

 

Note: ITSM Change record should be created for all Change requests affecting Production, 

Development, Test, Pre‐Prod/Training and UAT environments. 

 

2. Access ITSM  

When the information is available, the SCP Change Coordinator then accesses the Change tool to 

create the RFC. 

 

3. Determine if Standard Change 

Once the RFC is logged the SCP Change Coordinator determines if the Change is a Standard Change 

(Pre‐Authorized Change). 

 Standard Change? 

o If Yes, continue to Step 4 
o If No, continue to Step 5 

 

4. Apply Change Template 

The SCP Change Coordinator applies the Change Template to the Change record and completes RFC 

detail. Change Template includes information such as Summary, Notes, Risk, Impact, Urgency, 

Operational and Product Categorizations, and Tasks. 

 

5. Complete Initial Recording of the RFC  

Using the information gathered in Step 1, the SCP Change Coordinator populates the input screen(s) 

of ITSM to create the initial RFC. Mandatory and optional information are included. The SCP Change 

Coordinator should supply as much information as possible to support the requested change. 

 

Note: When Change Requests are raised as a resolution to an Incident or Problem record, the source 

record number should be cross‐referenced or related. In this manner, the link between the 

Incident/Problem and its resolution is readily apparent creating the required audit association/trail. 

 

Note: Request for Change (with Class of Normal) follows the defined Lead times for submission. 

Refer to Appendix D for details on Lead time. 
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6. Assess Change Class, Impact, Urgency, and Risk 

The SCP Change Coordinator determines the Change Class, Urgency, the Service Impact and Risk 

Assessment of the Change. Once the Change Class, Urgency, Impact and Risk Assessment are 

complete, the information is added to or updated in the RFC record.  

 

Note:  

o Cost associated Change requests should be greater than Risk Level 5 
 

7. Add Requester Information 

Enter DIR/DCS Customer requester information as needed. Requested For information can be 

modified only when the change is in the Initiate stage. The Requested For information provides 

details about the company, user details, organization and department for which the request has 

been created. 

 

8. Add Classification Information 

Classification information such as Operational and Product Categorization is used to show which 

products and services are affected by the request and what action occurs with the RFC. This 

information is helpful when the request goes through the approval process. 

 

9. Relate Affected CIs 

The SCP Change Coordinator relates the change to the affected Configuration Item (CI). The change 

request may also be related to other change requests, an asset configuration, incidents, problems, 

or Work Orders. 

Note: 

o Missing or incorrect CI information pertaining to the asset will be the responsibility of the 
Change Coordinator to correct in the CMDB.  Change Coordinator will complete the 
necessary documentation and submit the CMDB update with the RFC accordingly. 

 

10. Submit Change 

The SCP Coordinator submits the request to the Change Manager in line with agreed lead‐times. 

 

Note:  Work Instruction Create, Classify and Submit RFC, provides the following guidance: 

 Apply Change Template 

 Complete the initial recording of the RFC 

 Determine the Impact, Urgency and Risk of the Change 

 Add Requester Information 

 Add Classification Information 
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 Add affected CIs 

 Submit a Change 

3.2 C
hange Review and Authorization 

During this phase of the process, procedures are undertaken to ensure submitted changes are properly 
reviewed, assessed and detailed before the planning and scheduling of the change implementation 
takes place. SCP and MSI are required to ensure impact to the business operations and services are 
assessed and approved. 

3.2.1 Finalize Assessment of Change  
 
This procedure documents the activities required to finalize the details of the RFC and assign additional Internal 
approvers when necessary. 
Note: It is essential that only suitably assessed RFCs are assigned to DIR/DCS Customer for progression.
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Overview 

 Finalize Assessment of Change  
 

Procedural Steps 

1. Confirm Classification of Change 

The MSI Change Manager reviews the scope and content of the RFC to ensure that the original 

classification (Change Class, Operational Categorization and Product Categorization) is relevant. If 

necessary, the Change Class and/or Operational Categorization and Product Categorization are 

amended to reflect the actual Category.  

 

Refer to Appendix A for Change Class, Operational and Product Categorization descriptions. 

2. Confirm Change Design and Estimate 
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The MSI Change Manager in conjunction with the SCP Change Coordinator Teams performs an 

assessment to determine and confirm the overall scope, design and estimate for the change. A 

review of the design solution, estimates, product and service impacts and implementation activities 

is also conducted. 

 

Note: This should include the Change Template Notes+ section that summarizes the build, test, 

back‐out plans, etc. (located in the work‐info item section as appropriate). The purpose is to fully 

understand the implications of the Change, the resources required to make it happen, the 

associated risks, and the proposed implementation time‐scales.  Specific deliverables for each 

change are required as input to change approvals.  These can vary from test plans, implementation 

plans, back‐out plans, and communications plans, depending on the size and business impact of the 

change.  

3. Review Disaster Recovery Provision and Plans 

The MSI Change Manager will review the RFC to determine what effect it might have on the current 

DR provisions and Security plans. When it does the MSI Change Manager would ask the SCP Change 

Coordinator to consult with the SCP Service Continuity Delivery Team or Security Officer to complete 

this activity. 

 

In particular Changes to hardware (e.g. processor and memory upgrades or storage increases, 

software (e.g. new releases or patches) and backup requirements must carefully be evaluated to see 

whether Disaster Recovery provision will be affected and will need to change in light of the Change. 

If a need to update the change request is identified to address amendments to DR requirements the 

requirements should incorporated into the change and the associated tasks managed appropriately. 

 

Refer to Work Instruction Change Assessment Guidelines for guidance on reviewing Disaster 

Recovery Provision and Plans.  

4. Identify Capacity and Availability Implications 

The MSI Change Manager will also undertake an impact assessment through consultation with the 

appropriate SCP Technical teams in order to identify if there are any capacity and availability 

implications. Also any changes to the Capacity and Availability Management plans, if available, 

should also be identified. 

 

If a need to update the change to address amendments to the Capacity or Capacity Plan is identified, 

the requirements should be incorporated into the change and the associated tasks. 
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Refer to Work Instruction Change Assessment Guidelines for guidance on Identifying Capacity and 

Availability Implications.  

5. Finalize Risk Assessment 

The MSI Change Manager now reviews the Risk Assessment to determine if the initial Risk 

Assessment allocated, is correct using the agreed Risk Definitions for the engagement. If necessary 

the Risk Assessment is amended to reflect the updated RFC. The Risk Assessment is completed to 

identify the change risk and identify further actions to take to manage risks during the change. Any 

changes to Risks categories should be in agreement with DIR/DCS Customer. 

 

Refer to Work instruction Change Risk Definition for guidance on reviewing the Risk Assessment  

6. Determine if additional review approvers are required 

The MSI Change Manager identifies if any additional Approvers are required for Review, 

governance, implementation, or sign off approval. 

 Review Approvers required? 

o If Yes, continue to Step 7 
o If No, continue to procedure 3.2.2 Obtain Approval to Proceed 

7. Add Additional Review Approvers 

The Change Coordinator updates the RFC to reflect the amended requirements. 

The Work instruction Add Ad‐Hoc Approvers provide details to add an Ad‐Hoc approver. 

On completion of these activities, continue to procedure 3.2.2 Obtain Approval to Proceed. 

 

3.2.2 Obtain Approval to Proceed  
The purpose of this procedure is to document the activities required to obtain approval from both SCP Approver and 
MSI Change Manager, in order to initiate the building and testing of the change based upon the completed and 
approved Request for Change (RFC). 
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Overview 

 Obtain Approval to Proceed 
 

Procedural Steps 

1. Determine if SCP Approval is required? 

The MSI Change Manager is responsible for determining whether the RFC requires SCP Approval in 

line with defined requirements  

 SCP Approval Required? 

o If Yes, continue to Step 2  
o If No, continue to Step 3 

 

2. SCP Approval Required 

The SCP Approvers consider the RFC for approval and approve or reject change 

 Approve Change? 

o If Yes, continue to Step 3 
o If No, continue to Step 4 
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The Guidelines for Change Review and Approval ‐ Internal Work Instruction provides information to 
review and Approve RFC. 
 

3. MSI Change Management Approval Review 

The MSI Change Manager reviews and validates the RFC including the Implementation and Back‐Out 

plans, resource requirements and any additional information. 

 Approve Change? 

o If Yes, continue to Step 7  
o If No, continue to Step 4 

The Guidelines for Change Review and Approval - Internal Work Instruction provides information to review 
and Approve RFC. 

 

4. Determine if Change should be deferred 

The Review Approvers decide whether the RFC is deferred. 

 Defer Change? 

o If Yes, continue to Step 5 
o If No, continue to Step 6 

 

5. Issue Deferral Notification 

The Review Approver(s) may choose to defer the change due to a requirement for additional 

information. If this decision is made, the RFC is updated with the reasons for rejection and returned 

to the SCP Change Coordinator.  

 

Continue to Procedure 3.2.1 Finalize Assessment of Change where the SCP Change Coordinator 

provides additional information and resubmits the change for Assessment.  

6. Cancel RFC 

The MSI Change Manager may choose to cancel the change for various reasons. If this decision is 

made the RFC is updated with the reasons for rejection and returned to the SCP Change 

Coordinator. 

 

The Cancel Request for Change Work Instruction provides information to cancel the RFC. 

 

7. Issue advance Notification of Change 

The MSI Change Manager issues an Advance Notification of Change via email. This notification is 

used to communicate with parties that will potentially be involved in the development, 
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implementation, and support activities for the change. It ensures proper consultation and 

awareness of the proposed need for their full involvement at the subsequent stages of the Change 

Management process relating to the specified change. As a result, the notified teams will then be 

able to begin a preliminary assessment of the potential work and resource requirements required to 

action the proposed change. 

 

On completion of these activities, or where indicated, continue to procedure 3.3.1 Enter on Change 

Schedule and Communicate. 

 

3.3 C
hange Planning and Scheduling 

In this stage, the SCP Change Coordinator determines the detailed tasks involved in the change and the MSI Change 
Manager adds RFC to the Forward Schedule of Change (FSC). 

Forward Schedule Calendar will be maintained and updated by the MSI Change Manager after review approval of 
each Change. Forward Schedule Calendar will be distributed or posted in SharePoint by the MSI Change Manager.  
Forward Schedule Calendar would be in Excel format and include details such as the following: 

 Change ID 

 Summary 

 Notes 

 Change Type 

 Change Class 

 Impact 

 Risk 

 Urgency 

 Priority 

 Change Reason 

 Service 

 Related CI 

 Scheduled Start Date 

 Scheduled End date 

 

3.3.1 Enter on Change Schedule and Communicate 
This procedure documents the activities required to enter the details of the change on the Change Schedule and 
communicate the details to all stakeholders.



Page 90 of 121 
 
 

Overview 

 Enter on Change Schedule and Communicate 
 

Procedural Steps 

1. Validate Change Information 

The SCP Change Coordinator reviews and validates the plans for the change request based upon the 

results of the prior approval activity. 

 

This step includes revising the detailed estimating of both the time the project will take and any 

applicable downtime, including the change in the FSC calendar, creating maintenance and blackout 

windows, scheduling additional changes, and so on. 

 

2. Create tasks, establish schedules and plans 

The SCP Change Coordinator creates tasks to meet the scheduled change implementation date. The 

tasks also incorporate estimates for both the time that the project will take and any applicable 

downtime, registers available or unavailable time segments to perform the change, and establishes 
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schedules and plans. Where applicable, templates that outline the tasks for common changes are 

utilized in the creation of the scheduled change. 

 

Refer to Work Instruction Guidelines for Change Planning for details to create Tasks. 

 

3. Update Change Schedule 

The MSI Change Manager/SCP Change Coordinator updates the Change Schedule with the details of 

the relevant approved RFC. 

 

4. Distribute Change Schedule 

The MSI Change Manager/SCP Change Coordinator publishes/distributes the change schedule at 

agreed intervals to ensure that it is made available to all stakeholders. 

 

5. Assign Change to Build and Test Team(s) 

The MSI Change Manager/SCP Change Coordinator then assigns the change activities and associated 

plans to the relevant Change Builders and Testers (Technical Teams) to allow the initiation of the 

planning activities. The MSI Change Manager/SCP Change Coordinator ensures the RFC is updated 

with the assignment information and planning output as necessary.  

 

Refer to Work Instruction Guidelines for Change Planning to create Assign Change to Build and Test 

teams. 

 

6. Determine if Change Activities should be accepted 
On receipt of the Change Activities, the SCP Change Builders (Technical Teams) and Change Testers 

determine whether or not to accept the allocated activities. 

 Accept Change Activities? 

o If Yes, continue to next Procedure 3.3.2 Build and Test Change 
o If No, continue to Step 7 

 

7. Reject Activities 
If activities are incorrectly assigned, the activities are rejected and the MSI Change Manager/SCP 

Change Coordinator is notified. 
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The Rejected change request criterion is as follows: 

Changes may be rejected where Change Management compliance requirements have not been met when the 
Change Coordinator has moved the change request to Status* = “Scheduled for Review”.  
Change requests will be rejected if:  

 The change request was not approved in Change Advisory Board meeting 

 The Change Coordinator failed to attend the Change Advisory Board meeting to represent 
the change request as failure to attend the scheduled DIR/DCS Customer Change Advisory 
Board meeting is an automatic rejection and the change request approval is postponed until 
the next subsequent meeting 

 Required artifacts or attachments are not attached in the change request 

Rejected changes are modified by the Change Coordinator and once all the criteria have been met or any 
deficiencies remediated, the change request can be restarted. 

 

 

8. Re‐assign Build/Test Activities 
The MSI Change Manager/SCP Change Coordinator re‐assigns any incorrectly assigned activities and 

updates the change record accordingly. 

 

On completion of these activities, continue to procedure Capgemini Deliver – 3.3.2 Build and Test 

Change. 

 

3.3.2 Develop and Test Change Procedure 
This procedure documents the activities involved in the build and testing of the change prior to seeking approval to 
implement. 
Note: In cases where there is no test environment, Post Implementation testing/validation can be performed.



Page 93 of 121 
 
 

Overview	

Develop and Test Change Procedure 
 

Procedural Steps 

1. Oversee Development Progress 

The SCP Change Coordinator oversees the build activity undertaken by the SCP technical teams. The 

MSI Change Manager monitors the progress of the build to ensure that the activities are completed. 

The SCP Change Coordinator ensures that the Change record is updated with the progress and 

outcome of the build activity. 

 

Note: The build can consist of both parallel and linear tasks and the order in which the tasks are 

completed as detailed in the associated plan(s). 

 

2. Undertake Change Development activities 

The SCP Technical Teams initiate and continue work on the assigned build activities.  

 

The Change Build and Test policy provides information. 
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 Is Development Complete? 

The SCP Change Builder determines if the build activity is complete and updates the Change 

record accordingly. 

o If Yes, continue to step 6 
o If No, continue to Step 3 

 

3. Refer Development Issues 

If there are issues with a build task(s), the SCP Change Builder(s) refers these back to the SCP Change 

Coordinator. 

 

4. Review and Address Development Issues 

The SCP Change Coordinator reviews the issues and ensures the change record is updated 

accordingly. In consultation with the appropriate SCP Technical teams and Change Implementers, an 

Action plan is made to address the issues raised. 

 

5. Oversee Testing Activity 

The SCP Change Coordinator oversees the build activity undertaken by the Testers. The MSI Change 

Manager monitors the progress of testing to ensure that the activities are completed. 

 

The SCP Change Coordinator ensures that the Change record is updated with the progress and 

outcome of the testing activity. 

 

6. Undertake Testing Activity 
The SCP Change Testers undertake the testing activity as detailed in the Test plan.  

 

Note: Where appropriate users will be involved in the testing activity. The Change Build and Test 

policy provides information. 

 Is Testing Complete? 

The SCP Change Testers determine if the test activity is complete and update the Change record 

accordingly. 

o If Yes,  continue to Procedure 3.3.3 Obtain Authorization to Implement Change 
o If No,  continue to step 7 

 



 

Page 95 of 121 
 
 

7. Refer Testing Issues 
If there are issues with testing, the Support/Test Team (s) will refer these back to the SCP Change 

Coordinator and/or the MSI Change Manager. 

 

8. Review and Address Testing Issues 
The SCP Change Coordinator reviews the issues and ensures that the change record is updated 

accordingly. In consultation with the appropriate SCP Technical teams and Change Implementers an 

Action Plan is made to address the testing issues raised. 

Upon successful completion of the tests, continue to the next procedure Capgemini Deliver – 3.3.3 
Obtain Approval to Implement Change. 

 

3.3.3  Obtain Authorization to Implement Change 
This procedure documents the activities undertaken to review the outcome of the change build and test activity in 
order to gain authority for change to be implemented. 
Overview	

Obtain Authorization to Implement Change 
 

Procedural Steps 

1. Determine if Standard Change? 
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The MSI Change Manager/SCP Change Coordinator determines if the change is a Standard Change. 

 Standard Change?  

o If Yes, continue to 3.4.1 Change Implementation Procedure 
o If No, continue to Step 2 

 

2. Review testing Activity  

The MSI Change Manager along with SCP Change Coordinator determines if all of the testing output 

and related information is available to undertake the review of the testing activity against the 

agreed expectations and determines if the outcomes are complete and as expected. 

 Test Outcome Satisfactory? 

o If Yes,  continue to Step 5 
o If No, continue to Step 3  

 

3. Assess Build and Test Issues 

The SCP Change Coordinator consults with the SCP Change Builders and Testers to clarify the issues 

and determine if the outcome is acceptable or if additional information is required.  

 Additional Activity Required? 

The MSI Change Manager in consultation with SCP Change Coordinator determines if 
additional build/test activity is required. 

o If Yes,  continue to Procedure 3.3.2 
o If No, continue to Step 4 

 

4. MSI Change Management Governance Approval Review 

The MSI Change Manager updates/Approves the Change record and makes a recommendation to 

DIR/DCS Customer Change Approver(s) as to whether to authorize the implementation of the 

change.  

 

In case of Expedited Change requests, the MSI Change Manager requests Email approval from 

DIR/DCS Customer only when the following criteria has been met 

 The Change Coordinator has requested email approval from their respective Manager and 
Service Delivery Manager (SDM) and attached approvals to CRQ 

 Change coordinators are required to attach approvals from their respective Service Delivery 
Manager (SDM) and attach approvals to their respective CRQ, before it can be considered 
for submission for CAB or DIR/DCS Customer approval. 

 Any expedited changes that do not meet the requirements as stated will not be approved 
and must wait until the DIR/DCS Customer’s next scheduled CAB meeting. 
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Expedited changes as a result of poor planning and/or time management will not be allowed.  The expedited 
change must meet the above stated criteria and therefore meet the requirement as a true business need for 
DIR/DCS Customer.   
The request for change must be complete, compliant, and in scheduled for review status with all required 
approvals in order to proceed.   
All reasonable effort must be made to bring the expedited change request forward before close of business for 
that day. 
The Work Instruction Guidelines for Change Review and Approval‐ Governance provide information 

to review and approve a Change record. 

 

5. Implementation Approval 

The DIR/DCS Customer Change Approver(s) decides if the change can be implemented. DIR/DCS 

Customer approves the Change in a CAB Meeting or via email. DIR/DCS Customer has the ability to 

approve/reject a cost Change. 

 

The Work Instruction Guidelines for Change Review and Approval‐ Implementation provides 

information to review and approve a Change record. 

 Implement Go?  

o If Yes,  continue to Procedure 3.4.1 Change Implementation  
o If No, continue to step 6 

 

6. Determine if Change should be deferred? 

The DIR/DCS Customer Change Approver(s) decide if the change should just be deferred until a later 

date or whether it should be cancelled. 

 Implementation Deferral? 

o If Yes, Go to Step 3 
o If No, continue to step 7 

 

7.  Notification to Cancel Change  

The DIR/DCS Customer Change Approver(s) decides that the change cannot be implemented and 

that the change will be cancelled. The DIR/DCS Customer Change Approvers notify the MSI Change 

Manager of the decision. 

 

The SCP/MSI Change Coordinators decides that the change cannot be implemented and that the 

change will be cancelled.  Change Coordinator notifies the Change Manager and must notify DCS 

Customer Change Representative to ensure any DCS Customer Scheduled resources that may have 

been scheduled for this change are notified of cancellation of change. 
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8. Change Cancellation 

The MSI Change Manager updates the change record with the reasons for cancellation and notifies 

the SCP Change Coordinator of the decision. 

 

3.4 C
hange Implementation 

In this stage, the SCP Change Implementers perform the approved actions for the CIs that need repair, update, 
replacement, and so on. As the activities are completed, the results are documented in the RFC.  

Overview	

 Change Implementation 
 
Procedural	Steps 
1. Allocate Implementation Task(s) 

The SCP Change Coordinator ensures that the SCP Change Implementers are supplied with the 

implementation task(s) and plans. 

 

2. Oversee the Implementation Activity 

The SCP Change Coordinator oversees the Implementation activity and updating of the Change 

record by the SCP Technical and Support teams once they have completed their actions/tasks. 

 

3. Implement Task(s) as Scheduled 
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The identified SCP Implementation teams accept the implementation task(s) and action as agreed. 

 

Refer to Work Instruction Change implementation for details to implement tasks. 

 

4. Determine if Change is Successful  

The SCP Change Implementer determines if the change implementation has been successful and 

informs the MSI Change Manager of the outcome. 

 Is Change Successful? 

o If Yes, continue to Step 5 
o If No,  continue to Step 6 

 

5. Record Task Results 

After finishing the task, the SCP implementer records the task result. 

 

Refer to Work Instruction Change Completion for details to complete a Change record. 

 

6. Implement Back‐Out Plan 

The SCP Change Implementers undertakes the Back‐Out plan in order to back out the change and 

notifies the MSI Change Manager to ensure change record is updated. 

 

Note: Prepare and document the Back‐Out Plan in advance of every change, so that the 

implementer can restore the quality of the IT infrastructure with minimum impact on service quality 

should some error occurs after the change has been implemented. 

 

Continue to procedure 3.5.1 Initial Review and Change Sign‐off. 

 

3.5 C
hange Completion and Closure 

Upon completion of the change, the SCP Change Coordinator ensures that any follow‐up actions are 
addressed, such as requesting a Problem Investigation for a failed change. 
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The review confirms that the Change met its objectives, that DIR/DCS Customer are satisfied with the 
results, that there have been no unexpected impacts or, in the event of a failed or unsuccessful change, 
the reasons are examined and lessons learned are documented for use in future like changes.  
 
Failed changes are reviewed with the Customer in their next subsequent CAB meeting after RFC closure has been 
completed.  The failed change is also reviewed in the DCS Failed Change Meeting, held every other week and is a 
forum which requires the attendance of Support Group Team Lead.  The Agenda is sent to each Team Lead and 
requires them to speak to the failed changes being reviewed in the meeting.  The Failed Change Meeting is a 
lesson learned meeting to which the remediation may also spawn the creation of a PBI ticket for corrective actions 
to be enacted for chronic issues. 
Unauthorized changes conducted in the IT environment without a compliant and approved CRQ requires the 
Change Coordinator to enter and complete a CRQ in Remedy so that the change to the environment can be 
properly reflected in the CMDB.  The change is marked with Status* = Unauthorized Change for tracking and 
reporting.  The change will be part of the missed SLA report in the Reporting System (Service Flow) and is subject 
to the same scrutiny as all other failed changes. 

If the review is satisfactory, the RFC is formally closed in the Change tool.	

3.5.1 Implementation Review and Change Sign-off 
Following the change implementation process ensures that associated records are updated, expectations are met, and 
that the Change is signed off appropriately. 
This procedure ensures that the Change record is updated to show implementation occurred as scheduled and per 
agreed script. Once these steps are validated, the change record is closed and the changes to the CI are recorded in 
the CMDB as appropriate if not done via discovery.
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Overview 

 
Implementation Review and Change Sign-off 
 

Procedural Steps 

1. Determine if CMDB is Present 

The MSI Change Manager undertakes the appropriate steps if a CMDB is available. 

 Is CMDB Present? 

o If Yes, continue to Step 2 
o If No,  continue to Step 3 

 

2.  Update the CMDB 

The SCP Change Coordinator ensures that the CMDB is updated by the SCP Change Implementer with the actual 

state of the associated configuration items (CIs) following the implementation of the change. 

 

Steps are undertaken to ensure that the CMDB update has been made by the SCP Asset and Configuration Team and 

that the proper verification has been made by the MSI Asset and Configuration Team.  

 

The SCP Change Coordinator must proactively determine whether the RFC will change to the affected CI Software 

Tier Matrix (STM) 
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Appendix F provides procedure steps to review and update the CMDB Service Tier Matrix (STM) accordingly. 

 

3. Review On Time  

The SCP Change Implementers determine if the change is implemented in line with the agreed time scales. The 

change record is then updated with the outcome of this validation 

 

4. Information for Re‐Use 

The SCP Change Coordinator ensures that the SCP Change Implementer reviews the change record to determine if 

all the required information is recorded. The SCP Change Implementer determines if any of the recorded 

information can be used as a reference for future changes such as the Change Work book, implementation, back‐out 

plans, etc. If so, the change artifacts are stored in a central repository for easy access to be used for future like 

changes. 

 

5. Review Additional Success Criteria 

The SCP Change Coordinator reviews the change outcome against any additional criteria, if applicable, and 

documents the results in the change record. 

 

6. Validate Completed Change  

The MSI Change Manager reviews the information contained within the change request to determine if agreement 

to sign off the change can be sought from the Requester. 

 

The Work Instruction Validating Completed Change provides information to validate a Change. 

 Validate Change Sign‐Off? 

o If Yes,  continue to Step 7 
o If No,  continue to Procedure 3.4 

 

7. Review Implemented Change 

The DIR/DCS Customer determines if sign‐off of the change based on the assessment and review of the 

implemented change is possible. 

 

Note: Under some defined circumstances, usually where a change model is applied, the MSI Change Manager may 

be authorized to sign off the change. 

 Agree Sign‐Off? 

o If Yes,  continue to Procedure 3.5.2 PIR and Change Closure  
o If No,  continue to Procedure 3.4 
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3.5.2 Post Implementation Review and Change Closure 
Once the change has been signed‐off, a Post Implementation Review (PIR) may take place if requested by DIR/DCS 
Customer. Change Closure takes place when all review is completed. 
  
This procedure documents the activities required to perform the PIR if applicable and close the change. 

Overview 

 Post 
Implementation Review and Change Closure 
 

Procedural Steps 

1. Determine if PIR is required 

The MSI Change Manager determines if a PIR is required. 

 Is a PIR Required? 

o If Yes, continue to Step 2 
o If No,  continue to Step 5 

 

2. Organize and Conduct PIR 

The MSI Change Manager organizes the PIR including agenda and objectives. 

 

Note: Members of the PIR can be the same as the CAB but usually consists of those involved with scoping and 

implementing the change since they will have more knowledge regarding issues encountered and what can be 

improved for future change activities.  
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3. Contribute to PIR 

The PIR members provide input to the meeting. 

 

4.  Document PIR Outcome 

The MSI Change Manager documents the outcome of the PIR. 

 

5. Review and Validate Change 

The MSI Change Manager reviews and validates the information documented in the change request.  

 

The Work Instruction Guidelines for Change Review and Approval ‐ Close Down provide information to review and 

Validate the Change. 

 Review Change Closure? 

o If Yes, continue to Step 6 
o If No,  continue to Procedure 4.5.1 

 

6. Close Change 

Following validation to close the RFC, the MSI Change Manager closes the Change updating the record with the time 

and date of closure. Following closure the change record should not be updated or amended. The MSI Change 

Manager must be consulted if any deviance from the agreed policy is necessary. ITSM Emails are sent to DIR/DCS 

Customer stating that the change has been closed. 

 

The Work Instruction Guidelines for Change Review and Approval ‐ Close Down Approval provide information to 

close the change. 

 

7. Closure Notification 

The MSI Change Manager notifies the SCP Change Coordinator and/or DIR/DCS Customer of closure of the Change. 

 

On completion of these activities the Change Management process is complete.
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4 Roles and Responsibilities 

4.1 Description of 
Roles and Responsibilities 

Role  Description 

SCP Change 
Coordinator  

The Change Coordinator is responsible for planning assigned changes. Change Coordinator 
might be working actively on the change, or coordinating the efforts of other groups or 
individuals. Their responsibilities are to: 

 Generating the Request for Change to Change Management. 

 Utilization of Change Models where appropriate for managing and 

documenting the change 

 Responsible for the development and documentation of detailed estimates 

and plans for the implementation 

 Identifying the potential risks of Changes 

 Assessing and documenting the impact and risk of both implementation and 

non‐implementation of the Change 

 Ensure Changes have been fully tested and are ready for implementation 

 Ensuring that full and valid post‐implementation test actions are defined 

and documented for approval 

 Specifying the success criteria that will be used during Sign‐off 

 Liaise with all parties (e.g. Passes approved Change requests for 

implementation to the relevant technical departments) for  

implementation and recording in ITSM 

 Keeping the Change Requester, Change Manager and other interested 

parties appraised of progress during the build phase of the Change 

 Updating and documenting any Changes to the Disaster Recovery plans and 

facilities that might be required as a result of the Change 

 Liaising with the Change Implementer to ensure there is a clear 

understanding of requirements and a smooth promotion of the Change into 

the live environment 

 Be the Project Manager where such changes are in scope 

MSI Change 
Manager  

The Change Manager owns this process and is the individual responsible for authorizing all 
Changes. Additionally their responsibilities are to:  
 Ensure agreed Requests For Change (RFC) are entered correctly in ITSM  

 Reject impractical RFCs 

 Organize CAB meetings, ensure agenda and papers are issued to participants in 

good time 

 Chair Change Advisory Board (CAB) meetings 

 Allocate Change Authority to specific RFCs 

 Review, monitor and communicate the progress and final outcome of Changes 
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Role  Description 

to all relevant parties 

 Arbitrate all Change queries 

 Ensure that full approval is granted prior to implementing Changes 

 Ensure documentation is completed and updated (e.g. Assure risk and impact 

has been assessed and entered on the RFC, confirm that full technical details 

have been entered on the RFC, assure justification for Change is evident, assure 

affected system(s) are stated) 

 Ensure a back‐out plan is in evidence and has been considered within the overall 

implementation plan to minimize impact to service availability 

 Take personal control of Expedited and Emergency Changes 

 Chair Post Implementation Review meetings as required 

 Manage any follow‐up actions identified from Post Implementation Reviews 

 Creation and distribution of daily, weekly and ad‐hoc reports (as appropriate)  

SCP Change 
Implementer 

Implementation team/person assigned to work the change, prepare it for approval and 
implement the change upon approval. Additionally their responsibilities are to:  
 Initiate and perform back‐out procedures if required 

 Document the outcome details in ITSM in an accurate and timely manner 

 Complete all required supporting documentation 

 Complete documentation to any deviation to the implementation plan 

SCP Change Builder  Initiate and complete work on the assigned build tasks 

 Determine if build activity is complete 

 Refer build issues to the MSI Change Manager or SCP Change Coordinator 

SCP Change Tester 
 

 Undertake assigned testing activity 

 Determine if testing activity is complete 

 Refer build issues to the MSI Change Manager or SCP Change Coordinator 

Change Advisory 
Board (Authority) or 
Change Approver 

The CAB is the forum where Changes are discussed, reviewed and recommended for approval 
by the Change Manager. The CAB will usually be comprised of DIR/DCS Customer, SCP, 
MSI and third party representatives who together have a clear understanding of the business 
needs as well as the technical development and support requirements of the Change. Their 
responsibilities are to: 
 Assess RFCs 

 Conduct impact/resource assessment on RFCs 

 Participate in scheduling RFCs 

 Provide advice on Expedited/Emergency RFCs 

 Recommend for approval or reject RFCs 

Change Requester 
(DIR/DCS 
Customer) 

Change Requester is the individual requesting an amendment to the environment. Their 
responsibilities are: 
 Providing a realistic implementation deadline taking into consideration 

documentation updates and post‐implementation checks and agreed Change 

window 

 Providing the formal sign‐off that the Change has been successful prior to 

Closure. 

4.2 RACI Definition 
Chart 
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RACI Definition 

Within Capgemini, roles and responsibilities are usually described using the RACI mechanism. Because 
this mechanism is widely accepted and extensively used, it serves as the basis to describe roles and 
responsibilities within DELIVER components. RACI tables show who is Responsible, Accountable, 
Consulted, and Informed for each procedural step.   

The definition of the letters used within the RACI tables is as follows: 

R  Responsible – Implying the main responsibility in delivering effort and skill  

A  Accountable ‐ Implying management (overrides R when both are implied) 

C  Consulted ‐ Implying assistance (both active and advisory) 

I  Informed ‐ Implying a requirement of the one responsible to report on the task 

4.2.1 Change Initiation and Recording RACI Chart 

  SCP Change Coordinator MSI 
Change 
Manager 

SCP Change 
Implementer 

DIR/DCS 
Customer 

1. Gather change information and 
supporting documentation 

R  C A 

2. Access ITSM  A/R    

3. Determine if Standard Change?  R A/C   

4. Apply Change Template  R A   

5. Complete Initial Recording of the 
RFC  

R A   

6. Assess Change Class, Impact, 
Urgency, and Risk 

R A C C 

7. Add Requester Information  R A   

8. Add Classification Information  R A   

9. Relate Affected CIs  R A   

10. Submit Change  R I   

4.2.2 Finalize Assessment of Change RACI Chart 

Step DIR/DCS 
Customer 

SCP Change 
Coordinator 

MSI SDM MSI 
Change 
Manager 

SCP Change 
Implementer 

1. Confirm Classification of Change   R  A  

2. Determine if Release 
Management is required? 

 R  A  

3. Confirm Change Design and 
Estimate 

C R I A C 

4. Review Disaster Recovery 
Provision 

 R A I  



 

Page 108 of 121 

5. Identify any Capacity 
Implications 

 R A I  

6. Finalize Risk Assessment   R  A C 

7. Determine if Additional Review 
approvers are required? 

 R C A  

8. Add Additional Approvers   R  A  

4.2.3 Obtain Approval to Proceed RACI Chart 

Step DIR/DCS 
Customer 

SCP Change 
Coordinator 

MSI/SCP 
Change 

Approver 

MSI Change 
Manager 

MSI 
SDM 

1. Determine if SCP Approval is 
required? 

  C A/R  

2. SCP Approval Review   C R C A 

3. MSI Change Manager Approval 
Review 

 C  A/R  

4. Determine if Change should be 
deferred 

  R A/R  

5. Issue Deferral Notification  I I R R A 

6. Cancel Change  I  I R A 

7. Issue Advance Notification of 
Change 

I C I A/R I 

4.2.4 Enter on Change Schedule and Communicate RACI Chart 

Step DIR/DCS 
Customer 

SCP Change 
Coordinator 

MSI 
Change 
Manager 

SCP Change 
Implementer 

SCP 
Support/Test 

Teams 

1. Validate Change Information   R A   

2. Create tasks, establish 
schedules and plans 

C A/R   C  

3. Update Change Schedule   C  A/R    

4. Distribute Change Schedule  I   A/R  I  I 

5. Assign Change to Build and 
Test Team(s) 

 I  A/R  I 
 

I 

6. Determine if Change 
Activities should be accepted 

 I  I  A/R  A/R 

7. Reject Change Activities   I  A/I  R  R 

8. Reassign Build/Test Activities   I  A/R  I  I 
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4.2.5 Develop and Test Change Procedure RACI Chart 

Step SCP Change 
Coordinator 

MSI 
Change 
Manager 

SCP Change 
Implementer 

SCP 
Support/Test 

Teams 

MSI SDM 

1. Oversee Development 
Activity 

R  A     

2. Undertake Development 
Build Activities 

C/I    A/R  A/R   

3. Refer Development Issues  C/I  I  A/R  A/R   

4. Review and Address 
Development Issues 

A/R  I 
 

C 

 

C 
I 

5. Oversee Testing Activity  R  A       

6. Undertake Testing Activity  I  I  A/R  A/R   

7. Refer Testing Activities  C/I  I  A/R  A/R  I 

8. Review Testing Activities  A/R  I  C  C  I 

4.2.6 Obtain Authorization to Implement RACI Chart 

Step DIR/DCS 
Customer 

SCP Change 
Coordinator 

DIR/DCS Customer 
Change Approver 

MSI Change 
Manager 

MSI 
SDM 

1. Determine if Standard 
Change? 

 R  A/R   

2. Review Testing activity    R   A  I 

3. Assess Development Issues    R   A  I 

4. MSI Change Management 
Governance Review and 
Approval 

    I  R  A 

5. Implementation Approval    C  R  C  A 

6. Determine if Change should 
be deferred? 

C  A  R  C  A 

7. Notification to Cancel 
Change 

    R  I  A 

8. Change Cancellation  I     A/R I 

4.2.7 Implement Change as Scheduled 

Step DIR/DCS 
Customer 

SCP Change 
Coordinator 

MSI 
Change 
Manager 

SCP Change 
Implementer 

SCP 
Support/Test 

Teams 

1. Allocate Implementation 
Task(s) 

 A/R  I    
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2. Oversee Implementation 
Activity 

 A/R     C 

3. Implement Task(s) as 
Scheduled 

 I  I  A/R   

4. Determine if Change is 
Successful 

 I  I  A/R   

5. Record Task Results   I  I  A/R   

6. Implement Back‐Out Plan  I I  I  A/R  I 

4.2.8 Implementation Review and Change Sign-off RACI Chart 

Step SCP Change 
Coordinator 

MSI Change 
Manager 

SCP Change 
Implementer 

DIR/DCS 
Customer 

1. Determine if CMDB is Present  I  A  R   

2. Update CMDB  R  A     

3. Review On Time  I  A  R   

4. Information for Re‐Use  R  A  C   

5. Review Success Criteria  R  A  C   

6. Validate Completed Change    A/R    

7. Review Implemented Change  R I   A 

4.2.9 Post Implementation Review and Change Closure RACI Chart 

Step DIR/DCS 
Customer 

SCP Change 
Coordinator 

MSI 
Change 
Manager 

SCP Change 
Implementer 

MSI SDM 

1. Determine if PIR is required      A/R     

2. Organize and Conduct PIR  I  I  A/R  I  I 

3. Contribute to PIR  C  C  R  C  A 

4. Document PIR Outcome  I  I  A/R  I  I 

5. Review & Validate Change     C  A/R     

6. Close Change    I  A/R    

7. Closure Notification  I  I  A/R   I 
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5 Appendices 

5.1 Appendix A: 
Key Concepts 

Key Concept  Description  Reference 

Change Type Categorizes the Change request based of the type of Change 
(example Project Change, Asset Management Change) 

Refer to Work 
Instruction Create, 
Classify and Submit 
RFC for detailed 
information on these 
concepts.  

Class  Specifies the relative urgency of the change, so that the 
approvers can assess its magnitude. 

Operational 
Categorization 

Operational categorization is based on a three-tier hierarchy that 
is configured in the Operational Catalog. 

Product 
Categorization 

Product categorization is based on a five-tier hierarchy that is 
configured in the Product Catalog. 

Change Reason Defines the business reason for implementing the change 
request. 

Lead Time Defines the amount of time you need to submit the Request for 
Change 

Risk Level The anticipated risk that the proposed Change has 

Impact Impact of the proposed Change based on the number of affected 
users. 

Urgency Indicates the importance of the change request, and reflects how 
quickly a change must be implemented, or the time available to 
reduce the impact of the change on the business 

Risk Assessment  The Risk Assessment is used to manage the Risks of an 
implementation 

5.2 Appendix B: 
Change Class 

Change Class  Description 

Normal Changes Normal Changes cover the bulk of all Changes that require full assessment and 
authorization including CAB Approval.  
Normal Change covers the following scope: 
1. In response to DIR/DCS Customer or user demands 

2. To fix faults (Incidents or Problems) 

3. To upgrade a system (e.g. a new release of software or hardware upgrade) 

4. To introduce new (or remove old) CIs. 

It is expected that Normal Changes are planned well in advance of implementation, and 
proceed in an orderly fashion through each of the process stages, including the Change 
Advisory Board (CAB), and are implemented (potentially) as part of the scheduled release. 
Normal Changes should not be confused with Service Requests, which are managed via a 
separate process. 

Expedited Changes 
 

Expedited Changes should only be considered when it is impossible to schedule a normal 
change or when there is wide impact with an associated risk to the current environment if the 
Change is not implemented, that is only when: 
1. Changes that would proactively prevent a Major Incident or Outage 

2. Changes that DIR/DCS Customer deems critical to their business that need to 
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Change Class  Description 

be in place earlier than agreed lead‐times.   

The normal process steps are followed when conducting an Expedited Change. All associated 
activities, outputs and approvals are required with an Expedited Change, including CAB 
approval where possible. 

Emergency Changes 
 

Only consider Emergency Changes when it is impossible to schedule a Normal or 
Expedited Change, or when there is an unavoidable risk to the live environment if the 
Change is not implemented.  In cases where there is imminent failure and the ability of the 
DIR/DCS Customer to conduct day to day business will be impeded Emergency Changes 
are typically used to resolve a high impact Severity 1 or Severity 2 incident.   
Following the implementation of an Emergency Change any steps in the Normal Change 
process that were omitted for expediency must be completed retrospectively. 

Standard Changes 
 

A Standard Change is a change to a service or infrastructure for which the approach is 
pre-authorized by Change Management and does not need CAB approval.  
These changes consist of an accepted and documented solution to a pre-defined set of 
requirements, follow an established implementation process (or Work Instruction) and have 
been carried out successfully in the past (e.g., the provision of updates to the PC virus 
protection software). 
A change model will normally be associated with each standard change to ensure consistency 
of approach. 

No Impact Changes No Impact indicates a change that has no impact on the infrastructure and requires no 
approval. 
Vendor changes that are outside SCP, MSI and DIR/DCS Customer control will be submitted 
as No Impact Changes in applicable CABs to ensure awareness. While it is expected that 
approvals can be obtained to ensure change coordination with maintenance and freeze 
windows, it may not always be feasible or reasonable because of the nature and or Vendor 
constraints. 
MSI and SCP will make every reasonable effort to ensure approval capability or request that 
the change be moved to a different time to accommodate DIR/ DCS Customer. 

5.3 Appendix C: 
Change Reviews 

Review Type  Description 

Internal Review of 
Change 

The internal review is undertaken by SCP to ensure the proposed change is suitable for 
presentation for DIR/DCS Customer review 

Governance Review of 
Change 
 

The Governance review is undertaken to obtain approval from all relevant parties in order to 
initiate the building and testing of the change based upon the completed and approved 
Request for Change. 

Implementation 
Review 
 

This Implementation Review is undertaken by DIR/DCS Customer following the completion 
of the build and testing activity. The purpose of this review is to evaluate the testing outcome 
and other relevant information in order to determine if the proposed change is ready for 
implementation. 

Validation Review and 
Change Signoff 
 

This review is undertaken by the MSI Change Manager following implementation of the 
change. It involves determining if the change has meet the basic criteria of functionality, cost 
and time. Once the review has been undertaken the MSI Change Manager can then seek 
approval of DIR/DCS Customer to signoff the change as complete. 
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Post Implementation 
Review 

The Post-Implementation Review, (PIR) is carried out for some defined changes. The review 
should be carried out to confirm that the change has met its objectives, that the Requester and 
stakeholders are happy with the results; and that there have been no unexpected side-effects. 
Lessons learnt are fed back into future changes 
MSI Change Management must review new or changed services after a predefined period has 
elapsed. This process will involve an agreed membership, which may be the same as that of 
the CAB in which case the change reviews become a standard CAB agenda item. The 
purpose of the PIR review is to establish the following: 
 The change has had the desired effect and met its objectives. 

 Users, DIR/DCS Customer and other stakeholders are content with the results, 
or to identify any shortcomings. 

 There are no unexpected or undesirable side‐effects to functionality, service 
levels, warranties, e.g. availability, capacity, reliability, security, performance 
and costs. 

 The resources used to implement the change were as planned. 

 The release and deployment plan worked correctly (so include comments from 
the implementers). 

 The change was implemented on time and to cost. 

 The remediation plan functioned correctly, if needed. 

 When a change has not achieved its objectives, the reviewers decide what follow‐
up action is required, which could involve raising a revised RFC. If the review is 
satisfactory or the original change is abandoned, e.g. the circumstances that 
required the change are no longer current and the requirement disappears, the RFC 
can then be formally closed in the logging system. 
 

5.4 Appendix D: 
Lead Time 

Lead time for RFC to be included in the DIR/DCS Customer CAB report requires that RFC must be in Scheduled for Review (SFR) 
status 48 hours prior to DIR/DCS Customer scheduled CAB meeting to be considered for DIR/DCS Customer approval. 
Lead time for RFC to be included in the DIR/DCS Shared Company (multi-tenant) CAB Report requires that the RFC be in Scheduled 
For Review (SFR) status based on the lead times in the table below prior to DIR/DCS Shared Company scheduled CAB meeting to 
be considered for DIR/DCS Customer approval.  
Lead time is applicable only for Change Class = Normal 

Risk Level  Requirement   Lead Time (Use 
these values for 
Lead Time Field) 

CAB 
Meetings 

Approval Required 

Risk Level 1 2 Weeks 336 Hours 2 CAB Approval 

Risk Level 2  2 Weeks 336 Hours 2 CAB Approval 

Risk Level 3 
 

1 Week 
2 Weeks 

168 Hours

336 Hours 

1 – DCS 
Customer 
2 – DCS 
Shared 
Company 

CAB Approval 

Risk Level 4 3 Business days 72 Hours 1 CAB Approval  
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Risk Level  Requirement   Lead Time (Use 
these values for 
Lead Time Field) 

CAB 
Meetings 

Approval Required 

Risk Level 5 
(non-standard 
change) 

3 Business days 72 Hours 1 CAB Approval 
(No approvals required for  Standard 
Change) 

 

5.5 Appendix E: 
Standard Change Details 

The Standard Change procedure provides a method of identifying Changes to be processed by Change Coordinators without the need 
for additional CAB or DIR/DCS Customer approval.  
Refer to WI-404-15 Create Classify and Submit Standard Change Template for detailed process description. 
Types of Standard Change 
 Low Impact Change: A Low Impact Change is identified for potential inclusion onto the DIR/DCS Customer Standard 

change list by a Change Coordinator. 
o The Low Impact Change goes through the SCP technical review process for feasibility approval. A Standard 

Change requires Service Delivery Manager Approval. 
o If the SCP technical review process approves, the Standard change is presented one time as a Normal 

Change at the DIR/DCS Customer CAB for approval. 

 Enterprise Standard Change:  May impact multiple DCS Customers.  Enterprise Standard Changes will be approved 
in the DCS Shared Company CAB meeting.  This meeting is attended by all DCS Customers and will be used to seek 
CAB approval for standard changes for the enterprise.   The process follows identifying a low Impact Change 
affecting multiple DCS Customers for potential inclusion on the Enterprise DIR/DCS Customer change list by the 
Change Coordinator. 

o Change is identified as a potential Enterprise Standard Change candidate. 
o Change submitted to Xerox technical lead for technical review process. 
o Service Delivery Manager approval is granted. 
o Enterprise standard change candidate for approval is posted to the DCS Collaboration Portal. 
o DCS Customer review and communicate with change coordinator via email with any concerns. 
o Next subsequent DCS Shared Company Multi‐Agency CAB meeting  standard change is reviewed (review 

may take up to 2 CAB meetings) 
o Coordinator requesting standard change for consideration is present to represent submitted standard 

change request. 
o Approval or rejection is granted by the Agency Change Representatives. 

Notes:  
 At the first DIR/DCS Customer meeting following successful implementation, attendees determine if the criteria for a 

Standard Change have been met. 

 The Change Coordinator completes a template for this Change type. 

 Standard Change templates are audited for compliance before being approved for use and audited periodically by 
the Change Manager for compliance in order to remain in use. 

 The naming convention for the template is: SC_AAAA_aaa 
o The nomenclature is as follows:  

 SC = Standard Change 
 AAAA = DIR/DCS Customer or ALL if applicable 
 aaa = text uniquely identifying Standard Change template 

 The Change Manager over that DIR/DCS Customer CAB adds the Standard Change type to the Standard Change list. 

 The Change Manager over that DIR/DCS Customer CAB communicates the addition of a new Standard Change to 
stakeholders. 

 All future changes of this type will not require CAB approval, but will be included in future reports for DIR/DCS 
Customer awareness. 
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 All subsequent Standard Changes of this type that are executed within the approved environment must have an 
outcome of a change status of SUCCESSFUL.  If one instance of the Change is subsequently executed as 
UNSUCCESSFUL and has impacted the customer’s ability to conduct day‐to‐day business, then the change cannot be 
considered as a Standard Change and is removed from the Standard Change list. 

Use of Standard Changes: 
 Once the above procedure is completed, any future changes of this type can be opened in Remedy as a Standard 

Change. 

 The Standard Change template SC_AAAA...aaa, as described above should be selected from the drop down list when 
opening the Remedy RFC. 

 The steps performed during implementation should be followed per the completed Standard Change template. 

 The CRQ problem record is updated and closed as per the normal Change Management process. 
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5.6 Appendix F: 
Determining Attribute Changes and Impact to a Server Service Tier Matrix 

The following serves to detail the updates to the CMDB that will affect the Service Tier Matrix (STM).  The Change Coordinate will 
use this as a guideline along with the WI-405-6_Asset_Update_Change_Management.  In step with SACM and Change 
Management process and procedures, a CMDB update is required when any affected CI disposition is changed and requires a CI 
template to be attached to the RFC. 

 If a CRQ has Primary Capability changing from STM to Non STM: 
 MSI SACM team checks CMDB to ensure applications linked to server match the new Primary Capability use. If 

there is a miss match MSI SACM team queries CRQ with AAM team 
 MSI SACM team queries all situations where custom applications are related to Server and a CRQ is in place to 

change Primary Capability to Non-STM. This query will occur through the AAM team 
 If a CRQ has a status that is being changed from ‘Deployed’ to another Status: 

 If it is a status change from Deployed to End of Life or Disposed: 
 MSI Change Manager confirms that replacement server name is mentioned in CRQ summary and if not 

obtains from body of CRQ or Agency. 
 If replacement server name cannot be determined, the MSI Change Manager determines or requests the 

End of Life reason by working with the Change Requester. MSI Change Manager adds this information to 
the CRQ summary 

 If replacement server name can be determined, Change Requester ensures information about the 
applications that are to be moved to the new Server is obtained. If they are not present on the CRQ, Change 
Requester obtains by reviewing the CMDB or requesting the information from the Agency. SCP SACM 
team ensures CMDB is updated to reflect the move of these servers 

 If CRQ or agency says it’s End of Life because applications are retiring, Change Requester obtains name of 
applications so the SCP SACM team can be set to End-of-Life / Disposed from CMDB  

 If CRQ or agency says it’s End of Life due to Server Consolidation, Change Requester obtains name of 
Server that application/data is being moved to. SCP SACM team makes appropriate change to CMDB 

 If status change is Deployed -> Any other status, MSI SACM team queries rationale behind change of status with 
Agency by working with the AAMs 

 If the necessary information cannot be obtained from the Agency, MSI SACM team raises WO for tracking 
purposes and escalates to the AAM associated with the agency 

 
 If a CRQ has an Asset Classification going from ‘In-Scope’ to another Classification: 

 Approval from DIR should be present on CRQ. Otherwise, the following process is to be followed: 
MSI SACM team reaches out to DIR to check if there is an approval for the Server found. If there is:  

 MSI SACM team informs Xerox of the change of state and updates the DIR Exempt file to reflect the 
approval. MSI SACM team arranges with the MSI Change Manager for the associated change record to be 
updated to include the approval confirmation 

 If there is a DIR approval pending for the Server AND there is no ETA on completion of that approval, 
MSI SACM team queries the timing of the CRQ with the AAM team  

 If there is a DIR approval pending for the Server AND there is an ETA, MSI SACM team discusses course 
of action with DIR (i.e. do we let the change proceed) 

 If there is no approval when MSI contacts DIR then, with agreement with DIR, MSI SACM team reaches out to the 
Agency to obtain justification for the exemption. 

 If the necessary information cannot be obtained from the Agency, MSI SACM team raises WO for tracking 
purposes and escalate with DIR 

 
 If there is a Company Change from an Agency to DCS Shared Company: 

 MSI Change Manager confirms the change with the Change Requester. If Change Requester has not agreed 
to the change then MSI Change Manager will query why the Agency has requested this change without 
agreement with SCP. If an acceptable answer cannot be obtained, the MSI Change Manager escalates and 
discusses with the appropriate AAM for this agency. 

 
 If there is a change in classification from a Server to another Asset Type: 

 MSI SACM Team obtains information that demonstrates why the Asset is not a Server from the Agency (or reviews 
the CRQ) 



 

Page 117 of 121 

 If Agency or CRQ states that change is because the Server is a desktop running Server OS, MSI SACM Team 
reviews with DIR to obtain next steps. If DIR determines that asset should remain a Server then MSI SACM team 
consults with Agency 

 If MSI SACM Team cannot agree with agency on CRQ, they raise WO and escalates with DIR 
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6 Document Control 
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History 

Version Date Author 
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and 

Company 
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Change 
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 General policy statements wording 
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Change 
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SMM Currency updates for Q2, 2014: 
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tickets within change windows, 
customer communication plan 
requirements 

Other Changes  
 Changes to Lead Time requirements 

for DCS Shared Company (multi-
Agency, clarifications of Emergency 
changes, clarifications on rejected 
changes, clarifications on Change 
Coordinator responsibility for CMDB 
updates. 
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Approval 
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Date:  March 8, 2016 

 
Addendum to RFO# 608-16-2141 

Addendum #1  
 
 

Solicitation #: RFO# 608-16-2141 
Solicitation Closing Date: Tuesday, March 22, 2016 
Solicitation Closing Time: 3:00 pm Central Standard Time  
 
 
Reason for this Addendum: 
 

Revision of Procurement Schedule: Submission date for RFO responses has been extended 
to March 22, 2016 at 3:00 pm. 
 
 

Procurement Schedule 

RFO Release Date 03-01-2016 

Deadline for Submission of Questions 03-08-2016, 3:00pm 

Deadline for Posting of Responses to Questions 03-10-2016, 5:00pm 

Deadline for Submission of Proposals 03-22-2016, 3:00pm 

Evaluation and Scoring  To be determined 

Contract Negotiations  To be determined 

Award Announcement To be determined 

Anticipated Contract Start Date April 1, 2016 

 
 
 
Vendor is responsible for checking for updates to the solicitation.   
 
For any questions regarding this addendum, please contact: Lilia VanderWal at Lilia.VanderWal@TxDMV.gov 
or 512-465-5808.  

mailto:Lilia.VanderWal@TxDMV.gov
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Introduction 

ProMiles Software Development Corporation (PSDC) is pleased to have the opportunity 
to respond to the Texas Department of Motor Vehicles RFO Number: 608-16-2141 for 
Software Maintenance, Support and Hosting for Texas Permitting and Routing 
Optimization System (TxPROS). PSDC has provided software maintenance, support, 
and hosting for the TxPROS system since its launch and welcomes the opportunity to 
continue to provide excellent service to the Texas Department of Motor Vehicles 
(TxDMV), the Motor Carrier Division, and the oversize/overweight motor carriers 
operating in the State of Texas. 

In addition to supporting the TxPROS system, PSDC provides hosting and software 
maintenance for four other state OS/OW routing and permitting systems. Each of these 
systems are based on the TxPROS system and are being hosted in the same data 
center PSDC has hosted TxPROS in for the last four and one half years. Each of these 
systems enjoys similar uptimes and support. PSDC has provided a high quality support 
and hosting service for state agencies since 2005.  

PSDC welcomes the opportunity to continue the support and hosting for the TxPROS 
system, to maintain those aspects that are working well, and to provide improvements 
where needed and required. PSDC is looking forward to working with TxDMV to ensure 
that TxPROS continues to be the leading OS/OW permitting and routing system in the 
nation. In this response, PSDC presents its vision for support and maintenance plans 
that will ensure that TxPROS and its associated suite of tools achieve the goal of 
continuing to be the leading OS/OW permitting and routing system in the nation. 

PSDC understands and agrees to all requirements for this RFO. All prices and terms in 
this agreement are firm for 90 days from the bid opening date. PSDC certifies that 
PSDC and its owners are not ineligible, pursuant to §231.006(d), Texas Family Code, to 
receive the specified payment and acknowledges that the contract may be terminated 
and payment may be withheld if this certification is inaccurate. As required by §231.006, 
Government Code, PSDC is including the names and Social Security numbers of each 
person with at least 25% ownership of PSDC. 

Owners With At Least 25% Ownership Social Security Number 
Tony Stroncheck 
Tim Pilcher 

PSDC certifies that it and its stockholders are not ineligible to receive this contract 
under §2155.004, Government Code. PSDC has not ever hired any person who was an 
executive head of any Texas state agency. PSDC certifies that it and its principals are 
eligible to participate in this transaction and have not been subjected to suspension, 
debarment, or similar ineligibility determined by any federal, state or local governmental 
entity.  
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PSDC is in compliance with the State of Texas statutes and rules relating to 
procurement and is not listed on the federal government's terrorism watch list as 
described in Executive Order 13224. PSDC certifies that it and its stockholders are not 
ineligible to enter into this contract based on Sections 2155.006 and 2261.053. 
Government Code. 
 
PSDC is not claiming any preference under 34 TAC Rule 20.38. 
 
PSDC does not take exception to any provision of this solicitation and attests that it has 
no conflict of interest with this contract under §2155.003, Government Code. PSDC 
agrees to all other requirements for this contract. 
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Hosting Service Plan 
 
PSDC has hosted the TxPROS system since its launch. The production data center is 
currently in Las Cruces, New Mexico, and the Disaster Recovery Data Center is in 
Dallas, Texas. 
 
Note: There are plans in action to swap the data centers in the near future. Currently at 
the production data center there are eleven web servers, two test and development 
servers, two database servers, and two servers supporting the fax system. Each of the 
web servers have been refreshed within the last year. The two database servers were 
refreshed in 2014. There are six web servers and two database servers in the Disaster 
Recovery Data Center. The web servers were refreshed late in 2015 and one of the 
database servers was refreshed late in 2015. When the planned data center swap 
happens, PSDC will relocate five of the web servers from the Las Cruces data center to 
the Dallas data center. After this swap, PSDC will procure servers that will be placed in 
Dallas to replace the existing test and development servers and provide for the training 
and migration servers. Prior to the effective date of this agreement, PSDC will procure 
sufficient hardware and licenses to maintain the ArcGIS server at the Dallas data 
center. 
 
The production data center has the proven capability to meet the projected peak and 
average permit volumes. Currently PSDC is archiving more than 7 years of permits in 
the TxPROS database. The Disaster Recovery Data Center currently has sufficient 
hardware to more than meet the current volumes of permits. This has been 
demonstrated in the production environment during times when up to 44% of the 
production web servers have been in maintenance mode for updates. 
 
PSDC will, if selected as the vendor for this contract, implement the following Hosting 
Service Plan for continuing and improving the hosting of TxPROS: 
 

a) PSDC will, once the data center switch has been completed, utilize the Dallas 
data center as the production data center for TxPROS. This data center, and the 
hardware PSDC provides for the support of the TxPROS system, meets all listed 
requirements. Please see the response to TxPROS Service Level Requirements 
on page 19 for more details. PSDC will support all TxDMV audits including 
scheduling on-site visits to the data center.  

b) PSDC will utilize the Las Cruces data center as the Disaster Recovery Data 
Center for TxPROS. This data center has hosted TxPROS since launch and 
meets all listed requirements. 

c) PSDC will implement all required support operations as required in the event that 
the Disaster Recovery Data Center is activated. PSDC will support all TxDMV 
audits including scheduling on-site visits to the data center. 
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d) Both data centers have secure, reliable, and redundant connectivity. The Dallas 

data center has a 20MB connection with bursting to 1GB. The Las Cruces data 
center has a 150MB connection. Currently TxPROS peaks at about 7MB of 
connectivity. 

e) PSDC performs backups of the production database using DBVisit on a 15 
minute bases 24/7. The database is backed up to a hot backup server in the 
production data center and is backed up to a hot backup server in the Disaster 
Recovery Data Center. PSDC makes weekly backups of the database on an 
encrypted external hard drive. On a monthly basis this hard drive is archived in a 
bank safety deposit box and replaced with a new external hard drive. 

f) PSDC will continue to refresh all hardware and software components to ensure 
optimal performance for TxPROS. PSDC will upgrade all hardware used in 
TxPROS to ensure that it meets business operational demands. The hardware 
will be replaced as often as necessary to prevent any noticeable performance 
issues and any time that additional hardware is warranted due to software 
enhancements or security concerns. In no event will PSDC utilize hardware that 
is no longer supported by its manufacturer. Each hardware upgrade will include 
an updated Operating System (OS). PSDC will upgrade the databases with 
required server hardware upgrades. PSDC will continue to move the TxPROS 
software base into new development tools using a schedule to be agreed upon 
by both parties. PSDC will continue to incorporate website enhancements, such 
as the use of the leaflet mapping component, to ensure that TxPROS continues 
to work with newer browsers and devices. All enhancements will only be done 
once approved by authorized TxDMV staff and following the TxDMV Change 
Management Process as documented in this RFO and as modified. 

g) PSDC will provide data center processing for TxPROS and all components 
necessary for production operations. See the diagrams at the end of this this 
section for more detail. 

h) PSDC will continue to ensure that the system availability is at least 99.4%, 
24x7x365. 

i) PSDC will work with TxDMV to identify safe routing speedup opportunities to 
ensure that the transaction response time for shorter/less complicated routes is 
at least 95% returned in 12 seconds or less. 

j) PSDC will work with TxDMV to identify safe routing speedup opportunities to 
ensure that the transaction response time for the composite of shorter/less 
complicated and significantly longer/more complex routes is at least 99.8% 
returned in 30 seconds or less. 

k) PSDC will continue to ensure that restoring TxPROS to operational status after 
unplanned system outages will be an average of 60 minutes or less. 
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l) PSDC will continue to provide help desk initial response for reported system 

outages within 15 minutes of receipt of notification, on average over a month’s 
period, which includes an assessment of the problem cause and an estimate of 
the time required to return the system to operation. System outage is defined in 
RFO Number 608-16-2141 Attachment B; Hosting Service Level Requirements; 
‘System Availability’.  The help desk will be staffed by the same personnel that 
have provided help throughout the life of TxPROS. 

m) PSDC will continue to provide licensing for all non-TxPROS specific software 
(operating systems, database systems, backup software, code management 
software, utilities, etc.). Proof of licensing will be provided as requested by 
TxDMV. 

n) PSDC will continue to provide facsimile service for TxPROS to include line fees, 
per minute fees and hardware fees. 

o) PSDC will continue to maintain all operating and system support software 
licensing never more than two versions behind the most current release available 
from the manufacturer. As described in the response to f) above, PSDC updates 
the system support software when the hardware is refreshed. PSDC will, if 
necessary, perform this system support software upgrade more frequently to 
ensure compliance with this requirement. 

p) PSDC will continue to maintain and keep up to date a business 
interruption/disaster recovery process, to include crisis and event management 
procedures, used to determine levels of disaster and associated disaster 
recovery actions. These procedures are documented in the Crises and Event 
Management Procedure Document which will continue to be updated to meet the 
needs of the changing environments and TxPROS needs. 

q) As described in the response to f) above, PSDC will periodically update 
languages used for code development to keep pace with emerging technologies 
to ensure TxPROS remains current with industry standards.   

r) PSDC will continue to provide database tuning services as needed to ensure 
proper and efficient interactions between code and data. 

s) PSDC will continue to perform controlled data changes per documented requests 
submitted by TxDMV. 

t) PSDC will continue to provide after-hours hardware and infrastructure support 
including a list of the vendor’s emergency support numbers and email which is 
updated regularly. 

u) PSDC will continue to contact TxDMV for assistance with the email SMTP 
solution when it is determined by the vendor that a reported issue with permit 
email delivery is not caused by the TxPROS software or hosting environment. 

v) PSDC will continue with both hosting service providers to maintain required 
levels of service. 

w) PSDC will continue to maintain backups and restores of the operating system, 
server software and TxPROS software. 
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x) As stated in e) above, PSDC performs backups of the production database using 

DBVisit on a 15 minute bases 24/7. The database is backed up to a hot backup 
server in the production data center and is backed up to a hot backup server in 
the Disaster Recovery Data Center. PSDC makes weekly backups of the 
database on an encrypted external hard drive. On a monthly basis this hard drive 
is archived in a bank safety deposit box and replaced with a new external hard 
drive. 

y) PSDC will continue to monitor the TxPROS production applications, components, 
modules and hosting environments 24x7x365 to assess availability of the 
‘system’ and alert staff when unplanned interruptions are detected. PSDC will 
work with TxDMV to identify methods to improve the monitoring and notification 
processes. 

z) PSDC will continue to schedule system downtime for maintenance prior to 
maintenance occurring. 

aa) PSDC will continue to provide for and ensure data center physical, 
environmental, and network security meets or exceeds those standards 
applicable to vendor responsibilities identified in the TxDMV Information Security 
Manual. PSDC will, if selected to continue support and maintenance of TxPROS, 
develop a Project Security Plan document for TxPROS and submit it for approval 
prior to the commencement of the contract that results from this response.   

bb) PSDC will continue to provide and maintain fully equipped test, development, 
training and migration environments for software development and data migration 
purposes. 

cc) PSDC will continue to follow the TxDMV Change Management Process. 
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Figure 1: Proposed Primary Data Center (Dallas) 
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Figure 2: Proposed Disaster Recovery Data Center (Las Cruces) 
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Software Maintenance and Support Service Plan 
 
PSDC utilizes the same team of engineers and system testers for supporting TxPROS 
as it used in the development of the system. This same team will, if TxDMV chooses to 
continue with PSDC as the support vendor, continue to provide support and updates for 
the system. 
 
PSDC will, if selected as the vendor for this contract, implement the following Software 
Maintenance and Support Service Plan, including Software Change Management and 
Software Release Management Plans for continuing and improving the maintenance 
and upgrading of the TxPROS code. 
 
PSDC will provide a primary application consultant that is a senior developer with 
extensive experience both developing and maintaining the TxPROS system. This 
consultant will communicate extensively with the TxDMV team concerning all aspects of 
system maintenance and enhancements. He or she will participate in weekly team calls 
and will meet with TxDMV in-person at the MCD office quarterly. When possible the 
backup consultant will join the meeting. At these meetings this person will review 
concerns, modifications, and issues with the TxDMV team. Enhancements to other 
systems will be demonstrated to the TxDMV team. The consultant will be the primary 
contact for support including application issues, enhancements, and other operational 
issues such as reports and queries. 
 
The primary application consultant will lead the team of developers and testers who will 
be responsible for the support of the TxPROS system. This team will correct defective 
software and other programming issues as identified and based on a reasonable 
schedule to be agreed upon. He or she will also work with the TxDMV team to identify 
and implement enhancements to TxPROS. The following diagram and narrative 
describes the process for identifying, revising, implementing, testing, reviewing, and 
installing such enhancements into the TxPROS system. 
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Figure 3: Enhancements and Updates to TxPROS 
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Task Description 
Identify Requested 
Modifications 

TxDMV will create requirements for enhancements to TxPROS 
based on business area refinement, legislate mandates, industry 
requests, or other needs. TxDMV will provide the refinements to 
TxPROS in requirement documentation to PSDC. 

Analysis PSDC's primary application consultant, working in conjunction with 
other PSDC developers and staff will review the requirements. 
PSDC's staff will group changes based on their location within the 
code and provide suggestions on possible combinations of 
requirements. 

Classification Based on review of the requirements, PSDC's primary application 
consultant will work with TxDMV to clarify the change requests and 
to identify potential unintended consequences or problems with the 
requests. TxDMV will provide priorities and other guidance for the 
modifications. 

Design PSDC will perform all design work required for the modifications. 
Such design work will include screen changes, table changes, and 
others as required. 

Coding – Dev 
Environment 

PSDC will implement the changes in the Development Environment. 

System Test – Dev 
Environment 

PSDC testing staff will create test scripts to be used to test the 
modifications. Using these scripts, PSDC test staff will test the 
modifications. Errors will be identified and resubmitted for correction 
by the developers. Once the changes have been completed and 
retested, and with TxDMV's approval, PSDC will promote the 
changes to the Test Environment. 

Acceptance Testing – 
Test Environment 

TxDMV will perform acceptance testing in the Test Environment. 

Refinements 
Required? 

If TxDMV identifies refinements to the requirements based on testing 
using the system, TxDMV will return to the Analysis step to refine the 
requirements. 

Pass Acceptance 
Testing? 

If the modifications do not pass acceptance testing, the errors will be 
returned to PSDC for correction and retesting. 

Move to Production 
Environment 

If the modifications pass acceptance testing, the Test Environment 
will be locked down. TxDMV will provide PSDC with a schedule to 
move the modifications to the Production Environment. Based on the 
schedule, PSDC will promote the modifications to the Production 
Environment and create all documentation for the move. Updated 
source code and documents will be moved to the escrow location. 

 

PSDC has expanded its team of testers and documentation specialists to improve the quality 
and speed of the testing and documentation updates. 
 
PSDC will work with TxDMV to identify enhancements to the bug tracking system to meet 
TxDMV's additional needs. PSDC will implement these enhancements on a schedule to be 
agreed upon by both parties. 
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a) PSDC will continue to correct or replace defective software and fix programming 

errors within a reasonable timeframe agreed upon between TxDMV and the 
vendor. 

b) PSDC will continue to provide software maintenance and updates, including 
software modifications/fixes and/or software/hardware configuration changes to 
resolve issues that arise with existing system functionality and which prevent 
TxDMV from conducting normal business. 

c) PSDC will continue to implement improvements which were made to the software 
for other states’ oversize/overweight permitting systems, and offer to TxDMV at 
no cost, pursuant to the original license agreement. 

d) PSDC will continue to compile maintenance fixes and updates into logical new 
system releases and provide them to TxDMV for testing, approval and 
authorization for a move to production on a quarterly basis, or as directed by 
TxDMV. 

e) PSDC will continue to perform adequate functionality and integration testing of 
code and software interface for fixes and updates to eliminate critical flaws prior 
to delivery to TxDMV for business user acceptance testing. 

f) PSDC will continue to conduct software maintenance and updates as 
coordinated with TxDMV to include, but not be limited to: 

i. Moving code to stage location/s with the proper approvals from TxDMV. 
ii. Moving code to production servers with the proper approvals from TxDMV. 

g) PSDC will continue to provide primary and backup application consultants to 
manage the daily software maintenance and enhancements activities and to: 

i. Keep TxDMV informed of software maintenance activities via weekly 
status reports and business team meetings. 

ii. Attend quarterly planning meetings in person at TxDMV offices. 
h) PSDC will continue to create and maintain user and technical software 

documentation. 
i) PSDC will continue to provide for software escrow that meets current industry 

standard requirements. This will include providing up-to-date copies of all 
TxPROS source code to TxDMV when such code has been put into production. 

j) PSDC will continue to provide after-hours emergency software support including 
a list of the vendor’s emergency support contact numbers and email. 

k) PSDC will continue to assist TxDMV in correcting technical errors created by 
TxDMV personnel during the day-to-day operation and administrative processes. 

l) PSDC will continue to provide a help desk for managing support requests. 
m) PSDC will continue to provide an online ticket system available 24x7x365 for 

TxDMV staff to submit electronic tickets to request issue resolution and to use as 
a knowledge base for how to solve previously addressed support issues.  The 
content of this knowledge base will be kept online for a period of time based 
upon TxDMV directive.  Providing an online ticket system/repository available 
24x7x365 for TxDMV staff to request and track software enhancements for future 
software releases and browse a database containing previous enhancement 
requests. 
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n) PSDC will continue to provide ad hoc reports in response to TxDMV requests 
and to satisfy administrative and/or legislative inquiries.  Turnaround time for 
these reports will be negotiated on a case by case basis, depending upon the 
urgency of the inquiry. 

o) PSDC will continue to provide access to frequently used ad hoc reports for 
TxDMV self-service purposes. PSDC will continue to work with TxDMV to 
improve the capabilities of these self-service ad hoc tools. 

p) PSDC will continue to provide ad hoc and routine data queries to support the use 
of the TxPROS system and for customer consumption. 

q) PSDC will continue to provide informal training to staff in the use of TxPROS and 
related software and tools. 

r) PSDC will continue to provide assistance via remote software support sessions 
for users experiencing problems with the TxPROS system. This includes both 
TxDMV staff and industry users. 

s) PSDC will continue to provide a shared workspace or repository as a means for 
document exchange and collaboration. 

t) PSDC will continue to follow the TxDMV Change Management Process, where 
applicable to vendor responsibilities, when software maintenance involves 
coordination with TxDMV’s Information Technology staff. 
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Mapping Data Maintenance Plan 
 
 
PSDC created, with TxDOT's assistance, the initial GIS database that has been 
successfully used to route more than two million OS/OW permits in Texas. PSDC has 
continued to maintain this data for the four and one half years since the launch. PSDC 
will, if it is awarded this contract continuation, continue to maintain the GIS data for 
TxPROS using the same team of engineers and GIS specialists that it has used since 
the project began. 
 
The GIS database is at the heart of the TxPROS OS/OW routing system. The accuracy 
of the routes directly corresponds with the safety provided to the motoring public and 
the protection of the Texas infrastructure. Without accurate GIS data and routing, this 
safety and infrastructure protection is not possible.  
 
PSDC will continue to support the TxPROS GIS team with lead GIS specialists who will 
work directly with the TxDMV GIS team. These lead GIS specialists will be experienced 
personnel with extensive knowledge of the Texas GIS data and tools. They will be 
supported by PSDC's complete team of GIS specialists who will be able to quickly 
attribute large datasets during the migration process.  
 
PSDC will continue to use the existing GIS tools and processes for the data migration 
and corrections. PSDC has obtained approval from TomTom to provide the TxPROS 
GIS data to TxDMV in a format that can be accessed with ESRI tools. Please note that 
Appendix A will require execution with the contract. PSDC will install ArcGIS Server at 
the primary datacenter and populate it with all copies of the GIS data for use by TxDMV. 
PSDC will look toward modifications to the GIS update process that incorporates 
additional use of the ESRI tools if TxDMV so chooses. 
 
PSDC will, if selected as the vendor for this contract, implement the following Mapping 
Data Maintenance Plan for continuing and improving the GIS data that is at the heart of 
TxPROS. 
 
 

a) PSDC will continue to manage and oversee the map data migrations that are 
necessary to ensure that the routes produced by TxPROS continue to accurately 
represent the ever changing highway network in Texas. PSDC will incorporate all 
new line work as directed by TxDMV and all new road segment attributes. The 
data migrations will happen as frequently as TxDMV deems necessary up to 
biannually. 

b) PSDC will perform as many 'small updates' as requested. Such updates will 
consist of minor changes in road segments and can include changes in road 
segment geometry, topology, and attributes. These 'small updates' will be 
incorporated into the production system after review and approval. 



Software Maintenance, Support and Hosting for TxPROS 
RFO Number: 608‐16‐2141 Technical Offer 

 

17 
 

c) PSDC will continue to use the TomTom Street GIS data product as the base GIS 
dataset for TxPROS. This data product provides high quality base map data with 
virtually all public streets within the State of Texas and is updated quarterly. 
PSDC will utilize the most recent release of this data and incorporate all updates 
as of that update to start each data migration (item a) above. The license fee to 
use this GIS data is included in the yearly cost for software/data maintenance 
and support package found in the Cost Offer. 

d) PSDC will continue to provide TxDMV view-only access to each new release of 
the TomTom Street data product as it is made available to PSDC. The data will 
continue to be made available using the TARP program or through the ArcGIS 
server as requested by TxDMV. PSDC will continue to keep the TxDMV GIS 
team appraised of the TomTom release schedule and PSDC's TomTom update 
schedule. 

e) PSDC will continue to provide each of the listed services during the biannual 
migrations: 

i. Conflating GIS data provided by state agency sources, when necessary, 
for bridges, structures, roads, etc. 

ii. Resolving spatial issues between data sources 
iii. Drawing GIS data when necessary for updates to the base map data 
iv. Updating GIS attributes at the direction of TxDMV 
v. Correcting or replacing defective data within a reasonable timeframe 

agreed upon between TxDMV and the vendor 
vi. Migrating restriction, road segment and carried bridge data as needed 

f) PSDC will continue to provide migration-ready mapping data for QA/QC checks 
to be performed prior to approval for production data migration. 

g) PSDC will provide to TxDMV completed data migration base files in shape file 
format or other format as requested that can be utilized by the ArcGIS software. 
PSDC will provide such historical data going back to the first TxPROS production 
release. PSDC has obtained the right to license this data to TxDMV and has 
included the additional license fees in the yearly cost for software/data 
maintenance and support package found in the Cost Offer. Please note this 
requires that TxDMV sign an agreement limiting how the agency will utilize the 
data provided in a format usable by ESRI tools. That agreement has been 
included as Appendix A to this response. 

h) PSDC will continue to conflate LIDAR data and images, from state agency 
sources as provided to PSDC by TxDMV, into formats that can be used by the 
TxPROS Restriction Manger, FixMap or other data editing programs as agreed 
allowing for the incorporation of this data into the TxPROS GIS data or restriction 
data. 

i) PSDC will maintain the 'dual database' functionality needed to ease the impact 
on permit holders during data updates.  
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j) PSDC will procure an unlimited license to ArcGIS server and will use this to 

house the various TxDMV GIS datasets. This server will be housed on dedicated 
hardware at the Dallas data center. PSDC will provide sufficient hardware to 
ensure optimal performance. TxDMV will be able to perform unlimited edits on 
this data as it chooses. PSDC will work with TxDMV to identify how the migration 
and data maintenance process will change based on the use of these tools. 
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TxPROS Service Level Requirements 
 
PSDC agrees to host and maintain the TxPROS system in accordance with the Service 
Level Requirements listed in this RFO. In particular: 
 
PSDC understands and agrees that it shall provide a Primary Data Center where 
TxPROS will operate and be supported. PSDC agrees to all requirements for the 
Primary Data Center listed in this RFO. PSDC also understands and agrees that in the 
event that operations at this Primary Data Center do not meet all expectations, PSDC is 
to remedy the deficiencies at its own expense. Such remedies may include, but are not 
limited to, increasing the connection, service level, or other factors at the data center, 
increasing the quantity or level of hardware at the data center, or even moving to an 
alternative data center that can provide the level of service agreed to in this RFO. PSDC 
will provide accessibility to this data center for periodic TxDMV on-site audits, and 
PSDC will resolve all deficiencies identified in such audit in the timeframe described in 
this RFO. 
 
PSDC will provide a hot Disaster Recovery Data Center meeting all specifications listed 
in RFO Number 608-16-2141 Attachment B. This data center must be available at all 
times to be activated within the timeframe listed in the attachment. PSDC understands 
and agrees that all requirements for the Primary Data Center apply to the Disaster 
Recovery Data Center in the event that a disaster is declared and operations for 
TxPROS switch to the Disaster Recovery Data Center. PSDC agrees that it shall have 
seven days from the time the disaster declaration is made to meet all TxPROS 
performance levels at the Disaster Recovery Data Center. This includes the off-site data 
storage requirement. 
 
PSDC understands and agrees to maintain all required hardware and software at the 
data centers in such quantity and shape as to be able to maintain all performance 
requirements. This includes: 
 
Web servers – PSDC will maintain sufficient web servers with sufficient software as to 
be able to support TxPROS to the required levels. These servers will provide the web 
interface allowing users access to all functionality available to them; and routing 
services that can quickly provide safe and efficient routes for all OS/OW traffic in Texas; 
and mapping services so that users can see and manipulate their routes on an intuitive 
and accurate graphical map. 
Database Servers – PSDC will maintain database servers in sufficient quantity and 
quality to support TxPROS. The databases on these servers will store all data used by 
the system including but not limited to: GIS Data, restriction data, permit rules and 
permit definition data, user and customer data, application administrative data, and 
permit data for the required time period. 
 



Software Maintenance, Support and Hosting for TxPROS 
RFO Number: 608‐16‐2141 Technical Offer 

 

20 
 

Load Balancer – PSDC will maintain a load balancer able to optimize operations within 
the web server farm. This load balancer will have the ability to equalize the load on each 
available web server and to dynamically reassign users after they have logged off and 
then back in. The load balancer will also monitor each web server, and if it discovers a 
non-operational web server, it will reassign the users from that server and not direct any 
new users to that server. 
Email Functionality – PSDC will ensure that TxPROS uses an email server of 
TxDMV's choosing for delivery of all emails from TxPROS. 
Facsimile Functionality – PSDC will maintain a facsimile service that will deliver all 
documentation produced by TxPROS for which facsimile has been chosen as the 
delivery method. PSDC will assume all costs for this facsimile service regardless of 
volume. 
 
PSDC will implement an ArcGIS Geodatabase Environment for TxPROS. This 
environment will be in the Dallas data center and will have sufficient hardware and 
software as to provide optimal performance for a remote Geodatabase. PSDC 
understands that it is required to obtain and maintain all software licenses and hardware 
for this environment. PSDC further understands and agrees that it is responsible for the 
creation and maintenance of this environment. 
 
PSDC will continue the existing data repository environments as described in this RFO. 
PSDC will be responsible for maintaining operation of these environments for the life of 
the contract. 
 
PSDC understands and agrees that it will maintain testing and training environments as 
described in this RFO including: 
 
Test server – Server that will be used exclusively for testing and validation of code prior 
to production implementation. This server will be fully self-contained including website, 
routing, mapping, database, and on demand restrictions. 
Training server – Server that will primarily be used for training and demonstrations. 
This server will be fully self-contained including website, routing, mapping, and 
database. This server will be configurable to use either the current production restriction 
database or to use a training restriction database. This server may be used for testing 
during migrations if necessary. 
Migration server – Server(s) that will be available for data migration use or at other 
times that additional servers are required for testing. This server(s) will be fully self-
contained but can be configured as necessary to meet the testing requirements as 
necessary. 
Test Databases – PSDC will maintain test database instances as needed to facilitate 
testing, data migration, training, and other purposes. This will include maintaining 
multiple production datasets for as long as is necessary during and after data 
migrations. 
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PSDC will implement robust system monitoring that will include notification of any failure 
in any part of the production environment. In the event of a failure, PSDC will take 
proactive steps to resolve the error before it affects production operations. In the event 
that the error cannot be corrected immediately, and the removal of the failing 
component will not affect overall operations of the system, PSDC will remove the 
component that is failing from the production environment for repairs. 
 
PSDC understands and agrees that it is responsible for the management of any 
subcontractor whose service is required for the correct operation of the TxPROS 
system.  
 
PSDC understands that it is responsible for data security for all data within the TxPROS 
system. PSDC is required to maintain PCI DSS compliance for TxPROS and to 
complete the PCI DSS self-assessment questionnaire for vendors and to perform 
quarterly PCI compliance scans of the TxPROS system. The results of the scans must 
be reported to TxDMV and PSDC must address any failures immediately. 
 
PSDC will perform yearly tuning of the TxPROS system and all components within the 
system. PSDC will additionally perform such tuning efforts on an as needed basis. 
PSDC will provide a report for all such tuning efforts to TxDMV. PSDC will, when 
possible, perform the tuning first on the test environment. In all cases PSDC will obtain 
TxDMV approval prior to performing any tuning on the production environment. 
 
PSDC understands and agrees that it is responsible for all software licenses used in the 
development, maintenance, and support of the TxPROS System. PSDC further agrees 
to the software release levels described in RFO Number 608-16-2141 Attachment B.  
 
PSDC will upgrade all hardware used in the TxPROS system as described in the 
response to the Hosting Service Plan. 
 
PSDC agrees that all backup and restore procedures are to be fully documented and 
meet TxDMV's requirements. The documentation will be updated regularly to 
incorporate changes in the operating environment and system software. 
 
PSDC agrees to the controlled data changes requirements in RFO Number 608-16-
2141 Attachment B. 
 
PSDC will continue with the business interruption/disaster recovery procedures 
currently implemented and as required in RFO Number 608-16-2141 Attachment B.  
 
PSDC understands and agrees to all TxPROS Software Maintenance and Support  
requirements listed in RFO Number 608-16-2141 Attachment A. Please see the 
Software Maintenance and Support Service Plan for additional details for PSDC's 
TxPROS software maintenance and support. 
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PSDC will ensure that all production level software components are fully deployed at 
both data centers and will be available for immediate operation at the disaster recovery 
center. PSDC agrees to all backup requirements in the event that only one environment 
is available. 
 
PSDC will maintain a software escrow as described in RFO Number 608-16-2141 
Attachment B. 
 
PSDC will update all system documentation to reflect changes in the system and 
environment. Updated documentation will be delivered to TxDMV along with the current 
version of all updated software code (within 10 days of acceptance/promotion to 
production) for each production release. 
 
PSDC will maintain an Online Ticket System for use by TxDMV to submit requests for 
system and software support and maintenance/updates. This Online Ticket System will 
meet all requirements listed in RFO Number 608-16-2141 Attachment B. PSDC will 
provide a helpdesk for TxDMV as described in RFO Number 608-16-2141 Attachment 
B. 
 
PSDC will continue to perform data queries and data provisions as described in RFO 
Number 608-16-2141 Attachment B. 
 
PSDC will continue to provide mapping data maintenance as described in RFO Number 
608-16-2141 Attachment B. PSDC will perform each task listed in the GIS data update 
process. These tasks will incorporate all updates of the TomTom GIS data into the 
TxPROS data. As part of this process, PSDC will reconcile all differences between the 
current TxPROS data and the update. PSDC will ensure that all fixes are performed to 
ensure that the TxPROS data represents the road and highway network in Texas based 
on the most accurate information available. PSDC will ensure that all discrepancies are 
identified and corrected and that routing can be accurately performed on the new 
dataset. PSDC will conflate all TxDMV road segment attributes to any new road 
segments in the network. PSDC will perform data validation testing on the new dataset 
and will continue to correct errors until the dataset meets the 95% accuracy level. 
 
Once the accuracy level has been met, PSDC will deliver the dataset to TxDMV for 
further review. PSDC will resolve all discrepancies identified by TxDMV. PSDC will build 
runtime files and updates for other GIS tools as identified by TxDMV during the 
migration process. Upon completion of the GIS data, PSDC will perform a restriction 
migration and will manually review all restrictions for accuracy. PSDC will also migrate 
carried bridges, custom signage, and other data elements as identified by TxDMV. 
PSDC will perform all data migration efforts as directed by and based on the business 
needs of TxDMV.  
 
PSDC will perform additional GIS tasks including conflating LIDAR and other data 
elements provided by TxDMV and as directed by TxDMV. 
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PSDC agrees to all Hosting Performance Measures listed in RFO Number 608-16-2141 
Attachment B. PSDC understands and agrees to the system availability, transaction 
response times, and help desk initial response time requirements and liquidated 
damages for failure to meet said requirements listed in this RFO. PSDC further 
understands and agrees to the Software Quality Service Level requirements. 
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TxPROS Monthly Status Reporting 
 
PSDC will continue to provide monthly status reports with each month's hosting invoice. 
This report shall outline the services provided in the invoice period, will be revised to 
include all items listed in the RFO, and can be changed at TxDMV’s discretion.  
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Appendix A 
 
License Agreement for the Delivery of TomTom GIS Data in a Format Usable in GIS 
Programs 
 
THIS LICENSE AGREEMENT (Agreement) is entered into on __________________ 
between ProMiles Software Development Corporations (PSDC), a Texas corporation, 
and The Texas Department of Motor Vehicles (TxDMV). 
 
Recitals 
 
PSDC has a license to provide TomTom GIS data to state agencies for use in the 
agencies’ Oversize/Overweight (OS/OW) routing and permitting systems. PSDC has 
contracted with TxDMV to provide data maintenance for TxDMV's OS/OW routing and 
permitting system, TxPROS. PSDC, under license from TomTom International BV 
(TomTom), provides TxPROS with updates of the GIS data for the State of Texas on a 
quarterly basis. TxDMV has requested access to such GIS data in a format that is 
usable in GIS products such as those provided by ESRI to assist in the maintenance of 
said GIS data. 
 
NOW, THEREFORE, WITNESSETH: That in consideration of the mutual covenants 
and conditions set forth in this Agreement, PSDC and TxDMV agree as follows: 
 

1. DATA PROVIDED – TxDMV is granted a non-exclusive operations license to 
install, store, load, and display (collectively, "Use") the TxPROS GIS data (Map 
Data) on as many local area networks and/or end-user workstations as TxDMV 
reasonably needs in support of the Uses specified in Section 4 ("Permitted 
Uses"). 

 
2. PRICE & PAYMENT – The price for this license is included in the Yearly cost for 

software/data maintenance and support package for this response. 
 

3. AUTHORIZED USERS – The Map Products will be operated only by TxDMV 
employees and authorized contractors ("Authorized Operators").  A contractor 
shall be deemed authorized to Use the Map Products if such Use is incidental to 
a larger relationship between the contractor and TxDMV, is Used for purposes no 
greater than reasonably needed to achieve the objectives of an actual project 
undertaken in connection with that relationship, and the contractor has agreed in 
writing to TxDMV to be bound by the provisions of this Agreement. 
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4. PERMITTED USES – TxDMV's Authorized Operators may Use the Map 

Products strictly in conjunction with OS/OW routing and permitting. The data may 
be used to support the maintenance of the GIS data needed to route such 
permits. The data may be disseminated in electronic format to others for the 
purpose of illustrating the route for a particular OS/OW permit and in such a 
format that makes the reverse engineering of the routing data provided in the 
Map Data impossible. Further use, reproduction or distribution of digital products 
containing the Map Data is prohibited. 

 
5. RESERVATION OF RIGHTS – The Map Data contains proprietary information 

belonging exclusively to TomTom International BV.  TomTom claims copyright 
and trade secret protection in the Map Data, including the selection, 
arrangement, and coordination of the Map Data as a whole, and in each 
constituent element of data provided.  TxDMV does not obtain any ownership or 
intellectual property rights in the Map Data (including any digitally resampled or 
processed image derived from the Map Data).  Instead, TxDMV obtains a limited 
non-exclusive license to Use the Map Data and output generated therefrom for 
the authorized purposes specified herein.  TxDMV will at all times use due 
diligence to safeguard and protect all such confidential and proprietary 
information pertaining to the Map Data.  TxDMV will ensure that all marks, 
notices, or legends pertaining to the origin, identity, or ownership of the Map Data 
and all output generated from the Map Data are properly applied and remain 
intact and clearly legible. By execution of this Agreement, TxDMV acknowledges 
and agrees to recognize and honor in perpetuity the copyrights and other 
proprietary claims of TomTom for the Map Products.   TomTom reserves all 
rights not expressly granted to the TxDMV. 

 
6. TRANSFER OF LICENSE – TxDMV may not assign, sublicense or transfer all or 

any part of TxDMV's rights or obligations under this Agreement without PSDC's 
written consent and any attempt to the contrary will be void and a material breach 
of this Agreement. Such transfer may only happen when the OS/OW routing 
program for the State of Texas is transferred to another Agency of the State. A 
transfer of this Agreement will terminate any right to TxDMV's continued 
possession or Use of the Map Data, and TxDMV must promptly return the 
original media and Destroy all remaining copies of the Map Data in TxDMV 's 
possession or under TxDMV 's control. 
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7. TERM AND TERMINATION – The term of this License will continue for the 
length of the contract derived from the Texas Department of Motor Vehicle RFO 
Number: 608-16-2141 for Software Maintenance, Support and Hosting for Texas 
Permitting and Routing Optimization System (TxPROS). This Agreement will 
terminate automatically if TxDMV breaches any provision of it.  TxDMV may 
terminate this Agreement at any time at TxDMV's election. TxDMV may continue 
to possess any Map Data obtained under this Agreement prior to the termination 
of said Agreement. Termination will have no effect on TxDMV's other obligations 
under this Agreement including the obligation to safeguard and protect 
proprietary rights of TomTom under Section 5 ("Reservation of Rights"). 
 

8. MISCELLANEOUS –  
 

A. This License Agreement constitutes the entire and exclusive agreement 
between the parties with respect to the subject matter hereof and 
supersedes all other communications, whether written or oral.  

B. This document and a photocopy in good form shall be considered an 
original document with authenticated signature admissible into evidence 
unless the document's authenticity is genuinely placed in question.  

C. This Agreement is expressly limited to its terms and may be modified or 
amended only in writing and signed by an authorized representative of 
PSDC.  

D. Any provision found by a tribunal of competent jurisdiction to be illegal or 
unenforceable shall be automatically conformed to the minimum 
requirements of law and all other provisions shall remain in full force and 
effect.  Waiver of any provision herein shall not preclude enforcement of it 
on future occasions.  

E. Headings are for reference purposes only and have no substantive effect 
 
IN WITNESS WHEREOF, for adequate consideration and intending to be legally bound, 
the parties have caused this Agreement to be executed by their duly authorized 
representatives. 
 
ProMiles Software Development Corporation 
 
By  ____________________________________________         __________________ 
       Tim Pilcher                                                                                     Date 
       President, Development and State Contracts 
 
Texas Department of Motor Vehicles 
 
By  ____________________________________________         __________________ 
           Date 
Printed Name ___________________________________                 
 
Title ___________________________________________ 



1 
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COST/PRICE FORM 
 

ProMiles Software Development Corporation (PSDC) is pleased to have the opportunity 
to respond to the Texas Department of Motor Vehicles RFO Number: 608-16-2141 for 
Software Maintenance, Support and Hosting for Texas Permitting and Routing 
Optimization System (TxPROS). 
 
The following pricing incorporates all support, maintenance, hosting, facsimile 
expenses, and map data expenses. This price includes the additional license fees 
allowing for the delivery of the GIS data in a format usable by ESRI products and the 
ArcGIS server environment that will provide access to this data. 
 
This price is fixed for the length of the contract and any extensions. PSDC believes this 
provides TxDMV with significant pricing visibility well into the future. 
 
 
 
 
 

Service  Price/Cost 

Yearly cost for software/data maintenance and support package  $    274,400  /year 

Monthly cost for hosting services  $      27,815  /month 

TOTAL  COST OF ALL SERVICES  $ 1,216,360 /2 years 
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